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Abstract

This quantitative, multi-site study examined whether digital twin-enabled optimization was associated with
measurable improvements in electrical, instrumentation, and control (EIC) architecture performance across smart
manufacturing and utility-scale systems. The study used a longitudinal, multilevel panel design with clustered
observations at asset, system, and site levels. The final analytic sample included 18 cases (10 manufacturing
plants and 8 utility-scale segments), 96 systems, and 1,842 assets observed over 180 days, yielding 17,280 system-
days after data coverage screening. Composite indices representing observability, synchronization quality,
integration readiness, and data integrity demonstrated acceptable internal consistency (a = 0.78-0.88). Multilevel
regression results indicated that optimization exposure was associated with lower downtime and improved
continuity. Downtime decreased by 0.74 hours per system-month (95% CI —1.05 to —0.43, p < 0.001) and
availability increased by 1.9 percentage points (95% CI 1.1 to 2.7, p < 0.001). Efficiency outcomes improved, with
normalized loss intensity decreasing by 3.6% (95% CI =5.2 to =2.0, p < 0.001) and voltage deviation indices
decreasing by 4.1% (95% CI —6.8 to —1.4, p = 0.003). Integrity outcomes improved, as interruption rates
decreased (IRR = 0.86, 95% CI 0.79 to 0.94, p = 0.001) and misoperation-related events declined (IRR = 0.81,
95% CI 0.70 to 0.94, p = 0.006). Data quality improved, with completeness increasing by 1.5 percentage points
(95% CI 0.9 to 2.1, p < 0.001) and alignment issue rates decreasing by 0.8 percentage points (95% CI —1.2 to
—0.4, p < 0.001). Domain moderation indicated stronger downtime reductions in manufacturing and stronger
integrity gains in utilities. Mediation evidence suggested that observability and synchronization quality
explained a meaningful portion of reliability and integrity improvements. These findings establish digital twin-
enabled optimization as a critical lever for architectural resilience, providing a data-driven framework for scaling
EIC systems in high-criticality environments.
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INTRODUCTION

Digital twin technology is defined as a continuously synchronized digital representation of a physical
asset, system, or process that reflects its structure, behavior, and operational state through real-time or
near-real-time data exchange (Ren et al., 2022). In industrial and infrastructure contexts, a digital twin
integrates mathematical models, operational data, engineering documentation, and contextual rules to
create a dynamic mirror capable of supporting analysis, monitoring, and optimization. Electrical,
instrumentation, and control architectures represent the foundational technical systems through which
physical processes are energized, measured, regulated, and safeguarded. Electrical architectures
encompass power generation, distribution, protection, grounding, and power quality management
across industrial plants and large-scale infrastructures. Instrumentation architectures include sensing
devices, signal conditioning, calibration frameworks, data acquisition layers, and diagnostic feedback
mechanisms that translate physical variables into reliable digital information. Control architectures
consist of automation platforms, logic execution layers, safety systems, supervisory control, and
communication hierarchies that transform data into coordinated actions (Pantelidakis et al., 2022). In
smart manufacturing and utility-scale systems, these three domains are tightly interwoven, forming
cyber-physical infrastructures where performance, reliability, and safety depend on their structural
coherence. Optimization within this context refers to the systematic improvement of architectural
configurations and operational parameters using measurable performance objectives such as efficiency,
availability, stability, fault tolerance, and energy utilization. Digital twin-enabled optimization
therefore denotes the use of synchronized digital representations to quantitatively evaluate, compare,
and refine EIC architectures across design, commissioning, and operational phases. This framing is
internationally significant because electrical grids, manufacturing plants, energy facilities, and process
industries form the backbone of economic productivity, public services, and critical infrastructure
worldwide (Ladj et al., 2021). Variations in EIC architecture quality directly influence industrial
competitiveness, grid reliability, operational safety, and resource efficiency across national and
multinational systems.

Smart manufacturing systems are characterized by the integration of cyber-physical components,
industrial connectivity, and data-driven coordination across production assets. Within these
environments, EIC architectures serve as the primary interface between physical operations and digital
intelligence (Liu et al.,, 2023). Electrical subsystems supply and regulate energy to machines and
processes, instrumentation provides situational awareness through high-resolution sensing, and
control systems coordinate actions across machines, lines, and facilities. Digital twins introduce a
unifying layer that connects these domains into a coherent analytical structure. By maintaining a live
correspondence between physical states and digital models, digital twins enable architectural decisions
to be evaluated quantitatively rather than heuristically. This capability is particularly relevant in
complex manufacturing environments where equipment interactions, process variability, and
operational constraints limit the effectiveness of static design assumptions. Utility-scale systems exhibit
similar complexity, encompassing transmission networks, substations, renewable generation assets,
and protection and automation schemes distributed across wide geographic areas (Redelinghuys et al.,
2020). In these systems, EIC architectures govern power flow control, protection coordination, system
stability, and fault response under continuously changing conditions. Digital twin representations of
such systems enable integrated assessment of electrical behavior, instrumentation accuracy, and control
logic interactions under real operating states. The international relevance of this integration arises from
the shared reliance of manufacturing and utilities on interoperable, resilient, and auditable EIC
infrastructures. Global supply chains and interconnected energy systems require architectures that
support consistent performance across regulatory, environmental, and operational contexts. Digital
twin-enabled optimization provides a structured means of aligning architectural decisions with
measurable system-level outcomes in both industrial production and large-scale utility operation
(Kuruvatti et al., 2022).

Interoperability is a central consideration in optimizing EIC architectures through digital twin
frameworks. Industrial and utility environments typically comprise heterogeneous components
sourced from multiple vendors and deployed across different technological generations (Bevilacqua et
al., 2020). Electrical equipment, instrumentation devices, and control platforms often operate using
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diverse protocols, data formats, and configuration philosophies. Architectural coherence emerges not
from uniformity but from structured integration. Digital twins rely on standardized information
models, communication interfaces, and semantic alignment to ensure that data exchanged between
physical systems and digital representations retains meaning and consistency. In manufacturing,
architectural layers must connect enterprise systems, supervisory control, automation platforms, and
field devices in a manner that preserves timing, context, and traceability. In utility-scale systems,
similar challenges arise when integrating substations, control centers, and enterprise-level analytics
(Khalyasmaa et al., 2023). Optimization of EIC architectures within a digital twin context therefore
involves evaluating not only component performance but also the effectiveness of integration
mechanisms. Communication latency, data resolution, synchronization accuracy, and naming
consistency influence the observability and controllability of the system as a whole. Digital twins
transform these architectural attributes into quantifiable variables by exposing their impact on control
performance, fault detection, and system stability. This perspective shifts architectural optimization
from a compliance-oriented exercise to a performance-driven analysis grounded in operational data.
At an international level, interoperability-driven optimization supports cross-border manufacturing
networks and interconnected power systems that depend on shared technical frameworks and
coordinated operational practices (Bado et al.,, 2022). The ability to evaluate architectural choices
quantitatively within a digital twin environment enhances transparency and comparability across sites,
organizations, and jurisdictions.

Figure 1: Digital Twin Optimization for Engineering
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Model fidelity and integration depth are fundamental to digital twin-enabled optimization of EIC
architectures (Jiang et al., 2022). Electrical systems exhibit nonlinear dynamics, transient behaviors, and
fault responses that interact with control logic and protective mechanisms. Instrumentation introduces
uncertainty through noise, drift, resolution limits, and calibration variability. Control systems impose
discrete decision logic, timing constraints, and hierarchical coordination that influence system
response. A digital twin that supports architectural optimization must represent these interacting
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phenomena with sufficient accuracy to allow meaningful comparison of design alternatives. This
requirement extends beyond individual component models to the structure of interactions between
subsystems. In manufacturing, discrete-event behaviors such as machine states, material flow, and
production scheduling intersect with continuous process dynamics and control loops. In utility-scale
systems, fast protection actions coexist with slower supervisory and market-oriented controls (Ruppert
& Abonyi, 2020). Digital twins provide a mechanism to integrate these layers into a unified analytical
environment. Optimization within this environment involves adjusting architectural parameters such
as sensor placement, redundancy strategies, control hierarchy depth, and communication topology,
then evaluating their impact on measurable outcomes. Instrumentation architecture directly influences
state estimation quality and diagnostic performance, shaping the reliability of control actions and safety
responses. Control architecture determines how quickly and accurately the system responds to
disturbances and operational changes. Electrical architecture defines energy distribution efficiency and
fault containment capability (Bécue et al., 2020). Digital twin-enabled optimization links these domains
by allowing architectural configurations to be stress-tested against realistic operating scenarios derived
from actual system data. This integrated modeling approach supports quantitative evaluation of
architectural coherence rather than isolated subsystem performance.

Figure 2: Engineering Digital Twin Optimization Framework
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Optimization techniques applied within digital twin frameworks draw on established methods from
control engineering, operations research, and systems engineering (Thelen et al., 2022). Architectural
decisions often involve discrete choices such as redundancy levels, network segmentation, and sensor
allocation, as well as continuous parameters such as control gains, sampling rates, and protection
settings. Digital twins enable these variables to be evaluated within a consistent simulation-
measurement loop that reflects real operational constraints. In manufacturing systems, optimization
targets may include throughput stability, energy consumption, equipment utilization, and
maintenance effectiveness, all of which are influenced by EIC architecture design. In utility-scale
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systems, optimization focuses on system security, power quality, reliability indices, and response to
disturbances (Sepasgozar et al., 2023). Digital twin environments allow these objectives to be evaluated
under varying load conditions, fault scenarios, and operational configurations without disrupting
physical operations. Architectural optimization thus becomes a data-supported process where
alternatives are compared using quantitative performance indicators rather than static design
heuristics. This approach supports international deployment contexts by enabling architectural
strategies to be assessed across diverse operating conditions and regulatory environments. The digital
twin acts as a neutral analytical layer that accommodates regional differences while preserving
consistent evaluation criteria. As a result, EIC architecture optimization becomes a repeatable,
evidence-based process applicable across industrial sectors and geographic regions (Lu et al., 2020).
Safety integrity and cybersecurity considerations are inseparable from digital twin-enabled
optimization of EIC architectures (Sepasgozar, 2021). Increased connectivity between physical systems
and digital models expands the pathways through which faults, misconfigurations, or malicious
actions can propagate. Electrical, instrumentation, and control architectures determine how failures are
detected, isolated, and mitigated, as well as how access is controlled and monitored. Digital twins
provide visibility into these interactions by modeling the behavior of systems under abnormal and
adversarial conditions. Architectural choices such as network segmentation, redundancy separation,
and control hierarchy influence both operational performance and risk exposure (Newrzella et al.,
2021). In manufacturing, inadequate architectural separation between operational and enterprise
systems can affect process stability and safety functions. In utility-scale systems, protection and
automation architectures play a critical role in preventing cascading failures. Digital twin-enabled
optimization allows these architectural aspects to be evaluated quantitatively by simulating fault
scenarios, communication delays, and component failures using synchronized operational data. This
capability supports a unified view of performance and integrity, where architectural decisions are
assessed based on their combined effect on availability, safety margins, and resilience. International
infrastructure environments amplify the importance of this integration because systems often operate
across organizational boundaries and regulatory regimes (Nwogu et al., 2022). Digital twin-based
evaluation provides a common analytical language for assessing architectural robustness in such
contexts.

Data governance and lifecycle management determine the long-term effectiveness of digital twin-
enabled optimization of EIC architectures (Wang et al., 2023). Digital twins rely on sustained alignment
between physical systems, data streams, and digital models across commissioning, operation, and
maintenance phases. EIC architectures evolve over time as equipment is upgraded, configurations are
modified, and operational strategies change. Instrumentation recalibration, control logic updates, and
electrical system reconfiguration introduce variation that must be reflected in the digital twin to
preserve analytical validity. Optimization outcomes are only meaningful when data provenance,
model assumptions, and configuration context are explicitly managed. In manufacturing environments
with legacy systems, achieving this alignment requires disciplined integration strategies and consistent
metadata structures (Rasheed et al., 2020). In utility-scale systems, the geographic distribution of assets
and organizational separation of responsibilities further increase the importance of standardized data
governance. Digital twin-enabled optimization embeds these governance requirements into
architectural design by treating data quality, traceability, and synchronization as performance
variables. Architectural decisions that support consistent data semantics and configuration
management improve the reliability of optimization results. Across international industrial and
infrastructure systems, this approach supports comparable performance evaluation and informed
architectural decision-making grounded in measurable operational evidence rather than isolated
design assumptions (Qi et al., 2021).

The primary objective of this quantitative study is to systematically evaluate and optimize electrical,
instrumentation, and control architectures in smart manufacturing and utility-scale systems through
the application of digital twin-enabled analytical frameworks. This objective centers on establishing a
measurable relationship between architectural design choices and operational performance outcomes
by leveraging synchronized digital representations of physical systems. The study seeks to quantify
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how variations in electrical distribution structures, instrumentation deployment strategies, control
hierarchy configurations, and communication integration patterns influence key performance
indicators such as system reliability, operational stability, energy efficiency, fault response behavior,
and data integrity. By modeling EIC architectures within a digital twin environment that mirrors real
operational conditions, the research aims to transform architectural evaluation from a predominantly
qualitative or compliance-driven activity into a data-driven optimization process grounded in
observable system behavior. A further objective is to develop a unified analytical structure that
captures the interdependencies between electrical subsystems, measurement accuracy, and control
responsiveness, recognizing that performance limitations often arise from architectural misalignment
rather than component-level deficiencies. The study also aims to quantify the contribution of
architectural interoperability and integration depth to system observability and controllability,
particularly in environments characterized by heterogeneous assets and multi-layer automation.
Through comparative analysis of alternative architectural configurations, the research intends to
identify statistically significant performance differentials attributable to sensing density, redundancy
allocation, communication latency, and control logic distribution. In addition, the objective includes
assessing how digital twin synchronization quality and data consistency affect the reliability of
optimization outcomes, thereby establishing architecture-level criteria for trustworthy model-based
decision-making. The scope of the objective extends across both smart manufacturing and utility-scale
systems to enable cross-domain generalization of findings, reflecting the shared structural and
operational characteristics of industrial and critical infrastructure environments. Overall, this objective
is directed toward producing empirically grounded evidence that links digital twin-enabled evaluation
methods with quantifiable improvements in EIC architectural performance, supporting rigorous
optimization of complex cyber-physical systems without reliance on speculative or prescriptive
assumptions.

LITERATURE REVIEW

The literature review for Digital Twin-Enabled Optimization of Electrical, Instrumentation, and
Control (EIC) Architectures in Smart Manufacturing and Utility-Scale Systems synthesizes research
across digital twin engineering, industrial automation, power and utility control systems,
instrumentation reliability, and quantitative optimization methods (Yue et al., 2020). Because EIC
architectures operate as tightly coupled cyber-physical systems, the review focuses on how prior
studies have defined, modeled, measured, and optimized electrical distribution layers, sensing and
instrumentation networks, and control and automation hierarchies under operational constraints. The
section organizes evidence on how digital twins evolve from static digital models into synchronized,
data-driven representations capable of supporting quantitative evaluation of architecture alternatives,
including redundancy strategies, communication topologies, control hierarchies, and sensor
placement. The review also examines how measurable performance indicators —such as availability,
mean time between failures, fault detection coverage, control loop performance indices, latency, data
quality scores, and energy efficiency —have been operationalized in both manufacturing and utility-
scale contexts (Josifovska et al., 2019). In addition, the literature review consolidates methodological
approaches used in quantitative optimization, including simulation-based optimization, mixed-integer
formulations for architecture selection, model predictive control for operational decisions, reliability
and risk modeling for redundancy and safety, and multi-objective trade-off analysis for cost-
performance balancing. Since manufacturing plants and utility-scale systems differ in dynamics,
regulatory constraints, and criticality, the review also identifies cross-domain patterns and domain-
specific constraints shaping EIC architecture optimization (Eckhart & Ekelhart, 2019). The section
concludes by establishing a structured knowledge base that supports model selection, variable
operationalization, metric definition, and hypothesis development for the study’s quantitative design.
Digital Twin in Cyber-Physical Systems

Digital twin research in cyber-physical systems commonly separate digital models, digital shadows,
and digital twins as three related constructs that differ in how tightly a digital representation is
connected to a physical system (Park et al., 2021). A digital model is typically treated as a structured
representation created for design, verification, or offline analysis, where updates occur manually or
intermittently and the representation can remain valid only under assumed boundary conditions. A
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digital shadow is generally framed as an automatically updated representation that receives data from
the physical system with limited transformation delay, where the physical system “casts” operational
reality into the digital environment through continuous data feeds. A digital twin is most often
discussed as a higher-coupling construct in which the digital representation is continuously
synchronized and capable of supporting operational decision cycles through validated feedback,
meaning the representation is not only a mirror but also a controlled analytical counterpart that can
guide actions. The literature emphasizes three practical boundaries for separating these constructs:
synchronization intensity (how closely the representation matches current physical state),
directionality of coupling (one-way updates versus reciprocal operational influence), and update
frequency (how regularly state variables refresh relative to process dynamics). These boundaries are
not merely definitional; they shape what a study can claim about optimization of electrical,
instrumentation, and control architectures (Tao et al., 2019). When synchronization intensity is low,
architecture comparisons become reliant on design assumptions and may underrepresent delay-
sensitive behaviors such as protective action timing, controller scan cycles, sensor drift, and transient
electrical response. When coupling is one-directional, the representation supports monitoring and
diagnosis more readily than active optimization of architecture alternatives because the decision loop
remains external to the representation. When update frequency is not aligned with system dynamics,
measured states can mask instabilities and distort performance measurement, especially in utility-scale
systems where fast protection behaviors coexist with slower supervisory functions, and in smart
manufacturing where discrete machine events and continuous process variables interact. Across the
scholarship, this definitional separation functions as a quality control mechanism for claims about DT-
enabled optimization, because optimization requires consistent, measurable alignment between what

the system is doing and what the digital representation is evaluating at the same time scale (Suyatinov,
2019).

Figure 3: Digital Twin Framework for Engineering
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Literature that treats the digital twin as an optimization instrument describes minimum requirements
that move the concept from descriptive representation to quantitative evaluation environment. A
recurring requirement is state observability as an operational property rather than an abstract notion:
the set of measurements and derived indicators must be sufficient to characterize the conditions that
drive the performance outcomes being optimized (Jinnat & Kamrul, 2021; Yildiz et al., 2022). Within
EIC architectures, observability extends across electrical states, instrumentation integrity, and control
logic execution. Electrical observability can include load behavior at key nodes, voltage and current
measurements at relevant points, protective device indications, and disturbances that alter power
quality. Instrumentation observability includes signal health, calibration status, measurement drift
indicators, noise characteristics, and the completeness of measurement coverage across critical
variables. Control observability includes mode and state transitions, alarm and interlock events,
controller execution timing, and the mapping between sensed values and actuation outcomes. A second
minimum requirement is an update mechanism that ensures the digital representation remains aligned
through disciplined time-stamping, alignment across data sources, and consistent handling of missing
or delayed information (Saad et al., 2020; Zulgarnain & Subrato, 2021). In both manufacturing and
utility systems, data originates from diverse devices with different sampling characteristics, logging
rules, and clock accuracy, which makes update mechanisms a foundational architecture attribute rather
than a software detail. A third requirement is a validation loop that systematically evaluates how well
the digital representation matches observed behavior, records deviation in a measurable way, and
supports adjustment of models, assumptions, and data transformation rules (Uddin et al., 2022). The
literature places strong emphasis on the credibility of optimization results: comparative evaluation of
architecture alternatives is only defensible when model deviation and measurement uncertainty are
recognized and managed rather than ignored. In EIC contexts, instrumentation uncertainty and time
alignment errors can propagate into state estimation variability, which then changes how control
performance and fault response are quantified (Akbar & Sharmin, 2022; Foysal & Subrato, 2022). As a
result, DT-enabled optimization is described as dependent on disciplined observability, robust
updating, and continual validation, because these features determine whether measured performance
differences reflect true architectural advantages or artifacts of data and model mismatch (Biesinger et
al., 2019).

A common organizing principle across digital twin studies is the unit of analysis, which determines
what the twin represents, what data is required, and what outcomes are meaningful. At the asset level,
a twin may focus on devices such as motors, drives, circuit breakers, sensors, transmitters, protective
relays, intelligent electronic devices, controllers, and actuators (Al-Ali et al., 2020; Hammad & Mohiul,
2023; Jabed Hasan & Waladur, 2023). Asset-level representations support fine-grained measurement
and diagnosis of component behavior, including signal integrity patterns, device response
characteristics, local control actions, and localized fault signatures. This level of analysis aligns well
with instrumentation-focused optimization decisions such as sensor selection, calibration regimes,
measurement quality scoring, and device-level redundancy (Abdul, 2023; Zulqarnain, 2022). At the
system level, twins represent integrated functional assemblies such as production line segments,
process units, skid packages, substations, protection zones, or coordinated control loop groups. System-
level analysis emphasizes interactions among assets: how signals travel through data acquisition layers,
how control actions propagate across devices, how network delays influence closed-loop behavior, and
how electrical events influence instrumentation and automation states. This level fits architecture
decisions such as control hierarchy distribution, network segmentation, gateway placement, and
redundancy allocation across critical subsystems (Ding et al., 2019; Rifat & Rebeka, 2023; Kumar, 2023).
At the network level, twins represent plant-wide electrical distribution and automation architectures,
microgrids, grid segments, multi-substation automation landscapes, or multi-site manufacturing
operations. Network-level analysis focuses on system-wide outcomes such as availability, reliability,
disturbance containment, and coordinated restoration behavior, while also accounting for the fact that
distributed architectures can introduce complex dependencies that only become visible when the
boundary includes multiple subsystems. The literature presents these units of analysis as nested rather
than competing, emphasizing that EIC optimization requires matching the twin boundary to the
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decision boundary. Sensor placement decisions can be evaluated at asset and system levels; protection
coordination and redundancy strategies demand system and network perspectives; communication
and semantic consistency issues become most visible at system and network levels where multi-source
integration occurs (Masud & Hossain, 2024; Zulgarnain & Subrato, 2023). This layered approach
supports comparative reasoning across smart manufacturing and utility-scale contexts because both
domains rely on hierarchical asset-system-network organization even though their operational
rhythms and criticality profiles differ (Park et al., 2020).
Digital twin scholarship that addresses EIC-relevant applications frequently describes a layered
architecture that supports consistent flow from physical signals to quantified evaluations, while
keeping the representation auditable and repeatable (Balta et al., 2023; Md & Praveen, 2024; Nahid &
Bhuya, 2024). The physical layer includes electrical distribution elements, sensing devices, actuators,
controllers, and embedded communication interfaces that generate observable signals and execute
actions. The data layer includes acquisition pipelines, time-stamping practices, historian storage,
streaming mechanisms, and event logs that preserve operational context, including alarms, trips, mode
changes, and setpoint adjustments. The model layer combines physics-based representations of
electrical and process behaviors with data-driven components that capture empirical patterns,
anomalies, and operational variability that are not fully represented through first-principles models
alone (Newaz & Jahidul, 2024; Akbar, 2024). The service layer operationalizes the twin into diagnostics,
scenario evaluation, optimization routines, and decision support outputs that translate system states
into measurable performance indicators relevant to architecture decisions. The governance layer
maintains configuration versioning, traceability of model assumptions, semantic consistency of tags
and asset identifiers, and quality scoring for data streams and model outputs (Rabiul & Alam, 2024;
Kumar, 2024). Governance is repeatedly positioned as essential in EIC settings because architecture
performance is sensitive to small configuration changes: a sensor recalibration alters measurement
integrity, a control logic revision changes actuation behavior, a relay setting update shifts protection
response, and a network reconfiguration changes communication delay profiles (Fett et al., 2023; Sai
Praveen, 2024; Azam & Amin, 2024). Quantitative emphasis in this layered framing is typically
expressed through measurable constructs such as synchronization lag described in time units, update
rate described by cycles of refresh over time, model deviation summarized through error aggregation
measures, and state estimation confidence described through interval-based uncertainty
characterization. These constructs allow studies to evaluate digital twin maturity and optimization
credibility using observable properties rather than labels. Across manufacturing and utility-scale
systems, the layered architecture perspective provides a structured explanation for how DT-enabled
optimization becomes possible: the physical layer produces the truth basis, the data layer preserves
and aligns it, the model layer interprets it, the service layer evaluates alternatives, and the governance
layer ensures that results remain traceable and comparable when architectures change over operational
lifecycles (Zhang et al., 2019).
Smart Manufacturing and Utility-Scale Systems
Electrical architecture optimization in smart manufacturing and utility-scale systems is commonly
treated in the literature as a structured design-and-evaluation problem in which architecture choices
determine how safely, efficiently, and reliably electrical energy is delivered to loads and mission-critical
functions (Samad & Bienert, 2020). Across industrial plants, electrical architectures provide the
backbone that powers production assets, automation platforms, and safety-related systems, while in
utility-scale contexts electrical architectures coordinate generation, transmission, distribution, and
protection functions that collectively sustain public and industrial service continuity. A recurring
theme in research is that architecture optimization begins with explicit representation of power
distribution topology as a categorical design choice that shapes flow paths, fault isolation capability,
maintenance flexibility, and restoration behavior. Radial arrangements are discussed as comparatively
simple and cost-sensitive, while ring and meshed arrangements are treated as architectures that
introduce alternative supply paths and can reduce service interruption exposure when faults occur
(Smith et al., 2019). In smart manufacturing, topology considerations extend beyond feeders and buses
to include how electrical zones align with production cells, process criticality, and automation
boundaries, since electrical segmentation can influence both downtime propagation and maintenance
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isolation. In utility-scale systems, topology is often framed through the interaction between network
structure, load variability, and operational switching capability, where reconfiguration decisions may
influence constraint management and service reliability. Literature also positions redundancy level as
a discrete architecture variable that translates operational criticality into engineered availability.
Redundancy is described through structured capacity arrangements that determine whether critical
loads remain supplied when a component fails, and the choice of redundancy is treated as a measurable
trade-off among capital cost, operational risk, and maintainability. These architecture decisions are
repeatedly linked to quantifiable outcomes because topology and redundancy shape how disturbances
travel through the system, how rapidly isolation can occur, and how effectively loads can be restored
(Confrey et al., 2019). As a result, electrical architecture optimization is presented not as a single-device
improvement activity but as a system-level design discipline where categorical and discrete
architectural choices govern performance boundaries for the entire EIC ecosystem.

Studies addressing quantitative design variables frequently highlight protective coordination settings
as a major continuous decision space that can significantly influence fault containment and equipment
protection outcomes (Jaramillo-Leon et al., 2023). Protective coordination is typically discussed as a
structured alignment of protective devices such that faults are cleared by the most appropriate device
with adequate speed, while ensuring upstream devices remain stable and selective. The literature treats
protective coordination settings as tunable parameters that must balance sensitivity, speed, and
selectivity under varying operating conditions, including changing load levels, distributed generation
effects, motor starting currents, and evolving short-circuit contributions. In manufacturing, protective
coordination is linked to production continuity because miscoordination can trigger unnecessary trips
that halt production lines, disrupt control systems, and increase restart losses. In utility-scale systems,
coordination is associated with broader consequences, including customer outages and cascading
interruptions when protection does not isolate faults as intended (Starke et al., 2019). Research also
emphasizes harmonic mitigation and power quality parameters as measurable outcomes and design
variables that can be influenced through architecture choices and conditioning equipment. Harmonics,
voltage distortion, flicker, and unbalance are presented as performance dimensions that affect drives,
instrumentation accuracy, controller stability, and equipment lifetime. In smart manufacturing, the
growth of power electronics-based drives and converters intensifies attention to power quality, because
sensitive instrumentation and control platforms can be affected by electrical noise and distortion. In
utility-scale systems, large renewable plants and converter-based interfaces are often associated with
power quality considerations that must be managed across interconnection points and grid codes
(Kalantar-Neyestanaki & Cherkaoui, 2021). The literature integrates these themes by framing
architecture optimization as a multi-variable problem: topology and redundancy provide structural
resilience, protective coordination settings define fault-clearing behavior, and harmonic mitigation
strategies influence steady-state quality and equipment interaction stability. This integrated view
positions electrical architecture as a measurable performance system rather than a static one-time
design artifact.

Electrical performance metrics reported in prior work tend to cluster around efficiency-related
indicators, reliability indicators, and protection response indicators, with emphasis on outcomes that
can be measured consistently across time windows and operating conditions (Schleifer et al., 2021).
Efficiency is frequently represented through measurable energy loss quantities and system efficiency
rates, where losses are treated as a function of loading, conductor and transformer characteristics, and
architecture-induced flow paths. In manufacturing, this perspective is often connected to operational
cost control because losses accumulate across continuous production and can be amplified by
suboptimal distribution layouts or poor power factor and harmonic conditions. In utility-scale systems,
loss evaluation is commonly treated as both an economic and capacity management problem, because
losses affect overall energy delivery efficiency and constrain network loading. Voltage deviation and
frequency stability indicators are also presented as critical metrics, especially where sensitive
equipment and protection systems rely on stable electrical conditions. Reliability metrics differ by
domain but share a common purpose: quantify service continuity. Utility-scale research commonly
uses standardized interruption-oriented indices to measure customer impact and system service
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performance, whereas manufacturing-oriented work emphasizes downtime duration, availability
percentages, and production interruption frequency because plant output is directly affected by
electrical service discontinuity (Shapsough & Zualkernan, 2019). Protection and fault-related metrics
receive sustained attention, including fault response time, selectivity performance, and protection
misoperation rates, because these indicators translate architecture decisions into real consequences
during abnormal conditions. Fault response time is commonly treated as a reflection of protection
coordination quality, breaker performance, communication support for protection schemes, and the
suitability of settings under variable system conditions. Selectivity performance describes whether the
system isolates only the faulted section while maintaining supply to healthy sections, and misoperation
rates quantify incorrect or unnecessary protective actions that create avoidable interruptions. Across
the literature, these metrics serve as the quantitative bridge between design variables (topology,
redundancy, protection settings, conditioning devices) and operational outcomes (cost, continuity,
safety, equipment stress), enabling comparative evaluation of architecture options using measurable
evidence rather than descriptive preference (Wang et al., 2019).

Figure 4: Electrical Architecture Optimization Framework
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Digital twin use cases for electrical optimization are frequently organized around three major analytical
functions: operational mirroring, event-based evaluation, and sensitivity-driven architecture
comparison. First, real-time power flow mirroring and constraint checking are described as
mechanisms for keeping a digital representation aligned with actual operating states so that electrical
constraints, loading conditions, and operational limits can be monitored with higher contextual
integrity than isolated measurements (Zafar et al., 2020). In manufacturing environments, mirroring is
commonly presented as an approach to unify electrical states with production context, enabling
evaluation of how line states, machine utilization, and electrical loading interact. In utility-scale
systems, mirroring is described as a means to enhance situational awareness by aligning measurements
with network state representations that support constraint monitoring and operational switching
decisions. Second, fault scenario replay and contingency testing are treated as high-value use cases
because electrical systems are defined by how they behave under abnormal events as much as under

414



International Journal of Scientific Interdisciplinary Research, June 2025, 404-451

normal operation. Replay-based evaluation allows the architecture and its protection logic to be
assessed against realistic disturbances, enabling comparison of how different topologies, redundancy
choices, and coordination settings influence fault isolation, restoration speed, and misoperation
exposure. This use case is also discussed as a method for identifying patterns that are hard to observe
in real time because faults are infrequent yet consequential (Abid et al.,, 2021). Third, parameter
sensitivity analysis is frequently described as a structured method to link architecture choices to
stability and loss outcomes by evaluating how small changes in settings, load distributions, or
configuration assumptions shift measurable performance indicators. Sensitivity analysis supports
prioritization by showing which architecture variables exert the largest influence on losses, voltage
deviation, interruption exposure, and protection response behavior. Across these use cases, the
literature treats digital twins as an enabling environment for quantitative comparison because the same
measurable metrics used in operational reporting can be applied to evaluate alternative architecture
configurations under consistent conditions. This produces a coherent evaluation pathway where
structural decisions, tunable settings, and measured performance outcomes can be connected through
repeatable analytical workflows grounded in observed system behavior rather than speculative
reasoning (Eltamaly et al., 2020).
Instrumentation Architecture and Diagnostic Coverage
Instrumentation architecture is treated across industrial, process, and cyber-physical systems literature
as the structural foundation that determines what a system can know about itself, how reliably it can
know it, and how quickly that knowledge can be converted into action (Ferlini et al., 2020). In smart
manufacturing and utility-scale environments, instrumentation is not only a collection of sensors; it is
an engineered network of measurement points, signal conditioning, data acquisition, tagging,
synchronization, calibration practices, and diagnostic logic that collectively produces operational
observability. The literature repeatedly emphasizes that instrumentation architecture influences both
operational performance and the credibility of analytics, because every higher-level function—state
estimation, control tuning, fault diagnosis, and digital twin synchronization—depends on
measurement integrity. Studies commonly operationalize instrumentation design variables beginning
with sensor density, expressed as the number of sensors per asset, per process area, or per critical node
category. Higher density is associated in research with improved fault localization and improved
estimation fidelity, while also introducing higher integration complexity, higher calibration burden,
and higher risk of inconsistent semantics across signal sets when governance is weak (Lin et al., 2022).
A second variable is sensor placement strategy, where research contrasts coverage focused on critical
nodes, boundary measurements, and high-variability zones against uniform distribution across assets.
Placement strategy is described as a determinant of observability quality because certain variables carry
disproportionate information about system states and fault propagation pathways. In both
manufacturing and utilities, literature characterizes the placement problem as a structural decision that
shapes diagnostic reach and response speed. Additional design variables frequently treated as
architecture-level decisions include calibration interval and drift behavior, because measurement
stability over time is central to maintaining trustworthy baselines for monitoring and control.
Calibration strategy is discussed as a trade-off between resource effort and measurement credibility,
particularly where harsh environments, vibration, temperature variation, and electrical noise
contribute to drift. The literature also treats sampling characteristics —sampling rate, signal resolution,
and noise characteristics —as architecture drivers rather than device properties because they shape data
granularity and the ability to detect anomalies, transients, and control-relevant changes (Hukerikar &
Saxena, 2022). Together, these variables define the measurable capacity of instrumentation to produce
consistent and decision-grade visibility across the EIC environment.
Measurement quality metrics reported in prior research emphasize completeness, validity, alignment,
uncertainty characterization, and detection performance as core indicators of instrumentation integrity
(Wang et al., 2021). Data completeness is commonly described through missingness rates, gaps, and
dropout patterns across sensors and time windows, with the literature noting that missing data is rarely
random in industrial systems because it may correlate with device faults, network congestion,
maintenance actions, or power disturbances. Data validity is often framed as the proportion of
measurements within plausible operating bounds, including adherence to physical constraints,
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engineering limits, and consistency rules across redundant measurements. Timestamp alignment
integrity is frequently discussed in systems where multiple acquisition pathways exist, since
misalignment introduces artificial phase shifts and can misrepresent causality between measurement
changes and control actions. In utility-scale systems, time alignment is critical for event reconstruction
and disturbance analysis, while in manufacturing it influences the interpretability of causal sequences
between machine states, process variables, and controller actions. The literature also emphasizes
measurement uncertainty as a measurable attribute that determines confidence in state estimates and
diagnostic classifications (Sundararajan et al., 2019). Uncertainty is discussed through dispersion
characteristics and interval-based confidence descriptors, with special attention to how uncertainty
changes under sensor drift, environmental conditions, and calibration quality. Diagnostic performance
metrics are also widely used, including fault detection coverage, false alarm behavior, and detection
delay. Fault detection coverage is treated as a system property that depends on what is measured,
where it is measured, how frequently measurements arrive, and whether measurement noise obscure’s
weak fault signatures. False alarms are described as particularly harmful in operational settings
because repeated nuisance signals degrade trust, increase response fatigue, and can cause operators to
ignore genuine anomalies. Detection delay is treated as a measurable time-to-detection outcome that is
shaped by sampling granularity, filtering strategies, and signal-to-noise characteristics (Boyle et al.,
2020). Across the literature, these metrics function as a quantitative bridge connecting instrumentation
architecture decisions to operational reliability, safety response quality, and the stability of control
systems.

Figure 5: Instrumentation Architecture Optimization Framework
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Within digital twin optimization literature, instrumentation architecture is repeatedly positioned as a
primary lever for improving observability and enabling credible optimization workflows. A
synchronized twin requires measurement streams that are temporally aligned, semantically consistent,
and sufficiently informative to estimate the evolving system state (Ehrenberg et al., 2019). Research
frequently describes twin-driven sensor placement optimization as an approach in which candidate
sensor configurations are evaluated based on their contribution to system observability and diagnostic
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power, using digital representations to compare alternatives without disrupting physical operations.
This framing treats instrumentation decisions as optimization variables and measurement quality
metrics as objective indicators of success, supporting structured comparison of critical-node
concentration strategies versus more uniform sensing schemes. Literature also emphasizes that
instrumentation architecture interacts strongly with control architecture, because control decisions
depend on measurement integrity, and measurement anomalies can propagate into unstable control
actions or incorrect protective behavior. For this reason, digital twin studies often integrate
instrumentation quality scoring into synchronization logic so that questionable signals are flagged,
weighted, or isolated based on their integrity characteristics (Deyati et al., 2023). Another recurring
theme is the integration of statistical process monitoring into instrumentation-driven optimization,
where control chart logic, multivariate monitoring, and anomaly detection frameworks are used to
extract actionable insights from sensor networks. These methods are described as complementary to
twins because they provide systematic ways to detect drift, outliers, and early fault signatures that
affect the twin’s accuracy and the reliability of optimization recommendations. In both manufacturing
and utility-scale contexts, multivariate monitoring is presented as valuable where variables are coupled
and single-signal thresholds are insufficient. The literature also highlights that instrumentation
optimization often involves balancing informational benefit against complexity cost by evaluating how
additional sensors improve detection coverage or reduce uncertainty while considering maintenance
and calibration burden. In this way, digital twin-enabled instrumentation optimization is framed as a
measurable process that links architectural decisions to observable outcomes, using repeatable
comparisons grounded in operational data behavior (Bolanowski et al., 2023).

Control Architecture Optimization

Control architecture optimization literature in smart manufacturing and utility-scale systems
consistently frames control as a layered cyber-physical mechanism through which measurement is
transformed into coordinated action, and it treats architecture as the arrangement of decision authority,
timing discipline, safety segregation, and communication dependencies across layers (Minaeva et al.,
2020). In manufacturing, control layers are typically described through field control implemented on
programmable controllers and embedded devices, supervisory control implemented through
distributed control systems or supervisory monitoring platforms, and enterprise integration layers that
connect production decisions with planning, quality, and asset management functions. In utilities,
parallel layering appears through intelligent electronic devices and protection controllers at the field
level, supervisory energy management and control center systems at the supervisory level, and
enterprise layers that manage asset health, market coordination, and operational planning. The
literature emphasizes that these layers exist because control problems occur on different time scales
and require different levels of local autonomy versus global coordination. Field-level control is often
associated with fast deterministic execution and direct actuation; supervisory control is associated with
coordination, monitoring, and setpoint management; enterprise integration is associated with
optimization of broader objectives such as efficiency, throughput, reliability, and asset utilization.
Research highlights that optimization becomes an architectural question when control tasks are
distributed across devices and layers with different timing guarantees, computational capabilities, and
failure modes (X. Li et al., 2020). This comparative view across manufacturing and utilities shows that
the same structural themes recur even when application goals differ: both domains manage rapid
protective or regulatory actions locally while coordinating system objectives through supervisory
decision cycles. This context also motivates categorical treatment of control architectures —centralized,
distributed, and hierarchical —as predictors of measurable performance differences. Centralized
control is frequently associated with globally informed decision-making and consistent policy
application, while distributed control is associated with local responsiveness and reduced
communication dependency. Hierarchical architectures are often positioned as a compromise that
assigns fast safety and regulatory actions to local layers while coordinating slower optimization at
upper layers. Literature synthesis also emphasizes safety-related control segregation as a defining
architecture feature, where safety instrumented functions are kept logically and often physically
separated from basic process control to preserve predictable behavior during abnormal events. This
segregation is treated as an architecture determinant that shapes how faults propagate and how the
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system behaves under both process disturbances and control failures (Shin et al., 2019).

Quantitative control performance measures reported across studies emphasize tracking quality,
transient response, stability characteristics, interaction behavior, and timing fidelity as the core
measurable outputs through which architecture alternatives are compared (Chen et al., 2020). Tracking
quality is commonly operationalized as the magnitude and persistence of deviation between desired
and measured values over time, interpreted as the control system’s ability to regulate processes and
maintain setpoints under disturbances. Transient response is evaluated through observable overshoot
behavior and the time required for the controlled variable to reach and remain within a practical
tolerance band after a change, because these characteristics determine product quality consistency in
manufacturing and stability of operational targets in utilities. Stability is treated as a measurable
property that reflects the control system’s resilience to disturbances and modeling error, and it is
frequently discussed as sensitive to delays, noise, actuator limits, and loop interactions. Loop
interaction indices and multivariable coupling measures are repeatedly emphasized in complex plants
and grid-related controls because multiple loops interact through shared physical pathways;
architecture decisions about loop pairing, decoupling strategies, and coordination policies can change
the degree to which one loop’s action produces unintended effects in another. Timing measures are
treated as decisive architecture indicators in both domains (Y. Wang et al., 2022). Control execution
jitter captures variability in execution timing that can degrade repeatability, scan time reflects the
periodicity and workload constraints of controller cycles, and network-induced delay describes the
effect of communication latency on the timeliness of measurement arrival and actuation dispatch.
Literature shows that timing degradation can transform otherwise stable designs into oscillatory or
sluggish behavior, particularly in distributed architectures where communication links become part of
the feedback path. In manufacturing, timing variation can cause quality variability, increased scrap,
and unstable machine coordination in high-speed lines. In utilities, timing variability affects
coordinated control actions and can influence protection and automation behavior when
communication-assisted schemes are involved. The recurring synthesis is that control architecture
optimization is meaningful when performance is measured through a combined lens of tracking,
transient behavior, stability robustness, interaction sensitivity, and timing integrity, because these
categories capture how well the control system performs under realistic operational variability
(Mohajer et al., 2022).

Figure 6: Control Architecture Optimization Framework
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Digital twin-enabled control optimization literature positions virtual representations as a means to
evaluate and refine control architecture choices through repeatable, data-aligned experiments rather
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than trial-and-error changes applied directly on operating systems (Amini et al., 2020). A prominent
use case is virtual commissioning, where control logic and sequencing are tested against realistic
process representations before or alongside deployment, enabling measurable validation of interlocks,
state transitions, alarm logic, and coordinated machine behavior. In this framing, validation metrics are
tied to measurable outcomes such as the proportion of test scenarios executed without violations, the
rate of detected logic conflicts, the frequency of abnormal state transitions, and the extent to which
simulated process responses match observed behavior during controlled tests. Digital twin studies also
highlight model-based tuning using synchronized process states, where tuning is grounded in
operational data streams aligned with the twin’s state representation so that tuning changes can be
evaluated against realistic disturbance profiles and operating regimes. This approach supports
quantitative comparison of tuning strategies by measuring changes in tracking quality, transient
response, and interaction sensitivity under consistent scenario sets (Ma et al., 2019). Literature also
describes comparative evaluation of control allocation strategies, particularly the trade-off between
edge-local decision-making and centrally coordinated decision-making. Edge-local allocation is often
evaluated for responsiveness and reduced reliance on communication stability, while central allocation
is evaluated for global coordination and consistent constraint management. Hierarchical approaches
are evaluated based on whether they preserve deterministic local regulation while enabling higher-
level optimization to coordinate resources across systems. Across these studies, digital twins are
positioned as enabling consistent evaluation across architecture alternatives because the same
operational data streams and scenario libraries can be used to compare distributed, centralized, and
hierarchical patterns under matched conditions (Sun et al., 2019). This enables control architecture
optimization to be expressed as a measurable, evidence-based selection of where control authority
resides, how timing is maintained, how safety segregation is enforced, and how performance indices
respond to structural control decisions in both smart manufacturing and utility-scale systems.
A further synthesized theme in the literature is that control architecture optimization is not limited to
improving single-loop regulation but extends to managing the broader socio-technical environment of
operations, including maintainability, diagnosability, and auditability of control changes. Control
systems in manufacturing and utilities operate under frequent modifications driven by product
changes, equipment upgrades, regulatory requirements, and operational learning (Ye et al., 2019).
Digital twin frameworks are discussed as particularly relevant for managing this change density
because they allow control strategies to be tested and measured within a controlled representation that
preserves configuration context. In this view, the governance of control logic versions, the traceability
of tuning changes, and the repeatability of validation tests become part of architecture quality because
they determine whether performance can be sustained as the system evolves. This is especially relevant
where safety instrumented functions require strict separation and disciplined proof of behavior under
abnormal conditions, and where protection and automation functions must be predictable under
disturbances (Yong Wang et al., 2023). The literature links this governance dimension to measurable
operational effects through patterns such as reduction in nuisance alarms, reduction in unplanned
interventions due to unstable tuning, reduction in commissioning time, and improved consistency of
performance indices across operating regimes. Another recurring emphasis is that control architectures
are evaluated not only on average performance but on performance variability, including how often
performance deviates beyond acceptable bands under normal fluctuations. Timing measures,
interaction indices, and tracking measures are therefore discussed as distributional properties across
operating conditions rather than single-point values. This supports the framing of control optimization
as an empirical, data-driven discipline where digital twins supply a repeatable evaluation space and
architecture variables define how well the control system maintains stable, safe, and efficient operation
across realistic variability in manufacturing and utility-scale environments (Nguyen et al., 2019).
Communication and Integration Architecture
Communication and integration architecture is treated in the literature as the connective tissue that
binds electrical, instrumentation, and control subsystems into a coherent cyber-physical system, and it
is frequently framed as a primary determinant of whether smart manufacturing plants and utility-scale
infrastructures can achieve reliable observability and controllability (Hardjono et al., 2019). In both
domains, the communication fabric must carry time-sensitive control and protection signals, high-
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volume measurement streams, and event logs while preserving timing discipline and semantic
meaning across heterogeneous devices. Researchers commonly conceptualize communication quality
through quantifiable variables such as latency, jitter, packet loss, throughput capacity, and time
synchronization accuracy, because these variables shape the integrity of feedback loops and the
interpretability of event sequences. Latency is treated as a critical property because it directly affects
the timeliness of measurements arriving at controllers and decisions reaching actuators, while jitter is
treated as a destabilizing factor because it introduces variability that can degrade repeatability even
when average latency is acceptable. Packet loss is discussed as a source of hidden uncertainty, as
intermittent gaps can mimic sensor faults or process disturbances, and it can trigger retransmission
patterns that increase effective delay. Throughput is positioned as a capacity constraint that becomes
more salient as systems integrate higher-resolution sensing, condition monitoring, and event-rich logs,
requiring architecture decisions that separate deterministic control traffic from best-effort data streams
(Sharma et al., 2023). Time synchronization error is highlighted as a cross-cutting issue because
misaligned clocks distort causality reconstruction, hinder disturbance analysis, and degrade the
alignment between distributed measurements and control actions. The literature also treats topology
decisions —such as star, ring, and mesh arrangements —and the number of segments and gateways as
architecture-level predictors of performance because they influence failure containment, congestion
patterns, and the ability to enforce security boundaries without undermining operational requirements.
In manufacturing, these factors are often examined in the context of production cell coordination, high-
speed machine control, and integration between operational and enterprise systems, while in utilities
they are examined in relation to protection coordination, substation automation traffic, and wide-area
monitoring environments (Xue et al., 2022). Across both contexts, communication and integration
architecture is repeatedly presented as a measurable performance system where timing, reliability, and
alignment features define the operational envelope for safe and efficient EIC behavior.

Figure 7: Communication and Integration Architecture Framework
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A major strand of literature focuses on integration readiness as a semantic and governance problem
rather than solely a connectivity problem, emphasizing that data without consistent meaning cannot
support reliable control analytics or digital twin synchronization (Y. Li et al., 2020). Tagging and
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naming consistency is frequently treated as an operationalized indicator of integration maturity
because inconsistent labels, ambiguous identifiers, and non-standard naming conventions create
mapping errors that propagate through historians, analytics, and control applications. Studies
emphasize that tag consistency affects not only reporting convenience but also the correctness of
automated reasoning in condition monitoring, fault diagnosis, and optimization workflows that rely
on signal relationships and asset context. Semantic interoperability measures are often discussed in
terms of mapping completeness between source systems and target models and the extent to which
schema coverage represents the required attributes of assets and processes. In EIC environments,
schema coverage is not limited to process variables; it must include configuration context such as
measurement units, calibration parameters, engineering limits, device roles, control modes, and state-
transition semantics. Literature also highlights event logging completeness and traceability metrics as
critical to integration quality because event logs are the primary artifacts for diagnosing abnormal
behavior, validating control logic, and reconstructing disturbances (Lu & Asghar, 2020). Logging
completeness is discussed as the proportion of relevant events captured with sufficient detail and
consistent time alignment, and traceability is discussed as the ability to link events across layers, such
as linking a protective trip to upstream disturbance indicators, associated controller state changes, and
preceding sensor anomalies. In both manufacturing and utility-scale systems, the literature describes
integration failures as frequently rooted in semantic inconsistency and incomplete logging rather than
bandwidth limits, because systems can be well-connected yet analytically unreliable when signal
meaning and event context are not preserved. This semantic framing aligns with the increasing
complexity of multi-vendor environments where gateways and middleware translate protocols and
data models, creating additional opportunities for loss of meaning when mappings are incomplete
(Cavalcanti et al., 2023). Across studies, integration readiness is therefore presented as a measurable
architecture quality dimension that can be assessed using consistency scores, mapping completeness
indicators, coverage measures, and traceability checks, all of which influence the reliability of
downstream optimization and decision support functions.

Methods Used for EIC Architecture Decision-Making

Quantitative optimization methods used for electrical, instrumentation, and control architecture
decision-making are presented in the literature as a structured pathway for translating complex
engineering trade-offs into measurable selection rules (Maureira et al, 2021). Across smart
manufacturing and utility-scale systems, optimization problems are commonly framed around the
selection and configuration of architecture features that shape energy efficiency, reliability, safety
integrity, and cost performance. Studies frequently classify optimization structures as either single-
objective or multi-objective, where the former targets a dominant performance measure such as loss
reduction or downtime minimization and the latter balances competing objectives such as cost, risk
exposure, reliability, power quality, and operational stability. The literature treats this distinction as
more than a modeling preference because EIC architectures rarely operate under a single performance
criterion; decisions such as redundancy allocation, protection coordination settings, and
communication segmentation inherently trade capital cost and complexity against measurable
reductions in interruption exposure and fault propagation (Shi et al., 2023). Constraints are reported as
central components of architecture optimization, typically including safety limits that define allowable
operating ranges, regulatory thresholds governing performance and reporting requirements, and
capacity and timing constraints that reflect physical limitations and control determinism requirements.
In manufacturing contexts, constraints often relate to production continuity boundaries, permissible
process variable ranges, and actuator saturation or timing restrictions imposed by controller scan cycles
and network delay. In utility-scale contexts, constraints are commonly framed in terms of secure
operation boundaries, voltage and frequency tolerances, thermal loading limits, and protection and
automation timing expectations. Another recurring synthesis in the literature is the mixed nature of
architecture decisions, where discrete choices such as topology category, redundancy class, and
gateway count interact with continuous choices such as protection and control parameter settings,
sampling configurations, and tuning thresholds. This duality is frequently discussed as an inherent
characteristic of EIC architecture optimization because practical design decisions involve both
structural selection and parameter refinement. As a result, the literature positions quantitative
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optimization as a necessary tool for architecture decision-making because it provides consistent
procedures for comparing alternatives under shared constraints and measurable performance criteria
rather than relying on expert judgment alone (Li et al., 2022).

Simulation-based optimization is widely described as a pragmatic approach for EIC architectures
because many relevant performance behaviors arise from complex interactions that are difficult to
represent through simplified analytical relationships alone. In manufacturing, simulation-based
approaches often rely on integrated process, equipment, and control representations that reproduce
state transitions, control actions, and disturbance patterns, enabling performance assessment under
variable operating conditions without disrupting production (Ben Amara & Chen, 2021). In utility-scale
settings, simulation-based approaches are presented as suitable for evaluating contingency response,
protection behavior, and stability outcomes across a range of system states, including load swings and
switching events. The literature frequently reports typical outputs of simulation-based optimization as
empirical performance maps, fitted response representations, and surrogate relationships that
approximate how architecture variables influence measurable outputs such as losses, voltage deviation
patterns, interruption exposure, response timing, and restoration performance. These outputs support
systematic comparison of architecture alternatives by reducing the evaluation burden associated with
running large numbers of high-fidelity scenarios. Mixed-integer programming methods are described
as particularly relevant for architecture selection because they represent discrete structural decisions
explicitly, such as selecting a redundancy arrangement, choosing a topology category, allocating
sensors across zones, or determining segmentation and gateway structures (Albertini et al., 2021). The
literature reports that these methods typically output a recommended architecture configuration under
specified constraints and objective weights, sometimes accompanied by sensitivity summaries that
indicate which constraints are binding and which decisions drive performance most strongly. Model
predictive control is positioned as an operational optimization method that determines optimal control
actions under constraints using model-based prediction and rolling decision updates. In EIC contexts,
MPC-related approaches are discussed as useful where multivariable interactions and constraints
shape performance, such as in coordinated energy management, process control, or distributed
resource control. Reliability-based optimization is reported as a method class that incorporates
availability and failure behavior into architecture selection by treating risk exposure and interruption
likelihood as measurable properties shaped by redundancy, diagnostic coverage, and repair strategies.
Typical outputs include architecture recommendations that achieve target continuity measures while
controlling exposure to component failure patterns and maintenance limitations (Boonkanit &
Suthiluck, 2023). Across these method families, the literature emphasizes that method selection is
contingent on system complexity, data availability, and whether the primary decision is structural
selection, operational action selection, or risk-aware continuity planning.

Quantitative validation practices reported in the literature are often presented as decisive for credibility
because architecture optimization can produce misleading results if evaluation is not grounded in
operational evidence and robust scenario coverage (He et al., 2023). Cross-validation with operational
data is commonly described as a means of testing whether optimization recommendations remain
consistent when evaluated against independent time windows, different operating regimes, or subsets
of historical conditions. In manufacturing, this includes testing recommendations across shifts, product
mixes, seasonal changes, and maintenance regimes to ensure architecture conclusions are not driven
by short-lived conditions. In utilities, cross-validation is described through evaluation across different
load profiles, weather-related operating regimes, switching states, and contingency histories. Scenario
stress testing is frequently discussed as a core validation activity because EIC architectures must
perform under abnormal conditions that are rare yet operationally consequential (Ali et al., 2019). Stress
tests commonly include faults, rapid load transitions, equipment outages, sensor failures, and
communication disturbances, because these conditions expose architecture weaknesses that may not
be visible during steady-state operation. Sensitivity analysis is reported as a standard practice for
identifying which architecture variables and parameter settings most influence performance outcomes
and for determining the robustness of recommended configurations to uncertainty in assumptions and
inputs. Uncertainty quantification is emphasized as a complementary practice that characterizes how
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measurement error, model mismatch, incomplete data, and timing variability affect the stability of
optimization results. The literature synthesis shows that these validation practices function together:
operational cross-checks confirm real-world alignment, stress tests expose edge-case vulnerabilities,
sensitivity analysis identifies dominant design levers, and uncertainty characterization prevents
overconfidence in single-point recommendations (Wang et al., 2020). In EIC architecture contexts, these
validation approaches are consistently linked to measurable indicators such as performance variability
across scenarios, stability of ranking among architecture alternatives, and consistency of results across
independent data segments, reinforcing validation as a quantitative requirement rather than an
optional methodological enhancement.

Figure 8: Quantitative Optimization Framework for EIC
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A further synthesis in method-focused studies is the importance of aligning optimization outputs with
the decision-making level of EIC architectures—asset, system, or network —because outputs must
match how architectures are implemented and governed (G. Wang et al., 2022). Asset-level outputs
may involve selecting sensor sets, determining sampling policies, tuning protection settings, or
configuring local controllers. System-level outputs may involve allocating redundancy across
subsystems, selecting communication segmentation strategies, coordinating protection zones, and
designing supervisory control policies. Network-level outputs may involve selecting topology
arrangements, determining gateway and integration patterns, and balancing reliability and efficiency
across interconnected segments. The literature describes that optimization results gain operational
utility when they are expressed in decision-ready forms that connect directly to implementation
artifacts such as configuration sets, parameter tables, and architecture diagrams rather than abstract
optimization variables (Wang, 2020). This practical emphasis is reinforced by the observation that EIC
architectures evolve through incremental change, meaning optimization must be repeatable and
auditable across configuration updates. Validation practices are therefore also discussed as part of
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lifecycle governance, where optimization recommendations are tied to traceable evidence, scenario
libraries, and documented assumptions so that future modifications do not invalidate prior
conclusions. Across smart manufacturing and utility-scale systems, quantitative optimization is thus
presented as a disciplined approach that links architecture decisions to measurable outcomes through
explicit objectives, constraints, structured methods, and robust validation routines, enabling systematic
and comparable evaluation of alternatives under real operational complexity (Sharma et al., 2022).
Architecture Resilience in EIC Systems
Reliability, safety integrity, and architecture resilience are treated across the EIC literature as
interdependent properties that determine whether smart manufacturing and utility-scale systems can
sustain service continuity, protect people and assets, and recover from disturbances without cascading
consequences. Reliability modeling in EIC settings is commonly framed as the quantification of how
often components fail, how quickly they are repaired, and how those patterns aggregate into system-
level continuity outcomes (Falcdo Silva et al., 2020). Researchers frequently characterize reliability
using measurable failure occurrence patterns, repair duration patterns, and availability outcomes that
reflect the combined effects of equipment quality, operating conditions, and architectural design. In
manufacturing environments, these measures are tied directly to production interruption frequency,
downtime accumulation, and process stability loss during restarts, because an electrical or control
disruption can halt multiple dependent assets. In utility-scale systems, reliability measures are
connected to customer interruption exposure, continuity of essential services, and the ability of
protection and automation architectures to isolate faults quickly. Literature repeatedly emphasizes that
reliability is not only a component property; it is an architecture property shaped by how electrical
distribution paths are arranged, how instrumentation detects degrading conditions, and how control
systems respond to anomalies (Héaring, 2021b). As a result, reliability modeling often treats EIC
architectures as structured systems where the failure of a single element may be absorbed, amplified,
or contained depending on redundancy design, segmentation, and isolation capability. Studies also
emphasize that reliability modeling must account for dependencies across domains, such as common-
cause failures linked to environmental conditions, shared power supplies, shared communication
networks, or shared control platforms. These dependencies are frequently discussed as the reason
simple component-based reasoning can understate risk, because architecture coupling creates
pathways through which a single disruption affects multiple functions. Reliability modeling in EIC
therefore serves as a quantitative foundation for comparing architecture alternatives by converting
design choices into measurable continuity implications under realistic operating and maintenance
conditions (Haring, 2021a).
Within reliability-focused research, redundancy effectiveness is often positioned as a measurable
explanation for why some architectures preserve continuity under failure while others collapse into
service interruption (Ratasich et al., 2019). Redundancy is discussed not only in terms of how many
backup elements exist but also in terms of whether redundancy is properly isolated, correctly triggered,
and sufficiently fast to prevent disruption. The literature emphasizes that the presence of redundant
components does not guarantee improved reliability if switching behavior is slow, if the failover
mechanism is not validated, or if redundant paths share hidden dependencies that nullify the intended
benefit. Consequently, redundancy effectiveness is commonly characterized through coverage
measures that reflect whether failures are detected and handled as intended and through failover time
measures that capture the speed at which the system transitions to a safe and operational configuration.
In EIC contexts, these outcomes depend on instrumentation integrity because detection and diagnosis
must occur before switching actions can be executed, and they depend on control architecture because
failover logic, per missives, and sequencing must be correct and deterministic. Maintenance policy
variables are also repeatedly treated as quantitative drivers of reliability outcomes, with research
highlighting how maintenance intervals and condition thresholds influence both failure occurrence and
repair quality (Naghshbandi et al., 2020). Maintenance strategies that rely on periodic inspections and
scheduled replacement are discussed alongside condition-based approaches that trigger interventions
when measurable indicators exceed thresholds. In manufacturing, maintenance policy interacts with
production scheduling constraints and availability of planned outages, while in utilities it interacts with
regulatory requirements, access limitations, and the need to maintain service during maintenance.
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Across studies, the reliability implications of maintenance policy are framed through measurable
patterns such as changes in interruption frequency, repair duration distribution, and the stability of
availability outcomes over time. This literature positions architecture and maintenance as coupled
levers: architecture shapes failure impact and isolation capability, while maintenance shapes failure
likelihood and recovery speed (Khan et al., 2021).

Figure 9: Reliability Safety Resilience Architecture Framework
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Safety integrity and control separation research in EIC systems emphasizes that functional safety is
achieved through structured architectural segmentation that preserves predictable behavior under
abnormal conditions and prevents unsafe interactions between safety functions and routine control
functions (Abdullayeva, 2023). The literature consistently describes architecture requirements for
functional safety segmentation as involving separation of safety-related logic from basic control logic,
controlled interfaces between safety and non-safety systems, and disciplined management of changes
to safety functionality. This segmentation is treated as essential because safety systems must maintain
deterministic response characteristics even when the basic control system is degraded, overloaded, or
compromised. Diagnostic coverage is widely discussed as a measurable factor that determines whether
dangerous failures are detected before they lead to hazardous conditions. Coverage depends on the
instrumentation architecture, the diagnostic logic embedded in devices and controllers, and the ability
of the system to distinguish true hazards from sensor faults and transient anomalies. Proof testing
practices are frequently discussed as a structured means of restoring confidence that safety functions
will work when demanded, with proof test intervals treated as a measurable driver of risk exposure
(Grammatikis et al., 2021). Quantitative safety performance indicators reported across studies include
spurious trip rates and demand rates, which reflect different sides of safety system performance:
spurious trips represent unnecessary interruptions that may reduce operational trust and increase
restart risk, while demand rates represent how often the safety function is called upon due to process
upsets, faults, or abnormal operating conditions. The literature synthesizes these indicators into
systems view in which safety integrity is not simply a matter of meeting minimum design requirements
but is a measurable property shaped by architecture discipline, diagnostic effectiveness, maintenance
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practice, and operational variability. In both manufacturing and utility environments, control
separation is discussed as crucial for preventing unsafe coupling, where a failure or misconfiguration
in one-layer triggers unintended consequences in another, particularly where shared networks, shared
power supplies, or shared logic platforms create hidden pathways for propagation (Zhang et al., 2022).
Resilience metrics across manufacturing and utility-scale domains are commonly discussed as
measurable indicators of how well EIC architectures can absorb disturbances, contain faults, and
restore normal operation after disruptions. Recovery time is frequently treated as a primary resilience
outcome, representing the duration from disturbance onset to restoration of stable service, and it is
linked to architecture characteristics such as isolation speed, redundancy availability, diagnostic clarity,
and operational decision workflows (Ahmadi-Assalemi et al.,, 2020). Service restoration rate is
described as a measure of how rapidly service can be returned across affected segments, particularly
relevant in utility contexts where restoration may occur in stages as switching and repair actions
progress. Fault containment measures are emphasized as indicators of whether the architecture limits
disruption to a localized zone or allows propagation across multiple subsystems. In smart
manufacturing, containment influences whether an electrical or control disruption halts a single
machine, a cell, or an entire line, affecting both downtime magnitude and restart complexity. In utilities,
containment influences whether a fault remains within a feeder or substation section or escalates into
larger regional interruption patterns (Abou el Kalam, 2021). Architecture robustness under component
and network failures is described as a resilience property that reflects not only redundancy count but
also segmentation quality, communication determinism, and the ability of control systems to degrade
gracefully rather than fail abruptly. The literature emphasizes that resilience is observable through
performance under stress conditions, such as how the system behaves when sensors fail, when
communication becomes unstable, when a controller is offline, or when an electrical component trips
unexpectedly. Across studies, resilience is thus positioned as a measurable synthesis of reliability and
safety integrity in dynamic conditions, capturing not only how rarely failures occur but how effectively
the architecture maintains safe and functional service when failures do occur (Rosenstatter et al., 2020).
Manufacturing vs Utility-Scale Systems

Cross-domain literature comparing smart manufacturing and utility-scale systems consistently
identifies a set of shared mechanisms that govern performance, reliability, and optimization behavior
across both domains, even though their operational contexts differ (Che-Castaldo et al.,, 2021).
Observability is treated as a foundational requirement in both environments, referring to the system’s
ability to accurately and comprehensively reflect its internal state through measurement and
monitoring. In manufacturing, observability enables detection of process deviations, equipment
degradation, and control instability at the machine and line level, while in utility-scale systems it
enables awareness of network state, power flow conditions, protection status, and disturbance
evolution. Controllability is similarly framed as a shared mechanism, describing the degree to which
system states can be influenced predictably and within acceptable time bounds through control actions.
Both domains rely on layered control structures and deterministic timing to ensure that control actions
achieve intended outcomes without inducing instability or unintended interactions. Redundancy value
emerges as another common mechanism, with literature emphasizing that redundancy improves
continuity and safety only when it is architected correctly, isolated properly, and supported by reliable
detection and switching logic (Sahu et al., 2021). In both manufacturing and utilities, redundancy
interacts strongly with observability and controllability because backup paths are only effective when
failures are detected promptly and control actions execute as designed. Latency effects are discussed
as a unifying constraint across domains, as delays and timing variability influence closed-loop
behavior, fault response, and coordination among distributed assets. Even though the time scales differ,
both manufacturing and utility systems exhibit sensitivity to communication and processing delays
when those delays approach the dynamics of the controlled process. These shared mechanisms support
a common optimization structure in the literature, where architecture decisions are evaluated through
multi-objective trade-offs that balance cost, risk exposure, performance consistency, and operational
efficiency. This convergence suggests that digital twin-enabled optimization frameworks can be
designed with a shared analytical foundation while remaining sensitive to domain-specific priorities
(Ruiz-Minguela et al., 2022).
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Alongside shared mechanisms, the literature also emphasizes domain-specific constraints that shape
how EIC architectures are designed, optimized, and evaluated in manufacturing versus utility-scale
systems. In utility environments, protection timing and stability sensitivity are repeatedly highlighted
as dominant constraints because electrical disturbances propagate rapidly and can threaten large
portions of the network if not isolated within strict time windows (Massaoudi et al., 2021). Protection
coordination and stability preservation impose narrow tolerances on delay, sequencing, and control
interaction, making timing determinism and fault isolation capability central architecture concerns. In
contrast, manufacturing systems are often described as more tolerant of small timing variations but
highly sensitive to throughput consistency, product quality stability, and restart complexity after
interruptions. Manufacturing-focused literature emphasizes that even brief electrical or control
disturbances can cascade into extended production losses due to material waste, process
requalification, and synchronization challenges across machines. Regulatory constraints form another
axis of divergence. Utility-scale systems operate under formalized regulatory frameworks that define
performance reporting, continuity obligations, safety standards, and allowable operating limits, which
constrain architecture choices and optimization objectives (Farrokhabadi et al., 2022). Manufacturing
systems, while subject to safety and environmental regulation, are more strongly constrained by
internal production schedules, delivery commitments, and cost structures, leading to optimization
objectives that prioritize throughput, flexibility, and cost efficiency within safety boundaries. Data
availability also differs systematically across domains. Utility systems often rely on supervisory-level
measurements with coarser temporal resolution and event-driven logging, whereas manufacturing
systems increasingly employ dense machine-level telemetry with high-frequency sampling. These
differences influence what can be observed, how quickly deviations are detected, and how optimization
routines are structured. The literature frames these domain-specific constraints not as barriers to
comparison but as contextual factors that must be accounted for when interpreting performance
metrics and optimization outcomes (Zai et al., 2023).

Figure 10: Shared and Domain-Specific EIC Mechanisms
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METHOD

The study used a multi-site quantitative case-study research design that combined longitudinal
measurement with cross-sectional architectural comparison across smart manufacturing and utility-
scale settings. The research treated each participating plant, substation, or grid segment as a bounded
case in which electrical, instrumentation, control, and communication architectures were documented
as structured configurations and then were evaluated using repeated operational measurements across
a defined observation window. The case study description included the technical boundary of each
case (asset clusters, system-level zones, and the plant or grid segment boundary), the functional
purpose of the case (production cell throughput stability, substation automation continuity, or
protection and control integrity), and the architecture configuration profile (topology category,
redundancy class, control hierarchy type, segmentation level, and instrumentation strategy). The
population consisted of industrial and utility-scale EIC environments that had continuous telemetry
and event logging capability and maintained accessible documentation of configuration changes and
maintenance history. The sample was drawn from eligible cases that met quantitative inclusion criteria:
sufficient historical data coverage, identifiable architecture baselines, documented implementation
events for DT-enabled optimization changes, and a stable operating window before and after those
changes. A purposive sampling technique was applied to ensure that cases represented variation across
manufacturing and utility domains and captured heterogeneous architecture types for comparative
analysis. The research operationalized domain membership as a categorical case attribute, while system
criticality and scale were recorded as structured covariates to support normalized comparison. This
design structure enabled the study to estimate within-case changes over time and between-case

differences across architecture categories while maintaining consistent quantitative definitions for
outcomes and predictors.

Figure 11: Integrated Analytical Workflow for EIC Optimization
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The study used multiple data types sourced from operational technology, maintenance systems, and
architecture documentation to construct a unified panel dataset. Data types included continuous time-
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series measurements (electrical meter readings, power quality indicators, process variables, and control
loop signals), discrete event logs (alarms, trips, relay operations, controller mode changes, and interlock
activations), and administrative records (work orders, calibration records, failure coding, and
downtime reports). Sources included plant historians, SCADA or DCS archives, PLC or IED event logs,
protection system records, and maintenance management repositories, while engineering drawings
and configuration files were used to classify architecture features such as topology, segmentation,
redundancy allocation, and safety segregation. Measurement scales were defined to match variable
types: categorical scales were used for topology class and control architecture structure, ordinal scales
were used for segmentation and instrumentation maturity classes, and ratio or interval scales were
used for performance outcomes such as downtime duration, restoration time, losses, and data
completeness rates. Operationalization was implemented through a structured variable dictionary in
which each construct was mapped to a measurable indicator and a consistent aggregation window,
such as hourly summaries for timing and power quality measures and daily or weekly summaries for
reliability and maintenance-linked measures. Composite indices were constructed for observability,
synchronization quality, and data integrity using standardized scoring rules based on completeness,
validity, alignment quality, and event logging traceability, while architecture-change intensity was
recorded as a structured exposure variable capturing the number and type of implemented
optimization actions within each case. A pilot study was conducted on a small subset of cases to test
feasibility of data extraction, alignment across sources, and stability of derived metrics; pilot outputs
were used to refine time-window definitions, error-handling rules, and the minimum data coverage
thresholds required for inclusion.

The data collection procedure followed a staged process that began with case onboarding and
architecture profiling, continued with automated extraction of time-series and event logs, and ended
with validation of merged datasets against maintenance and operational records. Architecture profiling
was performed by extracting topology type, redundancy configuration, protection scheme class,
control hierarchy structure, instrumentation strategy, and communication segmentation attributes
from engineering documentation and configuration exports, and these attributes were encoded into
standardized categorical variables. Operational datasets were exported from historians and control
archives using fixed queries aligned to the study period and were transformed into a common time
base with documented alignment rules and missingness classification. Data analysis techniques
included descriptive statistics for baseline characterization, multilevel panel regression to estimate the
association between architecture predictors and performance outcomes while accounting for clustering
at site and system levels, and pre-post within-case comparisons for cases that experienced DT-enabled
optimization implementations. Count-based outcomes such as interruptions, misoperations, and
spurious trip events were analyzed using models appropriate for over dispersed event counts, while
proportion outcomes such as data completeness and validity were analyzed using regression
approaches suitable for bounded rates. Robustness checks were performed using alternative
aggregation windows, exclusion of commissioning “burn-in” periods after configuration changes, and
stratified analysis by domain to support cross-domain comparison. Software and tools included
spreadsheet-based preprocessing for initial data auditing, database query tools for historian extraction,
and statistical environments for modeling and visualization; reproducible analysis scripts were
maintained to ensure traceability of transformations, model specifications, and output tables. The
analytic workflow was documented to preserve auditability, including versioned variable dictionaries,
transformation logs, and model diagnostics, ensuring the quantitative case-study outputs were
replicable across cases and consistent with the study’s operational definitions.

FINDINGS

Descriptive Analysis

The descriptive analysis profiled the final analytic sample across smart manufacturing and utility-scale
cases and confirmed that the dataset supported time-based and cross-case comparisons after data
coverage screening. A total of 18 cases were retained, consisting of 10 manufacturing plants and 8
utility-scale segments. These cases contained 96 systems (manufacturing cell/line segments and utility
feeder/substation zones) and 1,842 assets represented through telemetry and event logs. The analytic
window covered 180 days, yielding 17,280 system-days of observations after filtering. Data coverage
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screening excluded 3 cases and 11 systems primarily due to inconsistent event logging and extended
telemetry gaps, and the retained cases exceeded the minimum completeness threshold used for model
readiness. Architecture distributions showed that radial topology was the most common category
overall, while meshed configurations were concentrated in utility segments and ring configurations
were observed in both domains. Redundancy class also varied, with baseline arrangements appearing
more frequently in manufacturing systems and enhanced redundancy more common in utility systems
classified as high criticality. Control structure profiles indicated that hierarchical control was the
dominant pattern across the sample, with distributed control more prevalent in manufacturing lines
that used cell-level autonomy. Communication segmentation levels differed by domain, with utilities
showing higher segmentation and higher gateway counts, while manufacturing environments showed
broader variability depending on brownfield versus modernized integration status.

Data-quality characteristics were summarized using completeness, validity, and alignment indicators
across cases and time windows. Manufacturing telemetry achieved a mean completeness of 96.2%,
while utility telemetry achieved 93.4%, reflecting more frequent short gaps in supervisory-level
streams. Validity rates remained high in both domains, with manufacturing at 97.1% and utilities at
96.0%, while alignment quality differed more sharply, as utilities showed higher timestamp mismatch
events due to multi-source supervisory aggregation. Event-log coverage was quantified through a
traceability score reflecting the proportion of disturbance-related events linked across protective
actions, controller state transitions, and associated alarms. Manufacturing cases achieved a mean
traceability score of 0.78, while utilities achieved 0.83, reflecting stronger protection-event traceability
but also a smaller number of high-frequency machine-level events. Baseline performance indicators
showed meaningful variability across domain and architecture categories. Manufacturing systems
reported an average downtime of 2.8 hours per system-month, while utility segments reported 1.6
hours per segment-month, with wider dispersion in manufacturing due to production restart
complexity. Protection-related event frequencies were higher in utility cases, with misoperation-related
events occurring at 0.42 events per segment-month compared to 0.18 events per system-month in
manufacturing. Loss-related indicators showed higher absolute magnitude in utility segments due to
scale, but normalized loss intensity was comparable after capacity normalization. Graphical inspection
showed that systems with enhanced redundancy and higher segmentation generally exhibited lower
interruption exposure and faster restoration behavior, while systems with weaker measurement
completeness showed higher nuisance alarm and diagnostic uncertainty patterns.

Table 1: Final Analytic Sample Profile After Data Coverage Screening

Sample Element Manufacturing  Utility-Scale Total
Cases retained (sites/segments) 10 8 18
Systems included (cells/lines; feeders/zones) 54 42 96
Assets represented (instrumented or logged) 1,120 722 1,842
Observation window (days) 180 180 180
System-days retained 9,720 7,560 17,280
Cases excluded during screening 2 1 3
Systems excluded during screening 6 5 11

Table 1 summarized the final analytic sample retained after applying data coverage screening rules.
The retained sample included eighteen cases across manufacturing and utility environments, yielding
ninety-six systems and one thousand eight hundred forty-two assets with usable telemetry or event
logging. The observation window covered one hundred eighty days for both domains, producing
seventeen thousand two hundred eighty system-days after filtering. Three cases and eleven systems
were excluded due to persistent telemetry gaps and incomplete event logging, which reduced the risk
of biased performance estimates. The retained sample size supported stable descriptive summaries and
enabled consistent cross-domain comparisons using normalized indicators.
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Table 2: Descriptive Baseline KPIs and Data Quality Indicators by Domain

Indicator (aggregated at system-month unless Manufacturing (Mean) Utility-Scale (Mean)

stated)
Telemetry completeness rate (%) 96.2 93.4
Telemetry validity rate (%) 97.1 96.0
Timestamp alignment issue rate (%) 21 3.7
Event-log traceability score (0-1) 0.78 0.83
Downtime (hours per system/segment-month) 2.8 1.6
Interruption events (count per month) 1.9 1.2
Protection misoperation-related events (count per 018 0.42
month)
Average restoration time (minutes per event) 34.0 22.0

Table 2 reported baseline descriptive performance and data quality indicators for manufacturing and
utility-scale cases using consistent aggregation windows. Manufacturing systems showed higher
telemetry completeness and validity, consistent with dense machine-level instrumentation, while
utility segments showed slightly higher timestamp alignment issue rates associated with supervisory
aggregation across sources. Event-log traceability was stronger in utility cases because protective
actions and disturbance events were logged with clearer cross-layer linkage. Downtime hours per
month were higher in manufacturing systems, reflecting production stoppage and restart dynamics,
while utility segments showed shorter restoration time per event. Protection misoperation-related
events occurred more frequently in utilities, aligning with higher protection activity intensity.
Correlation

The correlation analysis examined bivariate association patterns among the major quantitative
variables to support model specification and to identify candidate mediators and confounders prior to
regression estimation. When correlations were computed on standardized and normalized measures,
several relationships appeared stable across manufacturing and utility cases. Electrical performance
indicators showed consistent association with reliability outcomes, as higher normalized loss intensity
was associated with lower availability and higher downtime in both domains. Downtime and
interruption counts were positively related, indicating that systems experiencing more frequent
interruptions also accumulated longer interruption exposure over the observation window.
Instrumentation quality variables showed strong internal association, as higher telemetry completeness
and higher validity were associated with higher observability scores and higher event-traceability,
supporting the interpretation that measurement integrity and information coverage moved together at
the system level. Observability was negatively associated with diagnostic delay and false-alarm
burden, indicating that better measurement coverage and integrity generally corresponded to faster
detection and fewer nuisance conditions. Control timing variables also showed coherent association
patterns; higher timing jitter and longer scan time were associated with weaker control performance
indicators and higher variability in process stability measures, supporting their role as mechanism
variables connecting architecture and outcomes.

Domain-specific association patterns were also observed. In manufacturing systems, sensor density
and sampling policy were more strongly related to observability and diagnostic coverage, reflecting
the influence of machine-level telemetry on detection performance and process monitoring sensitivity.
In utility-scale systems, time synchronization quality and communication determinism showed
stronger relationships with protection-event traceability and restoration time, reflecting the
dependence of disturbance reconstruction and coordinated response on time-aligned events.
Communication variables such as latency and packet loss showed moderate association with data
completeness and alignment indicators in both domains, yet their relationships with high-level
reliability outcomes were less stable, suggesting that communication degradation influenced system
performance through intermediate mechanisms rather than directly. Across time windows, some
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correlations varied, particularly those linking power quality deviation indicators to downtime, which
shifted depending on whether disturbance-heavy weeks or stable operation weeks dominated the
window. The overall pattern supported the inclusion of observability, synchronization quality, and
timing stability as candidate mediators for later hypothesis testing, while also indicating that load
intensity, maintenance activity volume, and system criticality should be treated as confounders due to
their consistent association with reliability and event frequency measures.

Table 3: Cross-Domain Correlation Summary for Key Outcome Relationships

Manufacturing Utility-Scale

Variable Pair . f Direction Pattern
Loss intensity <> Availability -0.44 -0.39 Negative, stable
Downtime < Interruption count 0.62 0.55 Positive, stable
Power quality deviation <> Downtime 0.28 0.33 Positive, moderate
Restoration time <> Event traceability -0.31 -0.47 Negatlve., ?,t.ronger n
utilities
Protection misoperation rate < 0.41 0.52 Positive, stronger in
Interruption count ' ’ utilities

Table 3 summarized standardized cross-domain correlations linking core electrical and reliability
outcomes. Loss intensity showed a consistent negative association with availability in both domains,
indicating that higher normalized losses were aligned with reduced continuity. Downtime and
interruption count showed a strong positive relationship, demonstrating that systems with frequent
interruptions accumulated greater interruption exposure. Power quality deviation displayed moderate
positive association with downtime, suggesting that electrical condition variability coincided with
service disruption patterns. Restoration time was negatively related to event traceability, particularly
in utility cases, meaning better traceability aligned with faster recovery. Misoperation rates correlated
positively with interruptions, consistent with increased disturbance-related events.

Table 4: Mechanism and Data Quality Correlation Block

Manufacturing Utility-

Variable Pair Interpretation Pattern
r Scale r
Data completeness < Observability 071 0.64 Positive, strong
score
Data validity <> Observability score 0.58 0.55 Positive, moderate
Sync quality scc‘)r.e <> Event 0.46 0.61 Positive, stronger in utilities
traceability
Timing jitter <> Control performance Negative, stronger in
s -0.49 -0.36 .
stability manufacturing
Latency < Tlmestamp alignment 0.33 0.42 Positive, stronger in utilities
issues
Packet loss <> Data completeness -0.27 -0.34 Negative, moderate

Table 4 reported correlation patterns among mechanism variables and measurement-quality indicators
across domains. Data completeness and validity were strongly and positively related to observability,
showing that higher-quality measurement streams aligned with greater system visibility.
Synchronization quality correlated positively with event traceability, particularly in utilities, where
time-aligned event reconstruction supported disturbance linkage. Timing jitter correlated negatively
with control performance stability, indicating that variable execution timing aligned with weaker
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control consistency, with stronger effects in manufacturing due to high-speed coordination demands.
Latency correlated positively with timestamp alignment issues, while packet loss correlated negatively
with completeness, demonstrating that degraded communication quality reduced measurement
integrity.
Reliability and Validity
The reliability and validity assessment evaluated the measurement quality of the composite indices
developed to represent observability, synchronization quality, integration readiness, and data
integrity. Internal consistency checks indicated that the multi-item indices performed adequately, and
item-level contribution patterns supported the intended construct structure. The observability index,
which aggregated completeness, validity, coverage breadth, and traceability-related features, showed
strong internal coherence, indicating that its subcomponents captured a common measurement-quality
dimension rather than unrelated artifacts. The data integrity index, constructed from validity,
plausibility adherence, anomaly screening stability, and alignment consistency indicators, also
demonstrated high internal consistency, reflecting that integrity attributes moved together across cases
and time windows. Synchronization quality, designed to reflect time alignment performance and the
stability of update behavior, showed acceptable internal consistency with slightly lower coherence than
observability, which aligned with the expectation that synchronization properties depended on
heterogeneous data pipelines and varied across domain contexts. Integration readiness, built from
tagging consistency, schema mapping completeness, and event-log traceability, showed consistent
internal performance, supporting its use as a stable representation of semantic and logging maturity.
Item contribution review identified that two observability subcomponents contributed
disproportionately to variance, prompting a weighting adjustment to prevent single-indicator
dominance and to preserve interpretability as a balanced composite.
Construct validity was assessed through convergent and discriminant patterns that aligned with
expectations. Convergent validity checks showed that higher observability scores were strongly
associated with lower missingness, higher validity rates, and stronger event traceability.
Synchronization quality aligned with timestamp alignment quality and event reconstruction
consistency, indicating that the index behaved as intended when compared to directly observable
timing and logging indicators. Integration readiness correlated positively with tagging consistency and
mapping coverage indicators and aligned with higher event-log completeness, supporting its role as a
semantic and traceability construct rather than a general performance outcome. Discriminant validity
checks indicated that the indices remained separable: observability and data integrity were related yet
not redundant, while integration readiness retained distinct association patterns that differentiated
semantic maturity from measurement integrity. Stability checks across time windows showed that
composite scores remained consistent under stable operating periods and shifted primarily during
documented configuration changes or known operational disruptions, which reduced the likelihood
that index variation reflected extraction artifacts. Criterion-related validity tests showed that higher
observability and data integrity were associated with improved control stability indicators and lower
nuisance alarm rates, while stronger synchronization quality was associated with improved event
traceability and shorter diagnostic delay. These patterns supported the use of these indices as
mechanism variables in later modeling.
Following the measurement evaluation, several refinement steps were executed to improve reliability
and interpretability. A low-performing integration readiness subcomponent based on rare-event
annotations was removed because it showed weak covariance with the rest of the construct and
inconsistent availability across cases. Two timing-related features in the synchronization quality index
were re-scaled to ensure comparable contribution ranges and to reduce dominance by extreme values
during disturbance-heavy windows. High-frequency timing indicators were re-aggregated from
minute-level to hour-level summaries to reduce noise while preserving operational meaning, and the
revised measures improved internal stability without obscuring disturbance-related effects. These
refinements produced a final measurement model in which the four composite indices demonstrated
adequate internal consistency, expected convergent alignment with directly observable indicators,
separability across constructs, and meaningful association with operational criteria relevant to EIC
performance and event behavior.
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Table 5: Internal Consistency Results for Composite Indices

Composite Index Items (k) Internal Consistency (a) Interpretation
Observability 6 0.86 Strong
Synchronization Quality 5 0.78 Acceptable
Integration Readiness 5 0.81 Strong
Data Integrity 6 0.88 Strong

Table 5 presented internal consistency estimates for the composite indices used as derived variables in
the study. The observability index achieved an alpha of 0.86, indicating that its subcomponents
measured a coherent measurement-visibility construct. Synchronization quality produced an alpha of
0.78, which remained acceptable and reflected the heterogeneous nature of timing and update
behaviors across cases. Integration readiness showed an alpha of 0.81, supporting the internal
coherence of semantic and traceability elements. Data integrity achieved an alpha of 0.88, indicating
strong agreement among validity and alignment-related components. These results supported
retention of all indices for regression modeling.

Table 6: Construct Validity Evidence: Convergent, Discriminant, and Criterion Associations

Manufacturing  Utility-

Validity Check Pair c Scale Pattern Summary
Observability <> Mlssu‘ngness (inverse 0.7 0.66 Strong convergent
relationship)
Synchronization Quality <> Timestamp 0.49 0.62 Convergent, stronger in
alignment quality ' ' utilities
Integration Reaf:hness < Tagging 0.58 0.55 Convergent, stable
consistency
Observability <> Data Integrity 0.63 0.59 Related, not redundant
Integration Readiness «<» Data Integrity 0.31 0.28 Distinct constructs
Data Inte.grlty H Nul.sance'alarm rate -0.41 -0.36 Criterion validity
(inverse relationship)
Observability <> Control stability (positive 0.44 0.38 Criterion validity

relationship)

Table 6 summarized construct validity evidence using standardized associations. Convergent validity
was supported because higher observability aligned strongly with lower missingness, and
synchronization quality aligned with timestamp alignment quality, with stronger effects in utilities
where multi-source alignment mattered more. Integration readiness aligned with tagging consistency
in both domains, indicating semantic coherence. Discriminant validity was supported because
observability and data integrity were related yet not redundant, while integration readiness remained
weakly related to data integrity, indicating separability. Criterion-related validity was supported
because higher data integrity aligned with lower nuisance alarm rates and higher observability aligned
with stronger control stability, confirming meaningful operational relevance.

Collinearity

Collinearity diagnostics were computed for architecture predictors, mechanism variables, and
covariates prior to regression estimation, and the results showed that overlap was concentrated in three
predictor blocks. In the communication determinism block, latency and jitter were highly correlated (r
= 0.81), and both variables were also associated with time synchronization error (latency-time sync r =
0.56; jitter-time sync r = 0.60). The variance inflation factors confirmed this redundancy, with latency
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VIF = 7.9 and jitter VIF = 8.4, while packet loss was less collinear (VIF = 3.1). Instrumentation richness
predictors also clustered, as sensor density and sampling intensity moved together (r = 0.77), producing
VIF values of 6.8 and 6.2, respectively, when entered in the same specification. Control timing
predictors showed moderate overlap, with scan time and execution jitter correlated at r = 0.68 and VIF
values of 4.7 and 4.9 in pre-mitigation models. By contrast, electrical architecture predictors remained
comparatively stable, with topology category, redundancy class, and protection configuration yielding
VIF values between 1.7 and 2.9, indicating that these variables carried distinct information. The overall
multicollinearity signal was reflected in the maximum condition index of 28.6 for the full predictor set,
which declined after mitigation actions were applied.

Redundancy handling followed pre-specified rules and produced stable predictor sets for each model
family. Latency and jitter were combined into a single determinism composite, which reduced VIF for
the communication block to 2.7, while packet loss was retained because it captured discrete
measurement dropouts that remained informative beyond timing variability. Time synchronization
error was retained only in the utility-focused models because it contributed incremental variance to
event traceability and restoration time outcomes; in manufacturing-focused models it was excluded
because it did not materially reduce residual variance once determinism and data quality predictors
were included. Sensor density and sampling intensity were consolidated into a measurement richness
composite, reducing the instrumentation block maximum VIF from 6.8 to 2.9, while calibration interval
was retained separately because it represented a lifecycle stability mechanism distinct from
measurement volume. Scan time was selected as the representative baseline control timing predictor
due to interpretability and slightly lower post-mitigation VIF, while execution jitter was reserved for
sensitivity models testing timing variability pathways. Domain membership did not absorb
architecture variation after normalization (domain VIF = 1.4), while system scale and operational
intensity showed moderate overlap with redundancy and segmentation (scale-redundancy r = 0.41;
intensity-segmentation r = 0.38), so both covariates were retained to reduce confounding rather than
removed for collinearity. After mitigation, the maximum VIF across final model families fell to 3.4 and
the condition index declined to 17.2, supporting stable coefficient estimation for hypothesis testing.

Table 7: Pre-Mitigation Collinearity Diagnostics

Predictor Block Pairwise correl?tlon with closest VIF Tolerance
predictor (r)

Latency Communication 0.81 (with jitter) 79 013

Jitter Communication 0.81 (with latency) 84 012

Packet loss Communication 0.49 (with latency) 31 032

Time synchronization error Communication 0.60 (with jitter) 48 021
Sensor density Instrumentation 0.77 (with sampling intensity) 6.8 015
Sampling intensity Instrumentation 0.77 (with sensor density) 62 016
Scan time Control timing 0.68 (with execution jitter) 47 021
Execution jitter Control timing 0.68 (with scan time) 49 020
Topology category Electrical 0.33 (with redundancy class) 22 045
Redundancy class Electrical 0.33 (with topology category) 29 034
Protection configuration class ~ Electrical 0.28 (with redundancy class) 1.7 059

Domain (manufacturing vs

1 Covariate 0.24 (with segmentation level) 14 071
utility)

Table 7 reported pre-mitigation overlap using pairwise correlations, variance inflation factors, and
tolerance values. The communication timing predictors showed the highest redundancy, with latency
and jitter strongly correlated at 0.81 and VIF values above 7.9, indicating unstable coefficient behavior
if entered together. Instrumentation density and sampling intensity also overlapped substantially, with
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correlation 0.77 and VIF values above 6.2. Control timing measures showed moderate overlap with VIF
near 4.9. Electrical architecture predictors remained comparatively independent, with VIF below 2.9.

Domain membership showed low collinearity, supporting its retention.

Table 8: Post-Mitigation Predictor Set and Stability Outcomes by Model Family

Max Condition

Model family Key mitigation action Final predictors retained (summary) VIF  index
topology, redundancy, protection
class, determinism composite, packet
Reliability Combined latency + loss, measurement richness 34 179
outcomes jitter composite, calibration interval, scan )
time, integration readiness, scale,
intensity, domain
. . . . same as above + time sync (utilit
Integrity/event  Retained time sync in m ve T ame sy (utility
oo only); excluded time sync 3.3 16.8
outcomes utilities only .
(manufacturing)
determinism composite, packet loss,
.. . topology, redund , t
Efficiency/ power Reduced timing Opoiogy, reduncanicy, measuremen
) richness composite, calibration 3.1 15.9
quality outcomes redundancy . h . .
interval, scan time, scale, intensity,
domain
. . measurement richness composite,
Data quality Used composites for . . p
. .. determinism composite, packet loss, 2.9 14.7
outcomes richness/ determinism

integration readiness, scale, domain

Table 8 summarized how redundancy was handled and how stability improved across model families.
Latency and jitter were consolidated into a determinism composite, reducing the maximum VIF to 3.4
in the reliability models and lowering the condition index to 17.2. Sensor density and sampling intensity
were consolidated into a measurement richness composite, which reduced redundancy while
preserving interpretability. Time synchronization error was retained only in utility integrity models
because it contributed incremental variation to traceability and restoration outcomes. Scan time was
retained for baseline specifications, while jitter was reserved for sensitivity testing. Post-mitigation
stability remained acceptable across all model families.

Regression and Hypothesis Testing

Regression and hypothesis testing served as the primary inferential section and estimated the
relationship between DT-enabled optimization exposure and EIC outcomes using multilevel panel
models that accounted for repeated observations and clustering at system and site levels. Across the
full pooled sample, DT-enabled optimization exposure was associated with improved reliability and
integrity outcomes after adjustment for load intensity, system scale, maintenance activity, and domain
membership. In the reliability model for monthly downtime hours, optimization exposure reduced
downtime by 0.74 hours per system-month (95% CI -1.05 to -0.43, p < 0.001) relative to non-optimized
periods, and availability increased by 1.9 percentage points (95% CI 1.1 to 2.7, p < 0.001). In the
efficiency model, normalized loss intensity declined by 3.6% (95% CI-5.2 to -2.0, p <0.001), and voltage
deviation index declined by 4.1% (95% CI -6.8 to -1.4, p = 0.003) after optimization exposure. For
integrity outcomes estimated using count models, the interruption event rate decreased with an
incidence rate ratio (IRR) of 0.86 (95% CI 0.79 to 0.94, p = 0.001), and protection misoperation-related
events declined with IRR 0.81 (95% CI 0.70 to 0.94, p = 0.006). Data-quality models showed that
completeness rates increased by 1.5 percentage points (95% CI 0.9 to 2.1, p < 0.001), and alignment issue
rates declined by 0.8 percentage points (95% CI -1.2 to -0.4, p < 0.001), indicating improved
measurement integrity under the optimized configuration windows.

Domain moderation tests showed that optimization effects differed in magnitude across manufacturing
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and utility subsamples. The interaction term for domain-by-optimization exposure was significant in
the downtime model (p = 0.018), indicating stronger downtime reduction in manufacturing cases (-0.92
hours per month, 95% CI -1.28 to -0.56) than in utility cases (-0.49 hours per month, 95% CI -0.83 to -
0.15). Conversely, optimization exposure showed stronger integrity gains in utility settings: the
misoperation event model showed IRR 0.76 (95% CI 0.63 to 0.91) in utilities compared with IRR 0.88
(95% CI 0.74 to 1.05) in manufacturing, consistent with protection and automation sensitivity in utility
environments. Mediation testing supported the theorized mechanism pathway. Observability and
synchronization quality accounted for a substantial portion of the optimization effect on reliability and
integrity outcomes. In the downtime model, the total effect of optimization exposure was -0.74 hours,
and the direct effect after adding mediators was -0.43 hours (95% CI -0.73 to -0.13, p = 0.005), indicating
an indirect component of -0.31 hours attributable to the mediator block. Observability was a significant
mediator, as a one-unit increase in observability score was associated with -0.28 hours downtime per
month (95% CI -0.41 to -0.15, p < 0.001) and an IRR of 0.90 for interruptions (95% CI 0.85 to 0.96, p =
0.002). Timing stability and determinism measures also contributed, particularly for control variability
and alignment outcomes, with higher determinism composite scores associated with lower alignment
issue rates (-0.35 percentage points, 95% CI -0.52 to -0.18, p < 0.001).

Model diagnostics and robustness checks supported stability of the main findings. When alternative
aggregation windows were applied, the estimated downtime reduction remained similar at -0.69 hours
(weekly aggregation) and -0.77 hours (biweekly aggregation), with both estimates remaining
statistically significant (p < 0.01). Excluding the first 14 days after optimization implementation to
remove stabilization effects did not change inference materially; the downtime reduction estimate
remained -0.71 hours (95% CI -1.03 to -0.39, p < 0.001). Placebo timing checks using false
implementation dates produced non-significant coefficients (p = 0.61), supporting that the observed
changes were unlikely to reflect unrelated time trends alone. Across sensitivity models that substituted
execution jitter for scan time and included time synchronization error in pooled models, coefficient
directionality remained consistent and the key exposure effects remained significant, indicating that
results were not driven by a single timing proxy or a single domain-specific variable.

Table 9: Primary Regression Results for DT-Enabled Optimization Exposure

Effect
. 95% p-  Manufacturing Utility Domain
Outcome (model type) estimate CI value effect effect interaction p
(pooled)
Downtime hours/month 074 -1.05 to <0.001 0.92 -0.49 0.018
(continuous mixed) ' -043 ’ ' ' )
Availability % w90 11910 <9001 +2.10 +1.60 0.090
(continuous mixed) 2.70
Loss intensity % -5.20 to
(continuous mixed) -3.60 .00 <0.001 -3.10 -4.20 0.071
Voltage deviation index -6.80 to
% (continuous mixed) -4.10 1.40 0.003 -3.50 -4.80 0.112
Interruptions (count 0.79 to
model IRR) 0.86 0.94 0.001 0.89 0.83 0.044
Misoperation events 0.70 to
(count model TRR) 0.81 0.94 0.006 0.88 0.76 0.031
Data completeness pp 0.90 to
(bounded-rate) +1.50 210 <0.001 +1.60 +1.30 0.210
Alignment issues pp -1.20 to
(bounded-rate) -0.80 0.40 <0.001 -0.70 -0.90 0.184
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Table 9 reported model-based estimates for DT-enabled optimization exposure across outcome families
using mixed-effects panel regression, count models, and bounded-rate models. The pooled estimates
showed statistically significant reductions in downtime, losses, voltage deviation, interruption rates,
and misoperation events, alongside improvements in availability and data quality. Domain-stratified
estimates indicated stronger downtime reductions in manufacturing and stronger integrity gains in
utility cases, supported by significant domain interaction terms for interruptions and misoperations.
Confidence intervals remained narrow enough to support practical interpretation in native KPI units.
These results indicated that optimization exposure was consistently associated with improved
reliability, efficiency, integrity, and measurement quality outcomes.

Table 10: Hypothesis Testing and Mediation Summary with Robustness Outcomes

Hvoothesis Outcome Supported Key evidence Mediator Robustness
yp domain direction (estimate) contribution stability
H1: Optimization s downtime -0.74 indirect -0.31 Stable across
. . Reliability Yes hours/month; ]
improved reliability - hours windows
availability +1.9 pp

H2: Optimization loss intensity -3.6%;

. 1@proved Efficiency Yes voltage deviation - part1a¥ via Stable ?fter
efficiency / power 417 determinism  exclusions
quality e
H3: Optimization . mte.rrl?ptlons I.R R via Stable;
imoroved inteerit Integrity Yes 0.86; misoperations observability + placebo null
P sHLY IRR 0.81 sync
Ha: Effects were . direct effect reduced indirect -0.31 Stable in
mediated by Mechanisms Yes e
. ; to -0.43 hours hours sensitivity
mechanism variables
downtime . g .
H5: Domain . interaction p 0.018; domam‘-speaﬁc Stame. n
Moderation Yes . . mediation stratified
moderated effects misoperation
strength models

interaction p 0.031

Table 10 summarized hypothesis outcomes, mediation evidence, and robustness stability using the
final model specifications. Reliability, efficiency, integrity, mediation, and moderation hypotheses were
supported with consistent coefficient directionality and statistically significant estimates. Mediation
testing showed that inclusion of observability and synchronization quality reduced the optimization
exposure coefficient, indicating that part of the improvement occurred through measurement and
timing mechanisms. Robustness checks confirmed that results persisted under alternative aggregation
windows, exclusion of post-change stabilization days, and sensitivity substitutions of timing proxies.
Placebo timing checks produced non-significant effects, supporting that the observed relationships
were unlikely to be explained by unrelated time trends alone.

DISCUSSION

Digital twin-enabled optimization has been discussed in earlier studies as a pathway for moving
industrial and infrastructure decision-making from static engineering assumptions toward evidence-
driven architectural refinement, and the findings of this study aligned with that core proposition while
adding cross-domain specificity for electrical, instrumentation, and control (EIC) architectures (Hu et
al.,, 2022). This study showed that optimization exposure was associated with measurable
improvements across reliability, efficiency, integrity, and data quality outcomes when models
accounted for clustering and repeated measures in complex operating environments. Earlier research
in smart manufacturing frequently described digital twins as most effective when used as a living
representation that supported scenario evaluation and coordinated decision cycles, and the present
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findings reinforced that position by demonstrating reductions in downtime and interruption intensity
that coincided with improvements in measurement completeness and alignment. In the utility-scale
context, earlier studies often treated protection and automation performance as highly sensitive to
timing integrity and event reconstruction quality, and this study’s results similarly showed stronger
integrity gains in utility environments, particularly through reduced misoperation-related events and
improved event traceability patterns (Zhang et al., 2020). The cross-domain comparison clarified that
digital twin value was not limited to a single subsystem; improvements appeared when electrical
configuration choices, measurement integrity, control timing, and communication determinism were
treated as a coupled architecture rather than independent technical layers. Prior studies often
emphasized the importance of architecture-level interoperability and disciplined data governance for
scaling digital twins, and this study’s data-quality improvements supported that earlier argument
because optimized periods were associated with improved completeness and reduced alignment
issues, suggesting that operational benefits were linked to better-managed measurement pipelines. The
results also helped reconcile an earlier tension in the literature between “digital twin as visualization”
and “digital twin as optimization instrument.” The observed changes in hard performance outcomes
such as downtime, loss intensity, and misoperation rates suggested that the digital twin construct in
this study functioned as an optimization-supporting layer that translated measured system states into
actionable architectural evaluation, rather than serving solely as a monitoring interface (Lim et al.,
2020). Taken together, the evidence positioned digital twin-enabled optimization as a systemic
approach in which improvements emerged from aligning technical architecture decisions with
synchronized operational evidence across manufacturing and utility-scale environments.

Electrical architecture optimization findings offered further clarity on long-discussed design levers in
earlier studies, particularly topology choice, redundancy allocation, and protection configuration
quality (Fathy et al., 2021). Past work in both plant power systems and grid automation repeatedly
described the importance of network structure for reliability outcomes, noting that topology
constrained fault isolation flexibility, restoration pathways, and the magnitude of disturbance
propagation. The present findings were consistent with those earlier conclusions by showing that
reliability metrics improved in optimized windows and that systems characterized by more robust
architectural configurations tended to exhibit lower interruption exposure and improved restoration-
related outcomes after normalization. Earlier studies also highlighted that redundancy improved
continuity only when supported by valid detection, fast switching logic, and proper segmentation that
prevented common-cause vulnerabilities, and this study’s results supported that nuanced
interpretation rather than a simplistic “more redundancy equals better reliability” claim (Omrany et
al., 2023). The observed reductions in interruption rates and improved availability occurred alongside
improvements in measurement integrity and timing-related mechanisms, reinforcing the idea that
redundancy value depended on the architecture’s ability to detect and isolate faults accurately and
quickly. Prior research in power quality and converter-rich environments frequently emphasized
harmonic and quality-related disturbances as practical contributors to equipment stress and
operational instability, and this study’s efficiency-related improvements, including reductions in loss
intensity and voltage deviation indicators, aligned with the expectation that better-optimized
architectures reduced avoidable stressors that eroded performance. Earlier studies also suggested that
protection coordination quality shaped both safety integrity and operational continuity by limiting
unnecessary trips and ensuring selective fault clearing, and the reduced misoperation-related event
rates in the optimized periods matched that earlier narrative. Importantly, the cross-domain
comparison added interpretive resolution: manufacturing settings tended to show larger downtime
reductions, while utility settings showed stronger integrity gains, which mirrored earlier domain-
specific emphasis. Manufacturing literature often described downtime as a compounded effect of
production interruption, restart complexity, and process requalification burdens, making continuity
improvements highly visible in downtime outcomes. Utility literature often focused on correct
operation of protection and automation schemes under dynamic conditions, making integrity gains
highly visible in misoperation and traceability outcomes (Liu et al., 2021). This alignment between
earlier domain narratives and measured differential effects supported the conclusion that electrical
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architecture optimization benefited from digital twin methods when system constraints and
performance definitions were treated in a domain-consistent yet analytically comparable manner.
Instrumentation architecture results provided a strong empirical bridge to earlier research that
positioned measurement integrity as the limiting factor for advanced analytics, fault diagnosis, and
closed-loop optimization (Broo et al., 2022). Prior studies in process monitoring and industrial
diagnostics frequently argued that measurement networks determined the ceiling for control
performance and decision quality, because incomplete, misaligned, or unstable sensor streams
produced uncertain state estimation and inflated nuisance event rates. The present findings supported
that earlier argument through both descriptive and inferential patterns. Improved data completeness
and reduced alignment issues were associated with improved reliability and integrity outcomes, and
mediation evidence indicated that observability and synchronization quality contributed meaningfully
to the relationship between optimization exposure and operational performance. Earlier studies often
described observability as a multi-dimensional construct that extended beyond sensor count to include
placement strategy, calibration discipline, time alignment, semantic consistency, and event traceability,
and this study operationalized observability in a similarly integrated way (Bécue et al., 2020). The
index-level reliability and validity evidence suggested that observability, integration readiness,
synchronization quality, and data integrity were measurable constructs rather than abstract labels,
which strengthened interpretive alignment with the earlier literature that called for quantifiable digital
twin readiness criteria. Instrumentation density and sampling intensity were shown to cluster in
collinearity diagnostics, which echoed earlier reports that measurement richness tended to co-vary with
data completeness and monitoring sophistication in modernized environments. The predictor
refinement approach, where density and sampling were consolidated into a measurement richness
composite, also aligned with earlier methodological guidance suggesting that instrumentation capacity
should be treated as a combined “information throughput” mechanism rather than as independent
predictors that compete in regression models. The criterion-related validity results, where higher
observability and integrity aligned with stronger control stability and lower nuisance event rates,
matched long-standing arguments that measurement quality reduces false alarm burdens and
improves operational confidence. Manufacturing-specific patterns reinforced earlier work highlighting
the value of high-frequency machine-level telemetry for early fault detection and process stabilization,
while utility-specific patterns reinforced earlier work emphasizing time alignment for event
reconstruction and disturbance analysis (Pregnolato et al., 2022). Across domains, the evidence
supported the interpretation that instrumentation architecture was not a supporting detail but a core
determinant of whether digital twin-enabled optimization could produce reliable conclusions. By
demonstrating that measurement integrity indices related to both intermediate mechanisms and final
operational KPIs, the findings extended earlier conceptual work by providing quantitative support for
the claim that sensor strategy, alignment discipline, and traceability maturity were central to
architecture optimization success.

Control architecture findings contributed to ongoing discussions in earlier studies about the
comparative performance of centralized, distributed, and hierarchical control structures and about the
operational consequences of timing variability in cyber-physical environments. Prior work in
industrial automation frequently characterized hierarchical control as a practical compromise,
retaining deterministic field-level control while enabling supervisory coordination, and this study’s
descriptive profiles showed hierarchical control as the dominant structure across cases (Kusic et al.,
2023). Earlier research also described distributed control as advantageous for local responsiveness and
fault containment while requiring disciplined integration to prevent coordination drift, and the
observed association patterns between timing measures and performance indicators were consistent
with those claims. Control timing variables displayed meaningful relationships with control stability
outcomes, and timing-related mechanisms contributed to the explanatory pathway between
architecture optimization and operational results. Such patterns aligned with earlier studies that
identified timing jitter and network-induced delay as practical drivers of degraded control
performance, particularly in tightly coupled processes and high-speed manufacturing lines. This study
also differentiated timing proxies through collinearity management, selecting scan time as a baseline
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predictor and reserving jitter for sensitivity models, which matched earlier methodological advice that
timing variables often represent a shared execution stability mechanism. The observed improvements
in power quality deviation and efficiency-related indicators were also consistent with earlier control
literature suggesting that better tuning, better coordination, and improved timing discipline reduced
oscillatory behavior and unnecessary actuation, indirectly supporting electrical performance
(Stavroulakis et al., 2022). Safety-related control segregation was addressed at the architecture level
rather than as a device feature, aligning with earlier functional safety discussions that treated
segregation and governance as essential for predictable behavior under abnormal conditions. The
study’s integrity results — particularly the reduction in misoperation-related events in utility contexts —
were consistent with earlier utility automation work emphasizing correct control and protection logic
coordination as a primary determinant of operational integrity. Manufacturing-focused differences,
where downtime reductions were stronger, reflected earlier work emphasizing that better control
coordination reduced interruption propagation and shortened recovery sequences after disturbances.
The mediation evidence supported a broader interpretation consistent with earlier studies: control
architecture performance depended on measurement integrity and timing determinism rather than on
controller choice alone. By showing that observability and synchronization quality contributed to
outcome improvements, the results reinforced earlier models of control effectiveness that positioned
sensor reliability, time alignment, and determinism as prerequisites for stable closed-loop behavior
(Martinez-Gutiérrez et al., 2021). Overall, the findings strengthened the literature’s argument that
control architecture optimization in digital twin contexts should be treated as a multi-layer system
problem—linking field execution, supervisory coordination, timing discipline, and safety
segregation —rather than as isolated tuning improvements.

Communication and integration architecture results addressed a well-established emphasis in earlier
studies on determinism, latency variability, and semantic interoperability as limiting factors for digital
twin fidelity and optimization reliability. Past work repeatedly described that communication quality
affected system performance through indirect pathways, influencing state estimation, event
reconstruction, control responsiveness, and disturbance coordination rather than producing immediate
direct changes in top-line KPIs (Meierhofer et al., 2021). This study’s findings aligned with that nuanced
view, as determinism measures were strongly interrelated with alignment and traceability indicators
and contributed to mechanism pathways in mediation analyses. The strongest collinearity was
observed among latency and jitter measures, which matched earlier research describing these as two
manifestations of timing instability that often rise and fall together under congestion, segmentation
differences, and gateway translation behavior. Consolidating latency and jitter into a determinism
composite retained interpretability and reduced coefficient instability, reflecting methodological
guidance from earlier quantitative studies that recommended composite handling for tightly coupled
communication predictors. Packet loss remained distinct, which aligned with prior work
distinguishing timing variability from completeness degradation, because packet loss contributed to
missingness and inconsistency in ways not fully captured by timing metrics. Semantic integration
readiness demonstrated measurable distinctness from raw data integrity, which supported earlier
arguments that meaning and mapping quality were separate from measurement accuracy (Vatankhah
Barenji et al., 2021). Earlier industrial interoperability studies often reported that inconsistent tagging,
incomplete schema mapping, and uneven event logging reduced analytical trust even when networks
were technically connected, and this study’s validity evidence supported that principle by showing
that integration readiness related to traceability outcomes while remaining separable from integrity.
Utility-specific patterns, where synchronization quality and determinism related more strongly to
event traceability and restoration behavior, matched earlier utility literature emphasizing time-aligned
event data for disturbance response. Manufacturing-specific patterns, where measurement richness
and control timing related more strongly to performance stability, matched earlier manufacturing
literature emphasizing high-resolution telemetry and deterministic control for throughput stability.
These cross-domain differences supported an interpretation long noted in the literature:
communication architecture requirements are contingent on application time constants and criticality
(Zhang et al., 2023). The results therefore reinforced a systems-level conclusion consistent with earlier
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studies: digital twin-enabled optimization relied on communication and integration architecture not
only as data transport but as an enabling condition for reliable synchronization, valid event

reconstruction, and trustworthy optimization comparisons across architectural alternatives.

Figure 11: Digital Twin Optimization Framework Overview
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The quantitative optimization and validation findings strengthened alighment with earlier studies that
argued for multi-method approaches, combining mixed-variable architecture modeling with robust
validation practices to avoid overconfidence in optimization results. Prior work often highlighted that
EIC architecture decisions contain both discrete and continuous elements, such as topology categories
and parameter settings, and this study operationalized architecture predictors in that mixed structure
while selecting model families appropriate to outcome types (Zhao et al., 2022). The use of multilevel
panel regression matched earlier methodological recommendations for nested industrial data, where
repeated measures are clustered within systems and sites and where unmodeled clustering inflates
false significance. The observed stability of estimates across robustness checks —including alternative
aggregation windows, exclusion of stabilization periods, and placebo timing tests —aligned with earlier
calls for sensitivity analysis and falsification checks in quasi-experimental operational contexts. The
placebo null finding was particularly consistent with prior guidance that time-based operational data
often contain drifting baselines, seasonal effects, and maintenance cycles, and that plausible
counterfactual checks are necessary to separate intervention-related change from background
variability. The domain moderation results also complemented earlier research that warned against
transferring effect sizes across domains without adjustment. Manufacturing and utility contexts
differed in dynamics, regulatory constraints, and data granularity, and this study’s interaction findings
provided quantified support for that earlier conceptual distinction: downtime reductions were stronger
in manufacturing, while integrity improvements were stronger in utilities. Mediation testing offered
further alignment with earlier studies that argued digital twin benefits often flow through intermediate
improvements in observability, synchronization, and timing discipline (Aheleroff et al., 2021). The
reduction in the direct optimization coefficient after adding mediator variables suggested that a
meaningful portion of the observed operational improvement occurred through improved
measurement and synchronization conditions rather than through architecture changes alone. This
mechanism pattern matched earlier work that framed digital twins as instruments that improve
decision quality by strengthening the alignment between physical reality and digital inference. The
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findings also addressed earlier debates about whether improvements should be attributed to digital
twin presence or to the underlying architectural discipline required to sustain a functioning twin. The
observed association between optimization exposure and improved data completeness and alignment
suggested that the digital twin implementation likely coincided with improvements in data governance
and integration practices, reinforcing an interpretation present in earlier studies: digital twins produce
value when they institutionalize measurement discipline, traceability, and systematic evaluation cycles
(Broo & Schooling, 2023). In this sense, the quantitative evidence positioned the digital twin not as a
single technology insertion but as a structured optimization framework that operated through
measurable mechanisms consistent with earlier research narratives.
A final synthesis across the findings connected reliability, safety integrity, and resilience outcomes to
architecture-level alignment of electrical structure, measurement networks, control execution, and
communication determinism, reflecting systems view emphasized in earlier cross-domain research
(Hazrat et al., 2023). Prior studies in reliability engineering frequently argued that continuity outcomes
are shaped by both failure likelihood and failure consequence, and that architecture determines
consequence through isolation, redundancy, and restoration pathways. This study’s reliability
improvements were consistent with that architecture-driven framing, while the mediation results
indicated that improved observability and synchronization contributed to more effective detection and
response, thereby reducing consequence duration as reflected in downtime reductions. Earlier
functional safety literature often described safety integrity as dependent on segregation discipline,
diagnostic coverage, and proof-oriented governance practices, and this study’s integrity
improvements — particularly in utility contexts—aligned with the expectation that improved
traceability and timing alignment reduced incorrect actions and improved event reconstruction quality.
Earlier resilience discussions frequently emphasized recovery time and containment as measurable
outcomes that depend on both technical architecture and information availability, and this study’s
observed relationships between traceability, synchronization quality, and restoration-related indicators
were consistent with that view (Ozturk, 2021). The cross-domain comparison reinforced earlier claims
that shared mechanisms—observability, controllability, redundancy value, and latency effects—
operate in both manufacturing and utility environments while domain constraints shape which
outcome category shows the strongest measurable response. Manufacturing systems, characterized in
earlier work as sensitive to throughput and restart costs, showed stronger downtime reductions, while
utility systems, characterized as sensitive to protection correctness and stability, showed stronger
integrity effects. This alignment suggested that digital twin-enabled optimization may have operated
as a domain-adaptive mechanism: the same architectural and data discipline produced measurable
improvements in the outcomes most constrained by each domain’s operational realities. The findings
also supported an interpretation found in earlier studies that data quality is not merely a reporting
convenience but an operational variable that influences the effectiveness of control actions, fault
isolation, and restoration coordination. By demonstrating measurable associations among
measurement integrity indices, timing stability indicators, and operational KPIs, this study provided
an integrated discussion basis consistent with earlier systems research that treated EIC architectures as
coupled socio-technical systems. In summary terms suitable for a discussion chapter, the results were
most coherent when interpreted through a coupled-architecture lens: digital twin-enabled
optimization corresponded to improved outcomes when electrical structure, instrumentation integrity,
control timing, and integration determinism were aligned into a synchronized analytical environment
that supported repeatable evaluation and refinement of EIC design choices across manufacturing and
utility-scale systems.
CONCLUSION
Digital Twin-Enabled Optimization of Electrical, Instrumentation, and Control Architectures in Smart
Manufacturing and Ultility-Scale Systems was discussed as a quantitative architecture-management
approach in which synchronized operational representations supported measurable improvement
across reliability, efficiency, integrity, and data quality outcomes within cyber-physical environments.
The discussion of this title centered on the way electrical distribution choices, instrumentation integrity,
control hierarchy design, and communication determinism operated as a coupled system rather than
as independent technical layers, because each layer shaped the observability and controllability
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conditions required for stable performance. Findings described earlier in this study indicated that
optimization exposure was associated with reduced downtime, improved availability, decreased
normalized loss intensity, reduced voltage deviation behavior, and lower rates of interruption and
misoperation events, while data completeness increased and alignment issue rates declined. These
patterns were consistent with earlier studies that treated digital twins as valuable when they moved
beyond monitoring and supported systematic evaluation of architecture alternatives through
synchronized states, scenario replay, and parameter sensitivity testing, since improvements were
strongest when measurement integrity and timing discipline were strengthened alongside architecture
changes. In manufacturing cases, larger reductions in downtime aligned with earlier research
emphasizing compounded production losses during interruptions and the operational importance of
stable control execution in high-speed lines, while utility cases showed stronger integrity gains in
misoperation outcomes consistent with earlier studies emphasizing protection correctness and event
traceability under dynamic grid conditions. Instrumentation-related mechanisms were discussed as
central because improvements in observability and data integrity corresponded with improved control
stability and reduced nuisance event behavior, aligning with earlier research that positioned
measurement quality as the ceiling for advanced diagnostics and closed-loop optimization.
Communication and integration maturity were also discussed as enabling conditions because
determinism and time alignment influenced synchronization quality and traceability, supporting
earlier work that identified latency variability, clock mismatch, and semantic inconsistency as practical
causes of optimization unreliability. The results were coherent when interpreted through a mechanism
pathway in which improved measurement completeness, semantic readiness, and timing stability
strengthened state estimation and event reconstruction, which in turn improved control responsiveness
and reduced avoidable interruptions. Earlier studies frequently described redundancy and topology as
insufficient by themselves when detection and coordination were weak, and the evidence discussed in
this study supported that nuance because architectural resilience corresponded to improved outcomes
most clearly when observability and synchronization indicators improved at the same time.
Methodologically, the discussion reinforced earlier quantitative guidance that nested industrial data
required multilevel panel modeling and that robustness checks such as alternative aggregation
windows and placebo timing tests improved credibility, because operational datasets contained drift,
seasonality, and maintenance effects that could confound naive comparisons. Overall, the title was
discussed as a unified architecture optimization problem where the digital twin acted as a disciplined
analytic environment linking structural design variables to measurable operational KPIs through
validated synchronization, traceable event context, and repeatable evaluation workflows across both
smart manufacturing and utility-scale systems.

RECOMMENDATIONS

Recommendations for Digital Twin-Enabled Optimization of Electrical, Instrumentation, and Control
Architectures in Smart Manufacturing and Utility-Scale Systems emphasized actions that strengthened
measurable performance, reliability, integrity, efficiency, and data quality through disciplined
architecture governance and repeatable evaluation workflows anchored in synchronized operational
representations. Implementation recommendations prioritized establishing a clearly bounded digital
twin scope aligned with the decision boundary of interest, so that optimization activities were anchored
at the correct level of analysis, including asset-level twins for device behavior and measurement
integrity, system-level twins for coordinated control and fault containment, and network-level twins
for topology, redundancy, and restoration behavior. Electrical architecture recommendations
emphasized documenting topology categories and redundancy classes in a structured and auditable
format, then using the digital twin environment to compare configuration alternatives under consistent
operating scenarios, with particular attention to protection coordination tuning, restoration sequencing
logic, and power quality conditioning strategies that reduced avoidable stress and interruptions.
Instrumentation recommendations focused on designing measurement networks around observability
rather than sensor volume alone by prioritizing critical-node placement, maintaining disciplined
calibration policies, and implementing measurement integrity scoring that continuously quantified
completeness, validity, and alignment performance. Control architecture recommendations
emphasized preserving deterministic field-level execution while coordinating supervisory
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optimization through hierarchical structures that maintained safety segregation, with practical
attention to reducing scan-time variability, minimizing execution jitter, and validating control logic
changes through virtual commissioning practices before operational deployment. Communication and
integration recommendations emphasized treating determinism and semantic interoperability as core
architecture requirements by enforcing time synchronization discipline, segmenting networks to
protect time-sensitive traffic, monitoring latency and packet loss as operational variables, and enforcing
naming and tagging standards that improved mapping completeness and event traceability. Data
governance recommendations emphasized maintaining version-controlled configuration baselines for
electrical settings, sensor metadata, controller logic, and network segmentation, ensuring that each
optimization cycle was traceable to a specific configuration state so that measured KPI changes could
be attributed accurately. Evaluation recommendations emphasized adopting a consistent KPI
framework across domains using normalized indicators, including per-asset, per-capacity, and per-
production-unit scaling, so that architecture comparisons remained interpretable across manufacturing
and utility contexts. Statistical and operational recommendations emphasized maintaining a repeatable
analysis pipeline that combined scenario stress testing, sensitivity analysis, and operational cross-
checks, ensuring that optimization decisions were supported by evidence from normal operation and
abnormal event replay while guarding against misleading conclusions caused by seasonal drift,
maintenance cycles, or incomplete logging. Finally, operationalization recommendations emphasized
integrating these practices into routine engineering workflows, including periodic integrity reviews of
sensor streams, scheduled validation of synchronization quality, structured testing of failover
pathways, and continuous improvement cycles where digital twin outputs were used to refine EIC
architecture configurations using measurable performance evidence rather than ad hoc judgment.
LIMITATIONS

Limitations associated with a quantitative investigation of Digital Twin-Enabled Optimization of
Electrical, Instrumentation, and Control Architectures in Smart Manufacturing and Utility-Scale
Systems primarily related to inference boundaries, measurement heterogeneity, and the practical
constraints of using operational datasets drawn from complex cyber-physical environments. Causal
attribution remained limited because the design relied on observational or quasi-experimental evidence
derived from naturally occurring architecture changes and digital twin-enabled optimization periods
rather than fully randomized assignment, meaning that unobserved factors such as concurrent
maintenance campaigns, operational policy adjustments, staffing variability, or vendor-specific tuning
practices could have influenced measured outcomes alongside the optimization exposure. Even when
multilevel models adjusted for clustering and key covariates, residual confounding could have
persisted, particularly where system criticality influenced both the likelihood of optimization adoption
and the magnitude of available performance improvement. Measurement heterogeneity also
constrained comparability because manufacturing and utility-scale systems differed in telemetry
granularity, event logging culture, and time synchronization discipline, which could have affected the
stability of composite indices representing observability, integration readiness, synchronization
quality, and data integrity. Differences in sensor density and sampling practices may have produced
unequal sensitivity to subtle deviations, potentially biasing cross-domain comparison toward
environments with richer telemetry. Operational KPIs such as downtime, misoperation events, and
restoration time were also subject to definitional variation across sites, as downtime might have
included production-related stoppages in manufacturing while utilities could have reported
interruption exposure through differing operational thresholds, which could have introduced
inconsistencies even under normalization rules. Digital twin maturity represented another limitation
because digital twin implementations can vary widely in fidelity, update mechanisms, and validation
rigor; therefore, optimization exposure may have reflected a bundle of changes, including improved
governance and integration practices, rather than a single discrete technical intervention. Event rarity
posed a further constraint for some integrity outcomes, as protection misoperations and severe
disturbances occurred infrequently in certain systems, which reduced statistical power for rare-event
modeling and increased uncertainty in coefficient estimates. Model dependence was also a limitation
because mixed-effects specifications, count models, and bounded-rate approaches relied on
distributional assumptions and correct specification of random effects; misspecification could have
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influenced inference, particularly for systems with unusual operating regimes or nonstationary
behavior over time. Finally, generalizability was bounded by sample composition and inclusion criteria
that required accessible telemetry, event logs, and documented configuration changes; systems lacking
mature instrumentation or traceability were less likely to be included, which could have resulted in a
sample that overrepresented more digitally capable environments and underrepresented legacy
systems where optimization barriers and outcomes might differ.

REFERENCES

[1].
[2].
[3].
[4].
[5].

[10].

[11].
[12].

[13].

[19].

[20].

[21].
[22].

[23].

Abdul, K. (2023). Artificial Intelligence-Driven Predictive Microbiology in Dairy And Livestock Supply Chains.
International Journal of Scientific Interdisciplinary Research, 4(4), 286-335. https:/ /doi.org/10.63125/syj6pp52
Abdullayeva, F. (2023). Cyber resilience and cyber security issues of intelligent cloud computing systems. Results in
Control and Optimization, 12, 100268.

Abid, H., Thakur, J., Khatiwada, D., & Bauner, D. (2021). Energy storage integration with solar PV for increased
electricity access: A case study of Burkina Faso. Energy, 230, 120656.

Abou el Kalam, A. (2021). Securing SCADA and critical industrial systems: From needs to security mechanisms.
International Journal of Critical Infrastructure Protection, 32, 100394.

Abheleroff, S., Xu, X., Zhong, R. Y., & Lu, Y. (2021). Digital twin as a service (DTaaS) in industry 4.0: An architecture
reference model. Advanced Engineering Informatics, 47, 101225.

Ahmadi-Assalemi, G., Al-Khateeb, H., Epiphaniou, G., & Maple, C. (2020). Cyber resilience and incident response
in smart cities: A systematic literature review. Smart Cities, 3(3), 894-927.

Al-Ali, A.-R., Gupta, R., Zaman Batool, T., Landolsi, T., Aloul, F., & Al Nabulsi, A. (2020). Digital twin conceptual
model within the context of internet of things. Future Internet, 12(10), 163.

Albertini, F., Gomes, L. P., Grondona, A. E. B., & Caetano, M. O. (2021). Assessment of environmental performance
in building construction sites: Data envelopment analysis and Tobit model approach. Journal of Building Engineering,
44,102994.

Ali, Y., Awan, M. A,, Bilal, M, Khan, ], Petrillo, A., & Khan, A. A. (2019). Risk assessment of China-Pakistan fiber
optic project (CPFOP) in the light of multi-criteria decision making (MCDM). Advanced Engineering Informatics, 40,
36-45.

Amini, M. R., Kolmanovsky, I, & Sun, J. (2020). Hierarchical MPC for robust eco-cooling of connected and
automated vehicles and its application to electric vehicle battery thermal management. IEEE Transactions on Control
Systems Technology, 29(1), 316-328.

Attaran, M., & Celik, B. G. (2023). Digital Twin: Benefits, use cases, challenges, and opportunities. Decision Analytics
Journal, 6, 100165.

Bado, M. F., Torelli, D., Poli, F., Zonta, D., & Casas, J. R. (2022). Digital twin for civil engineering systems: An
exploratory review for distributed sensing updating. Sensors, 22(9), 3168.

Balta, E. C., Pease, M., Moyne, ], Barton, K., & Tilbury, D. M. (2023). Digital twin-based cyber-attack detection
framework for cyber-physical manufacturing systems. IEEE Transactions on Automation Science and Engineering,
21(2), 1695-1712.

Bécue, A, Maia, E., Feeken, L., Borchers, P., & Praga, I. (2020). A new concept of digital twin supporting
optimization and resilience of factories of the future. Applied Sciences, 10(13), 4482.

Ben Amara, D., & Chen, H. (2021). The impact of participative decision-making on eco-innovation capability: the
mediating role of motivational eco-innovation factors: D. Ben Amara, H. Chen. Environment, Development and
Sustainability, 23(5), 6966-6986.

Bevilacqua, M., Bottani, E., Ciarapica, F. E., Costantino, F., Di Donato, L., Ferraro, A., Mazzuto, G., Monterit, A.,
Nardini, G., & Ortenzi, M. (2020). Digital twin reference model development to prevent operators’ risk in process
plants. Sustainability, 12(3), 1088.

Biesinger, F., Meike, D., KraB, B., & Weyrich, M. (2019). A digital twin for production planning based on cyber-
physical systems: A Case Study for a Cyber-Physical System-Based Creation of a Digital Twin. Procedia CIRP, 79,
355-360.

Bolanowski, M., Paszkiewicz, A., Zabinski, T., Piecuch, G., Salach, M., & Tomecki, K. (2023). System architecture for
diagnostics and supervision of industrial equipment and processes in an IoE device environment. Electronics,
12(24), 4935.

Boonkanit, P., & Suthiluck, K. (2023). Developing a decision-making support system for a smart construction and
demolition waste transition to a circular economy. Sustainability, 15(12), 9672.

Boyle, K., Deisenhofer, A.-K., Rubel, J. A., Bennemann, B., Weinmann-Lutz, B., & Lutz, W. (2020). Assessing
treatment integrity in personalized CBT: The inventory of therapeutic interventions and skills. Cognitive Behaviour
Therapy, 49(3), 210-227.

Broo, D. G., Bravo-Haro, M., & Schooling, J. (2022). Design and implementation of a smart infrastructure digital
twin. Automation in construction, 136, 104171.

Broo, D. G., & Schooling, J. (2023). Digital twins in infrastructure: definitions, current practices, challenges and
strategies. International Journal of Construction Management, 23(7), 1254-1263.

Cavalcanti, D., Cordeiro, C., Smith, M., & Regev, A. (2023). WiFi TSN: Enabling deterministic wireless connectivity
over 802.11. IEEE Communications Standards Magazine, 6(4), 22-29.

446


https://doi.org/10.63125/syj6pp52

[24].

[25].

[26].

[27].

[28].

[29].
[30].
[31].
[32].
[33].
[34].
[35].
[36].

[37].

[38].

International Journal of Scientific Interdisciplinary Research, June 2025, 404-451

Che-Castaldo, J. P., Cousin, R., Daryanto, S., Deng, G., Feng, M.-L. E., Gupta, R. K., Hong, D., McGranaghan, R. M.,
Owolabi, O. O., & Qu, T. (2021). Critical Risk Indicators (CRlIs) for the electric power grid: a survey and discussion
of interconnected effects. Environment Systems and Decisions, 41(4), 594-615.

Chen, N., van Arem, B., Alkim, T., & Wang, M. (2020). A hierarchical model-based optimization control approach
for cooperative merging by connected automated vehicles. IEEE Transactions on Intelligent Transportation Systems,
22(12), 7712-7725.

Confrey, J., Etemadi, A. H., Stuban, S. M., & Eveleigh, T. J. (2019). Energy storage systems architecture optimization
for grid resilience with high penetration of distributed photovoltaic generation. IEEE Systems Journal, 14(1), 1135-
1146.

Deyati, S., Muldrey, B., & Chatterjee, A. (2023). BISCC: A Novel Approach to Built In State Consistency Checking
For Quick Volume Validation of Mixed-Signal/RF Systems. Journal of Electronic Testing, 39(3), 303-322.

Ding, K., Chan, F. T., Zhang, X, Zhou, G., & Zhang, F. (2019). Defining a digital twin-based cyber-physical
production system for autonomous manufacturing in smart shop floors. International Journal of Production Research,
57(20), 6315-6334.

Eckhart, M., & Ekelhart, A. (2019). Digital twins for cyber-physical systems security: State of the art and outlook.
Security and Quality in Cyber-Physical Systems Engineering: With Forewords by Robert M. Lee and Tom Gilb, 383-412.
Ehrenberg, H., Odintsov, S., Devadze, S., Jutman, A., Aleksejev, 1., & Wenzel, T. (2019). Ways for board and system
test to benefit from FPGA embedded instrumentation. 2019 IEEE AUTOTESTCON,

Eltamaly, A. M., A. Ahmed, M., Alotaibi, M. A., Alolah, A. I, & Kim, Y.-C. (2020). Performance of communication
network for monitoring utility scale photovoltaic power plants. Energies, 13(21), 5527.

Falcao Silva, M. ]., de Almeida, N. M., Salvado, F., & Rodrigues, H. (2020). Modelling structural performance and
risk for enhanced building resilience and reliability. Innovative Infrastructure Solutions, 5(1), 26.

Farrokhabadi, M., Browell, ]., Wang, Y., Makonin, S., Su, W., & Zareipour, H. (2022). Day-ahead electricity demand
forecasting competition: Post-covid paradigm. IEEE Open Access Journal of Power and Energy, 9, 185-191.

Fathy, Y., Jaber, M., & Nadeem, Z. (2021). Digital twin-driven decision making and planning for energy
consumption. Journal of Sensor and Actuator Networks, 10(2), 37.

Ferlini, F., Seman, L. O., & Bezerra, E. A. (2020). Enabling iso 26262 compliance with accelerated diagnostic
coverage assessment. Electronics, 9(5), 732.

Fett, M., Wilking, F., Goetz, S., Kirchner, E., & Wartzack, S. (2023). A literature review on the development and
creation of digital twins, cyber-physical systems, and product-service systems. Sensors, 23(24), 9786.

Grammatikis, P. R., Sarigiannidis, P., Dalamagkas, C., Spyridis, Y., Lagkas, T., Efstathopoulos, G., Sesis, A., Pavon,
L. L., Burgos, R. T., & Diaz, R. (2021). Sdn-based resilient smart grid: The sdn-microsense architecture. Digital, 1(4),
173-187.

Hammad, S., & Muhammad Mohiul, I. (2023). Geotechnical And Hydraulic Simulation Models for Slope Stability
And Drainage Optimization In Rail Infrastructure Projects. Review of Applied Science and Technology, 2(02), 01-37.
https:/ /doi.org/10.63125/jmx3p851

Hardjono, T., Lipton, A., & Pentland, A. (2019). Toward an interoperability architecture for blockchain autonomous
systems. IEEE Transactions on Engineering Management, 67(4), 1298-1309.

Hiring, I. (2021a). Technical safety and reliability methods for resilience engineering. In Technical Safety, Reliability
and Resilience: Methods and Processes (pp. 9-26). Springer.

Hiéring, 1. (2021b). Technical Safety, Reliability and Resilience. Springer.

Hazrat, M., Hassan, N., Chowdhury, A. A., Rasul, M., & Taylor, B. A. (2023). Developing a skilled workforce for
future industry demand: The potential of digital twin-based teaching and learning practices in engineering
education. Sustainability, 15(23), 16433.

He, J.,, Wang, H., Wang, J., Zuo, C., Wang, Z., & Zhao, X. (2023). Decision-Making Method for Multiobjective
Demagnetization Strategies of Underwater Vehicles Based on Improved Gray Relation Analysis. IEEE Transactions
on Instrumentation and Measurement, 73, 1-13.

Hu, W,, Lim, K. Y. H., & Cai, Y. (2022). Digital twin and industry 4.0 enablers in building and construction: a
survey. Buildings, 12(11), 2004.

Hukerikar, S., & Saxena, N. (2022). Runtime fault diagnostics for gpu tensor cores. 2022 IEEE International Test
Conference (ITC),

Jabed Hasan, T., & Waladur, R. (2023). Al-Driven Cybersecurity, IOT Networking, And Resilience Strategies For
Industrial Control Systems: A Systematic Review For U.S. Critical Infrastructure Protection. International Journal of
Scientific Interdisciplinary Research, 4(4), 144-176. https:/ /doi.org/10.63125/mbyhj941

Jaramillo-Leon, B., Zambrano-Asanza, S., Franco, J. F., & Leite, J. B. (2023). Simulation-based optimization
framework to increase distribution system photovoltaic hosting capacity through optimal settings of smart inverter
Volt-VAr control function. Electric Power Systems Research, 215, 108971.

Jiang, Y., Li, M., Guo, D., Wu, W,, Zhong, R. Y., & Huang, G. Q. (2022). Digital twin-enabled smart modular
integrated construction system for on-site assembly. Computers in Industry, 136, 103594.

Jinnat, A., & Md. Kamrul, K. (2021). LSTM and GRU-Based Forecasting Models For Predicting Health Fluctuations
Using Wearable Sensor Streams. American Journal of Interdisciplinary Studies, 2(02), 32-66.
https://doi.org/10.63125/1p8gbp15

447


https://doi.org/10.63125/jmx3p851
https://doi.org/10.63125/mbyhj941
https://doi.org/10.63125/1p8gbp15

[51].

[52].

[53].

[57].
[58].

[59].

International Journal of Scientific Interdisciplinary Research, June 2025, 404-451

Josifovska, K., Yigitbas, E., & Engels, G. (2019). Reference framework for digital twins within cyber-physical
systems. 2019 IEEE/ ACM 5th International Workshop on Software Engineering for Smart Cyber-Physical Systems
(SEsCPS),

Kalantar-Neyestanaki, M., & Cherkaoui, R. (2021). Coordinating distributed energy resources and utility-scale
battery energy storage system for power flexibility provision under uncertainty. IEEE Transactions on Sustainable
Energy, 12(4), 1853-1863.

Khalyasmaa, A. L, Stepanova, A. L, Eroshenko, S. A., & Matrenin, P. V. (2023). Review of the digital twin
technology applications for electrical equipment lifecycle management. Mathematics, 11(6), 1315.

Khan, M. A,, Ghosh, S., Busari, S. A., Huq, K. M. S,, Dagiuklas, T., Mumtaz, S., Igbal, M., & Rodriguez, J. (2021).
Robust, resilient and reliable architecture for v2x communications. IEEE Transactions on Intelligent Transportation
Systems, 22(7), 4414-4430.

Kuruvatti, N. P., Habibi, M. A., Partani, S., Han, B., Fellan, A., & Schotten, H. D. (2022). Empowering 6G
communication systems with digital twin technology: A comprehensive survey. IEEE access, 10, 112158-112186.
Kusié, K., Schumann, R., & Ivanjko, E. (2023). A digital twin in transportation: Real-time synergy of traffic data
streams and simulation for virtualizing motorway dynamics. Advanced Engineering Informatics, 55, 101858.

Kutub Uddin, A., Md Mostafizur, R., Afrin Binta, H., & Maniruzzaman, B. (2022). Forecasting Future Investment
Value with Machine Learning, Neural Networks, And Ensemble Learning: A Meta-Analytic Study. Review of
Applied Science and Technology, 1(02), 01-25. https:/ /doi.org/10.63125/edxgjgh6

Ladj, A., Wang, Z., Meski, O., Belkadj, F., Ritou, M., & Da Cunha, C. (2021). A knowledge-based Digital Shadow for
machining industry in a Digital Twin perspective. Journal of Manufacturing Systems, 58, 168-179.

Li, X., Xie, L., Li, X., & Su, H. (2020). A Retrofit Hierarchical Architecture for Real-Time Optimization and Control
Integration. Processes, 8(2), 181.

Li, Y., Gao, B, Qin, Y., & Chen, N. (2022). A hierarchical multi-objective capacity planning method for distributed
energy system considering complementary characteristic of solar and wind. International Journal of Electrical Power
& Energy Systems, 141, 108200.

Li, Y., Jiang, J., Lee, C., & Hong, S. H. (2020). Practical implementation of an OPC UA TSN communication
architecture for a manufacturing system. IEEE access, 8, 200100-200111.

Lim, K. Y. H., Zheng, P., Chen, C.-H., & Huang, L. (2020). A digital twin-enhanced system for engineering product
family design and optimization. Journal of Manufacturing Systems, 57, 82-93.

Lin, Z., Wang, L., Cai, Y., Wang, F., & Wu, Y. (2022). Implementation of a built-in self-test for nuclear power plant
FPGA-based safety-critical control systems. Annals of Nuclear Energy, 165, 108644.

Liu, Q., Leng, J., Yan, D., Zhang, D., Wei, L., Yu, A., Zhao, R., Zhang, H., & Chen, X. (2021). Digital twin-based
designing of the configuration, motion, control, and optimization model of a flow-type smart manufacturing
system. Journal of Manufacturing Systems, 58, 52-64.

Liu, Y., Zhang, J.-M., Min, Y.-T., Yu, Y., Lin, C., & Hu, Z.-Z. (2023). A digital twin-based framework for simulation
and monitoring analysis of floating wind turbine structures. Ocean Engineering, 283, 115009.

Lu, Y., & Asghar, M. R. (2020). Semantic communications between distributed cyber-physical systems towards
collaborative automation for smart manufacturing. Journal of Manufacturing Systems, 55, 348-359.

Lu, Y., Liu, C, Kevin, I, Wang, K., Huang, H., & Xu, X. (2020). Digital Twin-driven smart manufacturing:
Connotation, reference model, applications and research issues. Robotics and computer-integrated manufacturing, 61,
101837.

Ma, M., Shi, G., & Li, F. (2019). Privacy-oriented blockchain-based distributed key management architecture for
hierarchical access control in the IoT scenario. IEEE access, 7, 34045-34059.

Martinez-Gutiérrez, A., Diez-Gonzélez, J., Ferrero-Guillén, R., Verde, P., Alvarez, R., & Perez, H. (2021). Digital
twin for automatic transportation in industry 4.0. Sensors, 21(10), 3344.

Massaoudi, M., Abu-Rub, H., Refaat, S. S., Chihj, L., & Oueslati, F. S. (2021). Deep learning in smart grid technology:
A review of recent advancements and future prospects. IEEE access, 9, 54558-54578.

Masud, R., & Md Sarwar Hossain, S. (2024). The Impact of Smart Materials And Fire-Resistant Structures On Safety
In U.S. Public Infrastructure. Journal of Sustainable Development and Policy, 3(03), 44-86.
https://doi.org/10.63125/ygrlyk30

Maureira, C., Pinto, H., Yepes, V., & Garcia, J. (2021). Towards an AEC-AI industry optimization algorithmic
knowledge mapping: an adaptive methodology for macroscopic conceptual analysis. IEEE access, 9, 110842-110879.
Md, K., & Sai Praveen, K. (2024). Hybrid Discrete-Event And Agent-Based Simulation Framework (H-DEABSF) For
Dynamic Process Control In Smart Factories. ASRC Procedia: Global Perspectives in Science and Scholarship, 4(1), 72-96.
https:/ /doi.org/10.63125/wcqq7x08

Md Nahid, H., & Tahmina Akter Bhuya, M. (2024). An Empirical Study of Big Data-Enabled Predictive Analytics
And Their Impact On Financial Forecasting And Market Decision-Making. Review of Applied Science and Technology,
3(01), 143-182. https:/ /doi.org/10.63125/1mjfqf10

Md Newaz, S., & Md Jahidul, I. (2024). AI-Powered Business Analytics For Smart Manufacturing And Supply
Chain Resilience. Review of Applied Science and Technology, 3(01), 183-220. https://doi.org/10.63125/va5gpg60

Md. Akbar, H. (2024). Computational Psychometrics and Digital Biomarker Modeling For Precision Mental Health
Diagnostics. International Journal of Scientific Interdisciplinary Research, 5(2), 487-525.

https:/ /doi.org/10.63125/vg522x27

448


https://doi.org/10.63125/edxgjg56
https://doi.org/10.63125/ygr1yk30
https://doi.org/10.63125/wcqq7x08
https://doi.org/10.63125/1mjfqf10
https://doi.org/10.63125/va5gpg60
https://doi.org/10.63125/vg522x27

[77].

[78].

[79].
[80].

[81].

[82].

[98].
[99].
[100].

[101].

International Journal of Scientific Interdisciplinary Research, June 2025, 404-451

Md. Akbar, H., & Sharmin, A. (2022). Neurobiotechnology-Driven Regenerative Therapy Frameworks For Post-
Traumatic Neural Recovery. American Journal of Scholarly Research and Innovation, 1(02), 134-170.

https:/ /doi.org/10.63125/24s6kt66

Md. Foysal, H., & Subrato, S. (2022). Data-Driven Process Optimization in Automotive Manufacturing A Machine
Learning Approach To Waste Reduction And Quality Improvement. Journal of Sustainable Development and Policy,
1(02), 87-133. https:/ /doi.org/10.63125/2hk0qd38

Md. Rabiul, K., & Khairul Alam, T. (2024). Impact Of IOT and Blockchain Integration On Real-Time Supply Chain
Transparency. International Journal of Scientific Interdisciplinary Research, 5(2), 449-486.
https://doi.org/10.63125/2yc6e230

Meierhofer, ]., Schweiger, L., Lu, J., Ziist, S., West, S., Stoll, O., & Kiritsis, D. (2021). Digital twin-enabled decision
support services in industrial ecosystems. Applied Sciences, 11(23), 11418.

Minaeva, A., Roy, D., Akesson, B., Hanzalek, Z., & Chakraborty, S. (2020). Control performance optimization for
application integration on automotive architectures. IEEE Transactions on Computers, 70(7), 1059-1073.

Mohajer, A., Sorouri, F., Mirzaei, A., Ziaeddini, A., Rad, K. J., & Bavaghar, M. (2022). Energy-aware hierarchical
resource management and backhaul traffic optimization in heterogeneous cellular networks. IEEE Systems Journal,
16(4), 5188-5199.

Naghshbandi, S. N., Varga, L., Purvis, A., Mcwilliam, R., Minisci, E., Vasile, M., Troffaes, M., Sedighi, T., Guo, W.,
& Manley, E. (2020). A review of methods to study resilience of complex engineering and engineered systems. IEEE
access, 8, 87775-87799.

Newrzella, S. R., Franklin, D. W., & Haider, S. (2021). 5-dimension cross-industry digital twin applications model
and analysis of digital twin classification terms and models. IEEE access, 9, 131306-131321.

Nguyen, H., Bui, X.-N., Tran, Q.-H., & Mai, N.-L. (2019). A new soft computing model for estimating and
controlling blast-produced ground vibration based on hierarchical K-means clustering and cubist algorithms.
Applied Soft Computing, 77, 376-386.

Nwogu, C., Lugaresi, G., Anagnostou, A., Matta, A., & Taylor, S. ]. (2022). Towards a requirement-driven digital
twin architecture. Procedia CIRP, 107, 758-763.

Omrany, H., Al-Obaidi, K. M., Husain, A., & Ghaffarianhoseini, A. (2023). Digital twins in the construction
industry: a comprehensive review of current implementations, enabling technologies, and future directions.
Sustainability, 15(14), 10908.

Ozturk, G. B. (2021). Digital twin research in the AECO-FM industry. Journal of Building Engineering, 40, 102730.
Pantelidakis, M., Mykoniatis, K., Liu, J., & Harris, G. (2022). A digital twin ecosystem for additive manufacturing
using a real-time development platform. The International Journal of Advanced Manufacturing Technology, 120(9), 6547-
6563.

Park, K. T., Lee, J., Kim, H.-J., & Noh, S. D. (2020). Digital twin-based cyber physical production system
architectural framework for personalized production. The International Journal of Advanced Manufacturing Technology,
106(5), 1787-1810.

Park, K. T, Son, Y. H., & Noh, S. D. (2021). The architectural framework of a cyber physical logistics system for
digital-twin-based supply chain control. International Journal of Production Research, 59(19), 5721-5742.

Pregnolato, M., Gunner, S., Voyagaki, E., De Risi, R., Carhart, N., Gavriel, G., Tully, P., Tryfonas, T., Macdonald, J.,
& Taylor, C. (2022). Towards Civil Engineering 4.0: Concept, workflow and application of Digital Twins for existing
infrastructure. Automation in construction, 141, 104421.

Qi, Q., Tao, F., Hu, T., Anwer, N,, Liu, A., Wei, Y., Wang, L., & Nee, A. Y. (2021). Enabling technologies and tools
for digital twin. Journal of Manufacturing Systems, 58, 3-21.

Rasheed, A., San, O., & Kvamsdal, T. (2020). Digital twin: Values, challenges and enablers from a modeling
perspective. IEEE access, 8, 21980-22012.

Ratasich, D., Khalid, F., Geissler, F., Grosu, R., Shafique, M., & Bartocci, E. (2019). A roadmap toward the resilient
internet of things for cyber-physical systems. IEEE access, 7, 13260-13283.

Redelinghuys, A., Basson, A. H., & Kruger, K. (2020). A six-layer architecture for the digital twin: a manufacturing
case study implementation. Journal of Intelligent Manufacturing, 31(6), 1383-1402.

Ren, J., Zhou, T., Rong, Y., Ma, Y., & Ahmad, R. (2022). Feature-based modeling for industrial processes in the
context of digital twins: A case study of HVOF process. Advanced Engineering Informatics, 51, 101486.

Rifat, C., & Rebeka, S. (2023). The Role Of ERP-Integrated Decision Support Systems In Enhancing Efficiency And
Coordination In Healthcare Logistics: A Quantitative Study. International Journal of Scientific Interdisciplinary
Research, 4(4), 265-285. https:/ /doi.org/10.63125/c7srk144

Rosenstatter, T., Strandberg, K., Jolak, R., Scandariato, R., & Olovsson, T. (2020). Remind: A framework for the
resilient design of automotive systems. 2020 IEEE Secure Development (SecDev),

Ruiz-Minguela, P., Blanco, ]. M., Nava, V., & Jeffrey, H. (2022). Technology-Agnostic Assessment of Wave Energy
System Capabilities. Energies, 15(7), 2624.

Ruppert, T., & Abonyi, J. (2020). Integration of real-time locating systems into digital twins. Journal of industrial
information integration, 20, 100174.

Saad, A., Faddel, S., & Mohammed, O. (2020). IoT-based digital twin for energy cyber-physical systems: design and
implementation. Energies, 13(18), 4762.

449


https://doi.org/10.63125/24s6kt66
https://doi.org/10.63125/2hk0qd38
https://doi.org/10.63125/2yc6e230
https://doi.org/10.63125/c7srk144

[102].

[103].

[104].

[105].

[106].
[107].
[108].

[109].

[110].
[111].

[112].

[113].

[114].

[115].

[116].

[117].

[118].
[119].

[120].

[121].
[122].

[123].

[124].

[125].

[126].

[127].

International Journal of Scientific Interdisciplinary Research, June 2025, 404-451

Sabuj Kumar, S. (2023). Integrating Industrial Engineering and Petroleum Systems With Linear Programming
Model For Fuel Efficiency And Downtime Reduction. Journal of Sustainable Development and Policy, 2(04), 108-139.
https:/ /doi.org/10.63125/v7d6a941

Sabuj Kumar, S. (2024). Petroleum Storage Tank Design and Inspection Using Finite Element Analysis Model For
Ensuring Safety Reliability And Sustainability. Review of Applied Science and Technology, 3(04), 94-127.
https://doi.org/10.63125/a18zw719

Sahu, A., Mao, Z., Wlazlo, P., Huang, H., Davis, K., Goulart, A., & Zonouz, S. (2021). Multi-source multi-domain
data fusion for cyberattack detection in power systems. IEEE access, 9, 119118-119138.

Sai Praveen, K. (2024). Al-Enhanced Data Science Approaches For Optimizing User Engagement In U.S. Digital
Marketing Campaigns. Journal of Sustainable Development and Policy, 3(03), 01-43.

https:/ /doi.org/10.63125/65ebsn47

Samad, T., & Bienert, R. (2020). Smart manufacturing and smart grids. In Smart Manufacturing (pp. 455-475).
Elsevier.

Schleifer, A. H., Murphy, C. A., Cole, W.]., & Denholm, P. L. (2021). The evolving energy and capacity values of
utility-scale PV-plus-battery hybrid system architectures. Adv. Appl. Energy, 2(26).

Sepasgozar, S. M. (2021). Differentiating digital twin from digital shadow: Elucidating a paradigm shift to expedite
a smart, sustainable built environment. Buildings, 11(4), 151.

Sepasgozar, S. M., Khan, A. A., Smith, K., Romero, J. G., Shen, X, Shirowzhan, S., Li, H., & Tahmasebinia, F. (2023).
BIM and digital twin for developing convergence technologies as future of digital construction. Buildings, 13(2),
441.

Shapsough, S., & Zualkernan, I. (2019). Requirements for an IoT middleware for utility-scale distributed solar
farms. 2019 Sixth International Conference on Internet of Things: Systems, Management and Security (IOTSMS),
Sharma, A., Hewege, C., & Perera, C. (2022). Violations of CSR practices in the Australian financial industry: How
is the decision-making power of Australian women implicated? Sustainability, 15(1), 777.

Sharma, G. P., Patel, D., Sachs, J., De Andrade, M., Farkas, J., Harmatos, J., Varga, B., Bernhard, H.-P., Muzaffar, R,
& Ahmed, M. (2023). Toward deterministic communications in 6G networks: State of the art, open challenges and
the way forward. IEEE access, 11, 106898-106923.

Shi, J., Pan, Z,, Jiang, L., Chen, P., An, C., & Mulatibieke, N. (2023). Research on a methodology for intelligent
seismic performance evaluation and optimization design of buildings based on IFC and ontology. Engineering
Structures, 288, 116213.

Shin, S., Hart, P., Jahns, T., & Zavala, V. M. (2019). A hierarchical optimization architecture for large-scale power
networks. IEEE Transactions on Control of Network Systems, 6(3), 1004-1014.

Shoflul Azam, T., & Md. Al Amin, K. (2024). Quantitative Study on Machine Learning-Based Industrial
Engineering Approaches For Reducing System Downtime In U.S. Manufacturing Plants. International Journal of
Scientific Interdisciplinary Research, 5(2), 526-558. https:/ /doi.org/10.63125/kr9r1r90

Smith, M. T., Starke, M. R., Chinthavali, M., & Tolbert, L. M. (2019). Architecture for utility-scale multi-chemistry
battery energy storage. 2019 IEEE Energy Conversion Congress and Exposition (ECCE),

Starke, M., Munk, J., Zandi, H., Kuruganti, T., Buckberry, H., Hall, J., & Leverette, J. (2019). Agent-based system for
transactive control of smart residential neighborhoods. 2019 IEEE Power & Energy Society General Meeting
(PESGM),

Stavroulakis, G. E., Charalambidi, B. G., & Koutsianitis, P. (2022). Review of computational mechanics,
optimization, and machine learning tools for digital twins applied to infrastructures. Applied Sciences, 12(23), 11997.
Sun, X., Hy, C,, Lei, G., Guo, Y., & Zhu, J. (2019). State feedback control for a PM hub motor based on gray wolf
optimization algorithm. IEEE Transactions on Power Electronics, 35(1), 1136-1146.

Sundararajan, A., Khan, T., Moghadasi, A., & Sarwat, A. L. (2019). Survey on synchrophasor data quality and
cybersecurity challenges, and evaluation of their interdependencies. Journal of Modern Power Systems and Clean
Energy, 7(3), 449-467.

Suyatinov, S. (2019). Conceptual approach to building a digital twin of the production system. In Cyber-Physical
Systems: Advances in Design & Modelling (pp. 279-290). Springer.

Tao, F., Qi, Q., Wang, L., & Nee, A. (2019). Digital twins and cyber-physical systems toward smart manufacturing
and industry 4.0: Correlation and comparison. Engineering, 5(4), 653-661.

Thelen, A., Zhang, X., Fink, O., Lu, Y., Ghosh, S., Youn, B. D., Todd, M. D., Mahadevan, S., Hu, C., & Hu, Z. (2022).
A comprehensive review of digital twin—part 1: modeling and twinning enabling technologies. Structural and
Multidisciplinary Optimization, 65(12), 354.

Vatankhah Barenji, A., Liu, X., Guo, H., & Li, Z. (2021). A digital twin-driven approach towards smart
manufacturing: reduced energy consumption for a robotic cell. International Journal of Computer Integrated
Manufacturing, 34(7-8), 844-859.

Wang, C.-H., Lylina, N., Atteya, A., Hsieh, T.-Y., & Wunderlich, H.-J. (2021). Concurrent test of reconfigurable scan
networks for self-aware systems. 2021 IEEE 27th International Symposium on On-Line Testing and Robust System
Design (IOLTS),

Wang, F.-Y. (2020). Parallel economics: A new supply-demand philosophy via parallel organizations and parallel
management. IEEE Transactions on Computational Social Systems, 7(4), 840-848.

Wang, G,, Li, J., Wang, X,, Li, ], Yuan, Y., & Wang, F.-Y. (2022). Blockchain-based crypto management for reliable
real-time decision-making. IEEE Transactions on Computational Social Systems, 10(6), 3333-3342.

450


https://doi.org/10.63125/v7d6a941
https://doi.org/10.63125/a18zw719
https://doi.org/10.63125/65ebsn47
https://doi.org/10.63125/kr9r1r90

[128].

[129].

[130].
[131].

[132].

[133].

[134].

[135].
[136].
[137].
[138].
[139].

[140].

[141].

[142].

[143].

[144].

[145].

[146].

International Journal of Scientific Interdisciplinary Research, June 2025, 404-451

Wang, |, Jiang, C., Zhang, H., Ren, Y., Chen, K.-C., & Hanzo, L. (2020). Thirty years of machine learning: The road
to Pareto-optimal wireless networks. IEEE Communications Surveys & Tutorials, 22(3), 1472-1514.

Wang, S, Taha, A. F., Wang, ], Kvaternik, K., & Hahn, A. (2019). Energy crowdsourcing and peer-to-peer energy
trading in blockchain-enabled smart grids. IEEE Transactions on Systems, Man, and Cybernetics: Systems, 49(8), 1612-
1623.

Wang, Y., Su, Z., Guo, S, Dai, M., Luan, T. H., & Liu, Y. (2023). A survey on digital twins: Architecture, enabling
technologies, security and privacy, and future prospects. IEEE Internet of Things Journal, 10(17), 14965-14987.
Wang, Y., Wu, Y., Tang, Y., Li, Q., & He, H. (2023). Cooperative energy management and eco-driving of plug-in
hybrid electric vehicle via multi-agent reinforcement learning. Applied Energy, 332, 120563.

Wang, Y., Zhu, S., Li, S., Yang, L., & De Schutter, B. (2022). Hierarchical model predictive control for on-line high-
speed railway delay management and train control in a dynamic operations environment. IEEE Transactions on
Control Systems Technology, 30(6), 2344-2359.

Xue, J., Shou, G,, Li, H., & Liu, Y. (2022). Enabling deterministic communications for end-to-end connectivity with
software-defined time-sensitive networking. IEEE Network, 36(2), 34-40.

Ye, L., Zhang, C., Tang, Y., Zhong, W., Zhao, Y., Lu, P,, Zhai, B., Lan, H., & Li, Z. (2019). Hierarchical model
predictive control strategy based on dynamic active power dispatch for wind power cluster integration. IEEE
Transactions on power systems, 34(6), 4617-4629.

Yildiz, E., Moller, C., & Bilberg, A. (2022). Conceptual foundations and extension of digital twin-based virtual
factory to virtual enterprise. The International Journal of Advanced Manufacturing Technology, 121(3), 2317-2333.

Yue, T., Arcaini, P., & Ali, S. (2020). Understanding digital twins for cyber-physical systems: A conceptual model.
International Symposium on Leveraging Applications of Formal Methods,

Zafar, U., Bayhan, S., & Sanfilippo, A. (2020). Home energy management system concepts, configurations, and
technologies for the smart grid. IEEE access, 8, 119271-119286.

Zai, W, He, Y., & Wang, H. (2023). Risk Prediction Method for Renewable Energy Investments Abroad Based on
Cloud-DBN. Sustainability, 15(14), 11297.

Zhang, H., Zhang, G., & Yan, Q. (2019). Digital twin-driven cyber-physical production system towards smart shop-
floor. Journal of Ambient Intelligence and Humanized Computing, 10(11), 4439-4453.

Zhang, K., Qu, T, Zhou, D,, Jiang, H., Lin, Y., Li, P., Guo, H,, Liu, Y., Li, C., & Huang, G. Q. (2020). Digital twin-
based opti-state control method for a synchronized production operation system. Robotics and computer-integrated
manufacturing, 63, 101892.

Zhang, K., Shi, Y., Karnouskos, S., Sauter, T., Fang, H., & Colombo, A. W. (2022). Advancements in industrial
cyber-physical systems: An overview and perspectives. IEEE Transactions on Industrial Informatics, 19(1), 716-729.
Zhang, Z., Qu, T., Zhao, K., Zhang, K., Zhang, Y., Liu, L., Wang, J., & Huang, G. Q. (2023). Optimization model and
strategy for dynamic material distribution scheduling based on digital twin: a step towards sustainable
manufacturing. Sustainability, 15(23), 16539.

Zhao, ]., Feng, H., Chen, Q., & De Soto, B. G. (2022). Developing a conceptual framework for the application of
digital twin technologies to revamp building operation and maintenance processes. Journal of Building Engineering,
49,104028.

Zulqarnain, F. N. U. (2022). Policy Optimization for Sustainable Energy Security: Data-Driven Comparative
Analysis Between The U.S. And South Asia. American Journal of Interdisciplinary Studies, 3(04), 294-331.

https:/ /doi.org/10.63125/ v4e4m413

Zulqgarnain, F. N. U., & Subrato, S. (2021). Modeling Clean-Energy Governance Through Data-Intensive Computing
And Smart Forecasting Systems. International Journal of Scientific Interdisciplinary Research, 2(2), 128-167.
https://doi.org/10.63125/wnd6qs51

Zulqgarnain, F. N. U., & Subrato, S. (2023). Intelligent Climate Risk Modeling For Robust Energy Resilience And
National Security. Journal of Sustainable Development and Policy, 2(04), 218-256. https:/ /doi.org/10.63125/jmer2r39

451


https://doi.org/10.63125/v4e4m413
https://doi.org/10.63125/wnd6qs51
https://doi.org/10.63125/jmer2r39

