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Abstract 
This study investigated the impact of data privacy and cybersecurity in accounting information systems (AIS) 
on financial transparency, emphasizing how integrated digital governance frameworks influence the accuracy, 
reliability, and accountability of financial reporting. As the reliance on technology in financial management 
grows, safeguarding data integrity and maintaining ethical information practices have become vital components 
of organizational governance. The research adopted a quantitative explanatory design, supported by an extensive 
review of 135 peer-reviewed studies published between 2010 and 2024, to establish both theoretical and empirical 
foundations for the analysis. The reviewed literature provided multidimensional perspectives from accounting, 
information systems, and governance disciplines, highlighting the progressive convergence of privacy 
compliance and cybersecurity control as determinants of transparent reporting. The empirical phase of the study 
utilized panel data from organizations disclosing digital governance information across a ten-year period, 
integrating both cross-sectional and longitudinal observations. Data privacy maturity was operationalized 
through structured privacy programs, designated data protection officers, and adherence to international 
compliance certifications, whereas cybersecurity maturity was measured through control frameworks, 
encryption standards, intrusion detection systems, and incident response readiness. Financial transparency was 
assessed using a composite index that included disclosure accuracy, reporting timeliness, audit reliability, and 
error frequency. The results revealed that both data privacy and cybersecurity maturity exerted significant 
positive effects on financial transparency, confirming that firms with advanced governance and protection 
mechanisms reported higher levels of accuracy and disclosure clarity. Moreover, the interaction between privacy 
and cybersecurity demonstrated a complementary effect, indicating that organizations achieving balance 
between ethical data stewardship and technical resilience attained superior transparency outcomes. The 
mediation analysis further showed that accounting information system control strength partially mediated these 
relationships, translating governance practices into tangible improvements in reporting integrity. Moderation 
effects indicated that firm size and regulatory intensity amplified these relationships, while technological 
complexity slightly weakened them. Collectively, the findings underscored that financial transparency in the 
digital era is not solely an accounting outcome but the result of comprehensive governance integration between 
data privacy, cybersecurity, and internal control systems.  
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INTRODUCTION 
Data privacy, cybersecurity, and accounting information systems represent interconnected dimensions 
of modern financial management, each contributing to the integrity, reliability, and transparency of 
organizational reporting (Wylde et al., 2022). Data privacy is fundamentally concerned with the lawful 
and ethical handling of sensitive and personal information, ensuring that data subjects retain control 
over how their information is collected, processed, stored, and disclosed. Cybersecurity refers to the 
technical, procedural, and organizational safeguards designed to prevent unauthorized access, 
disclosure, alteration, and destruction of information resources. Accounting information systems 
integrate these principles within the framework of financial data collection, processing, and 
dissemination, serving as the technological infrastructure through which economic events are 
transformed into formal financial statements (Sule et al., 2021). Financial transparency, in this context, 
denotes the degree to which financial information is accessible, accurate, verifiable, and timely, 
enabling stakeholders to make informed judgments about an organization’s performance and 
governance. The relationship among these constructs is symbiotic: privacy and security controls within 
AIS serve as the mechanisms that protect the integrity of the data that underpin transparent reporting. 
When an organization embeds privacy and cybersecurity principles into its AIS architecture, it 
strengthens the auditability, traceability, and accountability of financial transactions. Conversely, 
weaknesses in privacy protection or system security create conditions where data breaches, 
manipulation, or misrepresentation may obscure the real state of financial affairs. This conceptual 
foundation positions the study within a framework that views data protection and security not merely 
as compliance functions but as integral determinants of financial transparency (Alkan, 2022). 
The global relevance of data privacy and cybersecurity in accounting information systems arises from 
the increasing digitalization and internationalization of business activities (Jarjoui & Murimi, 2021). As 
organizations operate across jurisdictions, financial data traverse multiple legal and technical 
environments, each governed by distinct privacy and cybersecurity regulations. The rise of 
comprehensive privacy regimes in various regions has compelled organizations to redesign AIS 
frameworks to align with diverse regulatory requirements. Similarly, cybersecurity mandates issued 
by financial regulators, stock exchanges, and audit oversight bodies emphasize the necessity of 
safeguarding financial systems against breaches, ransomware, and internal manipulation. In 
multinational contexts, differences in enforcement intensity, cultural attitudes toward privacy, and 
technological maturity lead to heterogeneous levels of compliance and reporting quality (Boiko et al., 
2019). Financial transparency becomes an international concern because stakeholders—including 
investors, creditors, regulators, and the public—rely on the comparability of financial disclosures across 
markets. A breach or data misuse incident in one jurisdiction can immediately erode confidence 
globally due to interconnected markets and digital platforms. Furthermore, the cross-border nature of 
cloud computing and enterprise resource planning systems introduces complex accountability chains 
where third-party vendors, subcontractors, and data processors each play a role in preserving privacy 
and security (Gu et al., 2020). Therefore, the study of data privacy and cybersecurity within AIS 
transcends local compliance to encompass international governance, risk management, and assurance 
structures that collectively define how transparency is sustained in a globalized economy. 
Understanding how data privacy and cybersecurity influence financial transparency within AIS can be 
framed through several theoretical perspectives (Ylönen et al., 2022). From an agency theory viewpoint, 
robust privacy and security measures reduce information asymmetry between managers and 
stakeholders by ensuring that reported information accurately reflects underlying financial realities. 
Information systems theory explains how control mechanisms embedded within AIS—such as access 
controls, encryption, and audit trails—serve as technical enablers of trustworthy data flows. 
Institutional theory provides insight into how regulatory environments, professional norms, and peer 
practices shape the adoption of privacy and security standards within organizations, leading to varying 
levels of transparency across industries and countries (Doynikova et al., 2020). Stakeholder theory 
expands this relationship by emphasizing that transparent financial reporting is both a fiduciary 
responsibility and an ethical obligation to protect the interests of diverse groups affected by corporate 
performance. A socio-technical lens reveals that effective privacy and cybersecurity controls depend 
not only on technology but also on human behavior, governance culture, and procedural discipline 
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(Strielkina et al., 2018). Collectively, these perspectives highlight that data privacy and cybersecurity 
are not exogenous factors but integral components of the control environment that sustain financial 
reporting integrity. The theoretical integration of these frameworks allows for the development of 
measurable constructs—such as security maturity, privacy governance, and control effectiveness—that 
can be empirically linked to transparency indicators in a quantitative study. 
 

Figure 1: Privacy-Preserving Federated Learning Framework 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Within accounting information systems, the mechanisms through which privacy and cybersecurity 
influence transparency can be traced to specific control processes and technological safeguards. 
Encryption protocols protect financial data at rest and in transit, ensuring that unauthorized parties 
cannot alter or intercept sensitive records (Kavallieratos & Katsikas, 2020; Sanjid & Farabe, 2021). 
Access management systems enforce the principle of least privilege, granting users only the 
permissions necessary to perform their duties, thereby reducing opportunities for manipulation or 
fraud. Audit trails document every modification to data entries, allowing auditors and regulators to 
reconstruct the sequence of transactions with precision (Zaman & Momena, 2021). Privacy-by-design 
approaches embed consent management, data minimization, and purpose limitation principles into the 
AIS workflow, preventing unnecessary exposure of sensitive information (Lezzi et al., 2018; Rony, 
2021). Incident response frameworks ensure that breaches are identified, reported, and mitigated 
promptly, minimizing their impact on reporting accuracy. Conversely, inadequate privacy controls can 
constrain the availability of granular data for analysis, potentially reducing the detail or frequency of 
disclosures (Sudipto & Mesbaul, 2021). The dynamic interaction between protective measures and 
information openness determines how effectively an organization balances security with transparency 
(Zaki, 2021). These operational mechanisms form the empirical basis for examining the extent to which 
privacy and cybersecurity practices correlate with observable transparency outcomes such as reporting 
timeliness, disclosure completeness, and audit quality (Hozyfa, 2022; Tamburri, 2020). 
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Figure 2: Data Privacy Cybersecurity Accounting Transparency Framework 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
A quantitative investigation of the relationship between data privacy, cybersecurity, and financial 
transparency requires the operationalization of each construct through reliable and observable 
indicators. Privacy governance can be measured through the presence of formal data protection 
policies, designated officers, and compliance certifications (Barboni et al., 2020; Arman & Kamrul, 2022; 
Mohaiminul & Muzahidul, 2022). Cybersecurity posture can be quantified using metrics such as the 
frequency of security incidents, the adoption of security frameworks, penetration testing regularity, 
and time-to-detection indicators. Financial transparency, in turn, may be operationalized through 
variables like the accuracy of reported figures, restatement frequency, disclosure depth, reporting lag, 
and auditor opinions (Omar & Ibne, 2022; Sanjid & Zayadul, 2022). The inclusion of firm-level 
controls—such as size, industry, leverage, and governance quality—ensures that the analysis isolates 
the effect of privacy and security from confounding factors. Cross-sectional and panel data models can 
be employed to estimate these relationships over time, allowing for the identification of both short-
term and long-term effects (Marali et al., 2019; Hasan, 2022; Mominul et al., 2022). Statistical techniques 
such as regression, structural equation modeling, or multilevel analysis can quantify the strength and 
direction of these associations. Furthermore, jurisdictional variation in privacy laws and cybersecurity 
standards can serve as a natural experimental condition for comparative analysis. Through such 
quantitative methods, the study can empirically validate theoretical expectations and provide 
measurable evidence linking privacy and cybersecurity practices to financial transparency outcomes 
(Liu et al., 2020; Rabiul & Praveen, 2022; Farabe, 2022). 
Empirical patterns emerging from organizational research suggest that firms with mature information 
security and privacy programs tend to exhibit higher-quality financial reporting and fewer instances 
of restatement or fraud (Pankaz Roy, 2022; Rahman & Abdul, 2022; Wang & Govindarasu, 2020). A 
strong control environment minimizes the probability of unauthorized data manipulation, reduces 
reporting errors, and enhances stakeholder confidence in disclosed financial information. 
Organizations that experience data breaches or control failures often face delays in financial reporting, 
increased audit scrutiny, and reputational damage that undermines transparency. Conversely, those 
that invest in comprehensive privacy management and cybersecurity frameworks demonstrate 
resilience and stability in financial disclosure processes (Cao et al., 2018; Razia, 2022; Syed Zaki, 2022). 
The integration of privacy and security into internal control systems not only strengthens data integrity 
but also improves the efficiency of external audits by facilitating traceable evidence and reliable 
documentation. The link between security culture and transparency is also observable at the behavioral 
level, where employee awareness, ethical leadership, and compliance orientation determine the 
effectiveness of technical safeguards. Therefore, the empirical relationship between privacy, 
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cybersecurity, and transparency is multidimensional, encompassing both technical infrastructure and 
human governance factors that can be captured through quantitative measurement (Arif Uz & Elmoon, 
2023; Sani et al., 2019; Kanti & Shaikat, 2022). 
The interaction between data privacy, cybersecurity, and financial transparency extends beyond 
organizational boundaries into the broader financial governance ecosystem (Hassan et al., 2022; Sanjid, 
2023; Sanjid & Sudipto, 2023). Regulatory agencies, audit firms, investors, and technology providers 
form an interconnected network that collectively determines the transparency standards of financial 
markets. Privacy and security controls within AIS influence not only internal operations but also 
external assurance processes, as auditors rely on secure data environments to perform independent 
verification (Tarek, 2023; Shahrin & Samia, 2023). Cloud-based accounting platforms and shared service 
centers introduce new dependencies that require continuous monitoring and third-party risk 
management to ensure that data integrity is maintained across the supply chain (Mora et al., 2018; 
Muhammad & Redwanul, 2023; Muhammad & Redwanul, 2023). The increasing convergence of digital 
governance and financial accountability means that cybersecurity incidents and privacy violations are 
now directly perceived as indicators of control weakness, affecting investor perception and market 
confidence (Razia, 2023; Srinivas & Manish, 2023). As financial reporting evolves toward real-time and 
data-driven formats, the reliability of these systems hinges on the robustness of privacy and security 
measures. Within this governance framework, the quantitative analysis of privacy and cybersecurity 
impacts on transparency offers a structured means of understanding how technological and 
organizational resilience translate into financial accountability (Sudipto, 2023; Zayadul, 2023). This 
integration highlights the essential role of secure and ethically managed accounting information 
systems as pillars of trust in the modern financial economy (Adamsky et al., 2018; Mesbaul, 2024; Tarek 
& Kamrul, 2024). 
The primary objective of the study titled “Impact of Data Privacy and Cybersecurity in Accounting 
Information Systems on Financial Transparency” is to empirically evaluate how the integration and 
maturity of data privacy and cybersecurity controls within accounting information systems influence 
the quality, reliability, and transparency of financial reporting. The study aims to establish measurable 
relationships between the effectiveness of privacy governance mechanisms—such as data 
minimization, access restriction, and information protection policies—and the extent of financial 
transparency as reflected in reporting accuracy, disclosure completeness, and audit verifiability. It 
seeks to determine whether organizations with strong cybersecurity architectures, including 
encryption, intrusion detection, and incident response capabilities, demonstrate higher levels of 
financial integrity and reduced risk of misstatement or fraud. By developing quantitative indicators for 
privacy and security performance within AIS, the study intends to test hypotheses regarding their 
direct and indirect effects on financial transparency across various organizational and jurisdictional 
contexts. Another core objective is to analyze how regulatory environments and compliance maturity 
mediate this relationship, recognizing that differences in legal frameworks and enforcement intensity 
may cause variations in outcomes among firms operating internationally. The research further seeks to 
identify which specific cybersecurity and privacy practices contribute most significantly to enhancing 
the transparency and accountability of financial information, thereby supporting better governance and 
stakeholder confidence. Through statistical modeling and comparative analysis, the study aims to 
produce empirical evidence that clarifies the role of information security and privacy management as 
determinants of transparent financial communication. Ultimately, the objective is to contribute a 
structured and evidence-based understanding of how technological safeguards and ethical data 
governance within AIS can strengthen the integrity of financial ecosystems, enabling organizations to 
balance regulatory compliance, operational efficiency, and public trust in an increasingly data-driven 
global economy. 
LITERATURE REVIEW 
The evolution of accounting information systems (AIS) in the digital age has redefined how 
organizations collect, process, and disclose financial information (Palusuk et al., 2019). As financial data 
increasingly reside in interconnected digital environments, the protection of that data has become 
essential for ensuring the credibility and transparency of financial reporting. Data privacy and 
cybersecurity have emerged as twin pillars of trustworthy information systems, safeguarding sensitive 
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accounting records from unauthorized access, manipulation, and misuse. The literature surrounding 
these domains reveals that while technological advancement enhances efficiency and accessibility, it 
simultaneously introduces vulnerabilities that threaten financial integrity. Data privacy emphasizes 
lawful and ethical data management, whereas cybersecurity focuses on securing systems against 
external and internal threats (Abdul, 2025; Choudrie et al., 2018; Sudipto & Hasan, 2024). When 
integrated into AIS, both constructs influence the quality, accuracy, and openness of financial 
information, directly impacting stakeholder confidence and organizational accountability. Within the 
global business environment, data protection laws, cybersecurity standards, and corporate governance 
frameworks shape how firms design and operate their accounting systems (Hozyfa, 2025; Khairul 
Alam, 2025). Scholars have highlighted that financial transparency is not only a function of managerial 
integrity or accounting policy but also a consequence of digital risk management practices embedded 
within technological infrastructures (Dewnarain et al., 2019; Masud, 2025; Arman, 2025). As digital 
transformation intensifies, empirical studies increasingly link the maturity of data governance and 
information security with measurable transparency outcomes, such as reporting accuracy, disclosure 
timeliness, and audit reliability. Despite abundant conceptual discussion, quantitative synthesis is still 
limited regarding how specific privacy and security measures affect transparency metrics across 
industries and jurisdictions. Therefore, this literature review aims to organize existing empirical 
evidence, identify theoretical linkages, and develop an analytical framework that connects data 
privacy, cybersecurity, and financial transparency within the AIS domain. The review proceeds by 
outlining thematic areas, methodological findings, and research gaps that justify the present 
quantitative investigation (Klaic et al., 2022). 
Key Constructs of Information Systems (AIS)  
Accounting Information Systems (AIS) serve as the technological and procedural backbone for 
managing and transforming financial data into actionable information. Defined as an integrated 
framework that collects, processes, and reports financial and managerial data, AIS bridges operational 
events and strategic decision-making (Jaiswal & Kant, 2018; Mohaiminul, 2025; Mominul, 2025). Its 
scope extends beyond traditional accounting, encompassing data flows from procurement, production, 
human resources, and customer management into a unified digital platform that supports enterprise-
wide accountability. Core functions of AIS include the systematic input of data from various 
operational sources, the processing and classification of transactions through automated algorithms, 
the maintenance of control activities that ensure accuracy, and the generation of structured financial 
reports for internal and external stakeholders (Hasan, 2025; Milon, 2025). Modern AIS are embedded 
within enterprise resource planning (ERP) environments that interconnect multiple modules, 
facilitating real-time monitoring, reconciliation, and audit readiness (Farabe, 2025; Tarek & Ishtiaque, 
2025; Palmatier et al., 2018). The integration of these systems has increased efficiency while reducing 
redundancy and human error in data handling. At the same time, the automation of reporting processes 
has amplified the dependence of financial transparency on the system’s reliability and integrity 
(Momena, 2025; Muhammad, 2025). Effective AIS design embeds internal controls such as 
authorization verification, segregation of duties, and automated reconciliations, which serve as the first 
line of defense against misstatements or fraud. The reliability of these systems, therefore, directly 
determines the accuracy and trustworthiness of financial information used by managers, auditors, 
regulators, and investors (Alqahtani & Uslay, 2020; Roy, 2025; Rahman, 2025). As the digital 
transformation of accounting accelerates, the role of AIS evolves from mere transaction recording to a 
strategic enabler of corporate accountability, transparency, and governance consistency. 
Data privacy within accounting information systems represents a governance principle that ensures 
the ethical and lawful management of sensitive data, particularly personal, financial, and proprietary 
information (Catalano et al., 2019; Rakibul, 2025; Rebeka, 2025). Privacy governance is built upon 
principles of consent, purpose limitation, data minimization, and retention control, all of which guide 
how organizations collect, use, store, and share information. In the AIS context, privacy mechanisms 
protect employee payroll records, client transactions, supplier invoices, and managerial 
communications from unauthorized exposure. Privacy maturity is reflected through the establishment 
of data protection officers, formal data protection impact assessments, and adherence to compliance 
standards that demonstrate accountability and transparency in data handling. These structures are not 



International Journal of Scientific Interdisciplinary Research, September 2025, 254– 292 

260 
 

merely regulatory obligations; they form part of a broader corporate governance ecosystem that 
reinforces integrity and stakeholder trust (Roeck & Maon, 2018; Reduanul, 2025; Rony, 2025). Within 
accounting systems, the integration of privacy-by-design ensures that data collection processes align 
with legal and ethical expectations before system deployment. Access to financial information is often 
role-based, meaning that employees and auditors can only view or modify data relevant to their 
functions, minimizing the risk of internal misuse (Saba, 2025; Alom et al., 2025). Furthermore, the 
principle of retention control ensures that data are stored only as long as necessary for legal and 
operational purposes, reducing risks associated with data breaches or unauthorized secondary use 
(Kwon & Kim, 2020; Praveen, 2025; Shaikat, 2025). As organizations increasingly rely on cloud-based 
AIS platforms, privacy protection becomes both a technical and managerial concern requiring 
continuous oversight. The effectiveness of privacy governance determines not only compliance 
outcomes but also the perceived legitimacy of financial disclosures, given that unauthorized leaks or 
data misuse can undermine confidence in the credibility of reported financial information (Kanti, 2025; 
Zayadul, 2025). 
 

Figure 3: Accounting Information Systems Security Framework 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Cybersecurity operates as the technical pillar of protection within accounting information systems, 
maintaining the confidentiality, integrity, and availability of financial data (Turner et al., 2018). These 
three principles form the foundation of information security and collectively define system resilience 
against internal and external threats. Within the AIS environment, cybersecurity mechanisms 
encompass encryption protocols that safeguard stored and transmitted data, multi-factor 
authentication systems that restrict unauthorized access, intrusion detection technologies that identify 
abnormal network behavior, and  audit logging processes that record every system interaction for 
verification purposes. These mechanisms collectively ensure that the financial information stored in 
digital ledgers remains accurate, complete, and tamper-resistant. Cybersecurity maturity can be 
assessed through the implementation of control frameworks, such as security management systems, 
and through metrics including incident frequency, detection response time, and recovery efficiency 
(Alcayaga et al., 2019). Organizations with advanced cybersecurity practices tend to exhibit higher 
levels of reporting reliability, as secured systems reduce the likelihood of unauthorized changes to 
transactional data or financial statements. Furthermore, cybersecurity strengthens the audit trail 
integrity, ensuring that any modification in accounting entries can be traced back to its origin with 
time-stamped documentation. The intersection between cybersecurity and AIS is therefore crucial: 
while AIS provides the platform for data processing, cybersecurity ensures the platform’s integrity 
against evolving threats. Financial data breaches not only result in financial loss but also damage 
reputational trust, influencing investor perception and the credibility of disclosed financial information 
(Shams et al., 2021). Therefore, cybersecurity is not merely an IT concern but a central determinant of 
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transparency and accountability in modern accounting systems, linking technological stability to 
financial reliability. 
Financial transparency is the measurable outcome of well-governed accounting information systems, 
effective data privacy management, and robust cybersecurity. It refers to the clarity, completeness, and 
reliability of financial information made available to internal and external stakeholders (Singh et al., 
2019). Transparent reporting enables investors, regulators, and the public to assess an organization’s 
true financial condition and governance performance. The dimensions of transparency—accuracy, 
timeliness, clarity, and audit verifiability—reflect the operational and ethical quality of an 
organization’s reporting process. Quantitatively, transparency can be evaluated through reporting lag, 
error frequency, the incidence of restatements, and the comprehensiveness of disclosures in financial 
statements. These indicators reveal the strength of internal controls and the consistency of managerial 
accountability (Potschin-Young et al., 2018). Within a digital accounting environment, transparency 
also depends on how data privacy and cybersecurity are embedded within AIS. A system that 
effectively secures sensitive information while maintaining openness in reporting builds stakeholder 
confidence, whereas weaknesses in privacy or system protection can compromise trust. When 
information is accurate, promptly disclosed, and verifiable through secure audit trails, it signifies the 
organization’s commitment to governance integrity. Conversely, incomplete or delayed reporting often 
signals underlying control deficiencies. Thus, financial transparency emerges as the product of 
technical, ethical, and procedural discipline—an outcome where accounting systems function not 
merely as data processors but as guarantors of trust (Kahu & Nelson, 2018). In an environment 
characterized by digital interdependence and stakeholder scrutiny, financial transparency embodies 
the alignment of secure information management with responsible corporate reporting, completing the 
conceptual framework linking data privacy and cybersecurity to accountability outcomes. 
Theoretical Foundations Linking the Constructs 
Agency theory provides a foundational explanation of how data privacy and cybersecurity within 
accounting information systems can enhance financial transparency by reducing information 
asymmetry between management and stakeholders (Tamvada, 2020). The theory assumes that 
managers, as agents, have access to private information that principals, such as investors or regulators, 
cannot easily verify. Within this framework, information systems act as monitoring mechanisms that 
constrain opportunistic behavior by ensuring accurate, timely, and verifiable disclosures. When an 
organization implements strong cybersecurity and privacy controls within its accounting systems, it 
effectively increases the cost of data manipulation and reduces the scope for concealing adverse 
information. Secure digital audit trails, for example, make it more difficult to alter transactions post-
entry, thereby aligning managerial behavior with the expectations of investors (Karunamuni & 
Weerasekera, 2019). Data privacy policies similarly contribute to this alignment by enforcing 
boundaries on data usage, reducing unauthorized access to sensitive information, and maintaining 
confidentiality over financial records. A well-designed AIS incorporating access restriction, encryption, 
and traceable logging diminishes managerial discretion over information, ensuring that financial 
statements reflect true performance rather than personal or organizational bias. In this sense, privacy 
and cybersecurity serve as technological complements to traditional governance mechanisms such as 
audits, board oversight, and internal controls. By minimizing the likelihood of fraud and enhancing 
reliability in reporting, these systems strengthen investor confidence and promote capital market 
efficiency. Therefore, agency theory supports the argument that investments in privacy and 
cybersecurity infrastructure within AIS directly contribute to improved transparency, accountability, 
and corporate trustworthiness (Kostova et al., 2020). 
Information systems theory explains the structural and operational role of system reliability, accuracy, 
and integrity in maintaining transparent financial reporting (Wu et al., 2020). Within this framework, 
the accounting information system is viewed as a socio-technical construct composed of hardware, 
software, procedures, and human input designed to transform raw data into meaningful information. 
The integrity of system outputs, including financial statements, depends on the robustness of input 
controls, processing mechanisms, and data protection measures. Cybersecurity and data privacy play 
critical roles in preserving this integrity. System integrity ensures that financial data remain complete, 
consistent, and unaltered from the point of origin to their presentation in reports. Failures in 
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cybersecurity—such as malware intrusion, unauthorized database modification, or identity theft—can 
compromise these properties, leading to distorted accounting data flows and unreliable disclosures 
(Buer et al., 2018). Data privacy governance, on the other hand, ensures that information is collected 
and processed ethically, avoiding the misuse of confidential data that could erode organizational 
credibility. Within information systems theory, transparency emerges as a dependent outcome of 
reliable information processing: when data are processed under secured and verified conditions, 
stakeholders can trust the validity of financial information. Conversely, when security or privacy 
controls are weak, the entire data lifecycle becomes vulnerable to errors, manipulation, and breaches, 
eroding the integrity of the system and the quality of reporting (Duchek et al., 2020). Thus, the reliability 
of the AIS depends on how effectively it integrates security frameworks with accounting processes to 
ensure that financial information flows remain transparent, accurate, and verifiable. 
 

Figure 4: Engineering Knowledge Development Framework Diagram 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Institutional and stakeholder theories together offer a broader understanding of how social, regulatory, 
and ethical pressures influence the integration of data privacy and cybersecurity within accounting 
information systems. Institutional theory posits that organizations operate within environments 
shaped by coercive pressures from regulations, normative pressures from professional bodies, and 
mimetic pressures from peer organizations (Bauer & Scheim, 2019). In this context, compliance with 
privacy and security standards is not merely a technical necessity but a legitimacy strategy. Firms adopt 
established frameworks and best practices to align with societal expectations, regulatory demands, and 
professional norms that define responsible corporate behavior. Stakeholder theory complements this 
by emphasizing that organizations are accountable to a wide array of constituencies—including 
investors, employees, customers, regulators, and the general public—who expect transparent, ethical, 
and secure management of financial information. Transparency thus becomes an institutional response 
to these expectations, functioning as a social mechanism that signals integrity and accountability 
(Pande & Bharathi, 2020). Organizations that fail to protect financial data through effective privacy and 
cybersecurity measures risk reputational damage, legal penalties, and loss of stakeholder trust. 
Conversely, firms that demonstrate visible commitment to data protection and cyber resilience 
strengthen their legitimacy in the eyes of external parties. Within this theoretical lens, accounting 
information systems are both products of institutional conformity and vehicles for sustaining 
legitimacy through transparent reporting. Privacy certifications, cybersecurity audits, and public 
disclosure of data protection practices serve as tangible indicators of institutional alignment and 
stakeholder sensitivity, linking governance compliance directly with perceived transparency and 
ethical stewardship (Blanka, 2019). 
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The socio-technical systems perspective emphasizes that the success of accounting information systems 
in achieving financial transparency depends on the interaction between technological controls and 
human behavior (Gieure et al., 2020). From this viewpoint, data privacy and cybersecurity are not 
purely technical challenges but organizational practices embedded within a broader system of policies, 
training, and culture. The socio-technical approach recognizes that even the most sophisticated security 
mechanisms can fail if users do not comply with established protocols or if organizational incentives 
undermine responsible data handling (Shibin et al., 2018). Transparency, therefore, arises from a 
balanced alignment between accessibility and restriction—ensuring that authorized users can retrieve 
and analyze financial information efficiently while preventing unauthorized access or misuse. 
Organizational policies, user competence, and ethical orientation all shape how AIS technologies 
function in practice. Training programs that raise awareness of privacy obligations and cybersecurity 
responsibilities strengthen the reliability of system use, reducing errors and insider threats. Meanwhile, 
the technological dimension—encryption, intrusion detection, and access monitoring—supports these 
human efforts by providing automated verification and early warning against anomalies (Link, 2020). 
The socio-technical framework highlights that sustainable transparency is achieved only when both 
human and technological subsystems operate in harmony. This balance ensures that the flow of 
financial information remains both open and secure, promoting organizational learning, trust, and 
accountability. In this sense, the socio-technical systems perspective integrates privacy, cybersecurity, 
and transparency into a holistic model of governance where people, processes, and technology 
collectively determine the quality of financial reporting and the credibility of corporate communication 
(Singh & Misra, 2021). 
Data Privacy and AIS 
Empirical research on data privacy compliance within accounting information systems reveals a strong 
relationship between structured privacy governance and the improvement of financial reporting 
quality (Willows et al., 2022). Studies examining organizations that adopt formal data protection 
frameworks consistently indicate fewer reporting errors, greater disclosure clarity, and enhanced 
reliability in audit outcomes. Privacy compliance, when embedded into AIS through standardized 
policies and automated data protection protocols, reduces inconsistencies in data handling that often 
lead to misstatements or omissions. This relationship is particularly evident in organizations operating 
in data-intensive industries, where privacy adherence translates into stronger record management 
discipline. Firms that maintain comprehensive documentation of data flows, conduct regular privacy 
impact assessments, and restrict unauthorized access tend to demonstrate higher reporting precision 
and internal control quality (Balick & Cox, 2020). Quantitative analyses have shown that enterprises 
with mature privacy frameworks are less likely to experience financial restatements or late filings, 
suggesting a direct link between privacy governance and reporting accuracy. Furthermore, 
organizations operating under stricter regulatory regimes exhibit more consistent transparency metrics 
compared to those under lenient privacy conditions. Cross-country comparisons reveal that firms in 
jurisdictions with rigorous privacy laws tend to display higher levels of disclosure completeness and 
internal verification. This difference underscores the influence of institutional pressure and 
enforcement mechanisms on the effectiveness of AIS privacy integration. In essence, privacy 
compliance operates as both a regulatory and managerial function that aligns data protection practices 
with financial reporting integrity, reinforcing stakeholder confidence through reliable and verifiable 
disclosures (Theriault & Mowatt, 2022). 
Empirical investigations comparing privacy practices across national and regulatory contexts 
demonstrate that the stringency of privacy laws and enforcement mechanisms significantly shapes 
financial transparency outcomes (Wang et al., 2022). In countries with comprehensive data protection 
regulations, such as those with advanced privacy legislation and strict compliance monitoring, firms 
tend to integrate privacy management systems more deeply into their accounting infrastructure. These 
organizations maintain more consistent audit trails, implement advanced encryption mechanisms, and 
formalize user access protocols that collectively reduce data manipulation risks. In contrast, firms 
operating in jurisdictions with weaker privacy frameworks often exhibit greater variability in 
disclosure reliability and reporting quality (Wagner et al., 2020). The disparity arises because regulatory 
enforcement creates tangible incentives for firms to institutionalize privacy governance as part of their 
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control environment. Quantitative studies have identified positive correlations between privacy law 
enforcement intensity and lower rates of financial irregularities. Furthermore, the global nature of 
modern enterprise systems means that multinational firms must reconcile varying privacy 
requirements across regions. This harmonization process fosters the development of standardized AIS 
privacy controls that promote internal consistency and accountability (Fukuda et al., 2021). In effect, 
cross-national research illustrates that privacy regulations act as external stimuli influencing corporate 
behavior and the quality of financial communication. The empirical evidence consistently suggests that 
stringent data protection environments foster more reliable, transparent, and auditable financial 
reporting by compelling organizations to integrate privacy as a governance mechanism rather than as 
an administrative obligation (Zhu et al., 2021). 

 
Figure 5: Integrated UAV Communication Network Framework 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Empirical studies focusing on privacy risk management emphasize its role in safeguarding data 
integrity within accounting information systems (Zhan et al., 2021). Privacy risk management 
encompasses the identification, assessment, and mitigation of vulnerabilities related to personal and 
financial data within organizational databases. Quantitative research has demonstrated that firms with 
established privacy risk management frameworks experience fewer instances of data inconsistency, 
record duplication, and reporting misalignment. These outcomes stem from structured privacy controls 
that enforce data accuracy throughout the transaction lifecycle. In sectors characterized by high 
regulatory scrutiny, such as banking, insurance, and healthcare, privacy management has become a 
critical determinant of data integrity and reporting credibility. Institutions in these industries often 
employ advanced privacy technologies—such as automated redaction, secure data storage, and access 
segmentation—to comply with legal requirements while maintaining reliable financial records (Jiang 
et al., 2018). Evidence suggests that organizations with mature privacy risk controls can reconcile 
transactions more efficiently, detect anomalies earlier, and produce financial statements that better 
reflect operational realities. This efficiency translates into reduced audit complexity and lower error 
rates. Moreover, privacy risk management fosters accountability across data handlers, ensuring that 
each level of processing adheres to predefined ethical and technical standards. Empirical analysis 
supports the view that data integrity, sustained through rigorous privacy management, is a 
fundamental precursor to financial transparency. When privacy risks are systematically managed, the 
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accuracy and credibility of accounting outputs improve, reinforcing the trustworthiness of the entire 
reporting system (Jin et al., 2018). 
Cybersecurity and AIS 
Empirical analyses of cybersecurity breaches reveal measurable effects on the quality, timeliness, and 
reliability of financial reporting (Khandker et al., 2022). When cyber incidents occur, they often disrupt 
the integrity of accounting information systems by corrupting or restricting access to financial data, 
delaying reporting cycles, and increasing the likelihood of material misstatements. Quantitative 
findings across multiple studies show that firms experiencing breaches frequently report longer audit 
completion times, increased external audit fees, and a higher probability of restatements in subsequent 
financial periods. These effects occur because cyberattacks compromise internal control mechanisms, 
forcing management and auditors to implement extensive data verification and remediation 
procedures before disclosures can be finalized. The resulting delays signal potential weaknesses in 
governance structures and elevate perceived risk among investors and regulators (Alles, 2018). 
Moreover, market-based studies demonstrate that cybersecurity breaches are associated with 
heightened stock price volatility, reflecting investors’ immediate reaction to potential losses, legal 
liabilities, and reputational damage. The financial market’s response to such incidents also underscores 
how cybersecurity failures undermine confidence in corporate reporting transparency (Chowdhury et 
al., 2019). Breach disclosures are interpreted as evidence of managerial oversight deficiencies, 
prompting stricter external scrutiny and regulatory intervention. Organizations that lack robust 
incident detection and recovery capabilities often struggle to maintain continuity in their financial 
reporting, amplifying concerns about data reliability (Nespoli et al., 2021). These empirical 
relationships demonstrate that cybersecurity breaches have both direct operational impacts and 
indirect perceptual consequences, influencing how stakeholders evaluate organizational credibility. In 
this context, maintaining strong cybersecurity within AIS serves not only as a defensive measure but 
also as a strategic factor that preserves investor trust and ensures the continuity of transparent financial 
communication. 
 

Figure 6: Industrial Internet Network Security Framework 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Empirical research linking cybersecurity maturity with the strength of internal control systems 
underscores the interdependence between technological safeguards and financial transparency (Ben 
Farah et al., 2022). Cybersecurity maturity reflects an organization’s readiness to prevent, detect, and 
respond to cyber threats through structured governance, employee awareness, and advanced 
monitoring systems. Organizations with high cybersecurity maturity typically maintain documented 
control frameworks, conduct regular risk assessments, and integrate information security into strategic 
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planning. Quantitative evidence shows that these organizations exhibit stronger internal controls over 
financial reporting, fewer instances of material weaknesses, and higher audit confidence (Shoemaker 
et al., 2020). The use of standardized cybersecurity frameworks and certifications often corresponds 
with greater operational resilience and reduced incident frequency, leading to more consistent and 
timely disclosures. By contrast, firms with lower maturity levels face recurring control deficiencies, as 
fragmented security practices leave gaps in data validation and access monitoring. Empirical 
indicators—such as incident frequency, breach detection times, and audit remediation rates—serve as 
measurable proxies for evaluating the relationship between cybersecurity and control strength. 
Moreover, advanced organizations implement automated anomaly detection within AIS, enabling real-
time monitoring of transactions and early identification of irregularities, which enhances reporting 
integrity (Al-Sartawi et al., 2021). Quantitative analyses also reveal that internal control effectiveness 
mediates the relationship between cybersecurity practices and financial transparency outcomes. In 
other words, cybersecurity maturity indirectly influences transparency by strengthening control 
reliability and reducing reporting risk. The empirical patterns collectively affirm that cybersecurity is 
no longer a peripheral technical domain but a central determinant of control efficiency and financial 
credibility within modern accounting infrastructures (Wiafe et al., 2020). 
The integration of cybersecurity governance into accounting information systems represents an 
evolving area of empirical research that links executive oversight, board structures, and risk 
management committees to the transparency of financial reporting. Empirical evidence indicates that 
firms with board-level cybersecurity committees or chief information security officers involved in 
strategic decision-making demonstrate greater alignment between information protection and financial 
objectives (Abdullahi et al., 2022). This alignment is achieved through formal governance structures 
that embed cybersecurity performance into corporate accountability frameworks. Quantitative studies 
have shown that organizations with strong governance integration exhibit lower incidence of control 
failures, faster breach recovery times, and greater consistency in disclosure accuracy. The active 
involvement of top management in cybersecurity oversight ensures that resource allocation, policy 
enforcement, and risk prioritization reflect enterprise-wide objectives, including the integrity of 
financial reporting (Tripathi & Mukhopadhyay, 2020). Moreover, empirical analyses reveal that 
organizational culture plays a critical role in sustaining cybersecurity compliance. Firms that promote 
ethical awareness, continuous training, and risk consciousness across employees tend to maintain 
higher levels of system security and operational transparency. This behavioral dimension reinforces 
the technical safeguards embedded within AIS, creating a synergistic effect that supports trustworthy 
reporting. Research has also identified that firms with proactive cybersecurity governance experience 
positive investor perception and lower cost of capital, suggesting that market participants reward 
visible commitment to data integrity (Tusher et al., 2022). The incorporation of cybersecurity 
considerations into board risk assessments thus contributes not only to operational stability but also to 
stakeholder confidence. Collectively, these findings highlight that cybersecurity governance functions 
as a bridge between technology and ethics—where executive oversight, compliance culture, and 
technical proficiency converge to uphold financial transparency (Rosati et al., 2022). The empirical 
evidence therefore positions cybersecurity integration within AIS as an essential component of modern 
corporate governance that ensures data reliability, reporting credibility, and the sustained trust of 
financial markets. 
Data Privacy and Cybersecurity on Transparency 
Empirical discussions on the combined effects of data privacy and cybersecurity within accounting 
information systems reveal that these two constructs often operate as complementary mechanisms that 
reinforce one another in sustaining financial transparency (Wylde et al., 2022). When privacy and 
cybersecurity frameworks are jointly implemented, organizations benefit from an integrated 
governance environment that strengthens both ethical compliance and technical reliability. Privacy 
policies ensure that data handling remains lawful and transparent, while cybersecurity safeguards 
protect these data from unauthorized access or manipulation. Together, they form a dual-layered 
defense system that secures information integrity and ensures that financial disclosures reflect genuine 
corporate performance (Kuzior et al., 2022). Quantitative assessments show that firms integrating 
privacy compliance and cybersecurity certifications exhibit higher audit reliability, fewer data 
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inconsistencies, and greater disclosure clarity compared to those focusing on one aspect alone. The 
complementary relationship arises because privacy frameworks define what must be protected, while 
cybersecurity determines how that protection is achieved. When aligned within the AIS structure, these 
domains reduce opportunities for both accidental data exposure and deliberate fraud, thereby 
increasing the reliability of reported financial outcomes (Huda et al., 2022). However, some studies also 
highlight substitutive effects under specific conditions, where overemphasis on restrictive privacy 
policies may limit data accessibility and analytical flexibility, potentially constraining transparency. 
Conversely, excessive focus on cybersecurity may prioritize control and confidentiality at the expense 
of openness and timeliness. The balance between these domains determines whether they jointly 
enhance or inadvertently offset the goals of transparent reporting (Michael et al., 2019). Overall, the 
empirical evidence suggests that organizations achieving equilibrium—where privacy defines 
boundaries and cybersecurity enforces them—demonstrate superior financial reporting quality, audit 
assurance, and stakeholder trust. 
 

Figure 7: Biggest Data Security Risks Framework 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Quantitative research employing mediation and moderation analyses provides deeper insight into the 
mechanisms by which privacy and cybersecurity interact to influence transparency outcomes (Wachter, 
2018). Evidence suggests that data privacy compliance often mediates the relationship between 
cybersecurity maturity and financial reporting quality. In this context, cybersecurity provides the 
technical infrastructure for safeguarding information, while privacy compliance establishes the 
governance framework that legitimizes these protections. Together, they create a coherent system 
where secure, compliant data management leads to verifiable and transparent financial statements. 
Organizations with robust cybersecurity measures tend to collect and process data more reliably, but 
without structured privacy policies, these practices may lack accountability and traceability (Yang et 
al., 2019). Privacy frameworks, therefore, transform technical control into transparent governance by 
ensuring ethical use and documentation of data, which auditors and regulators can verify. Moderation 
models reveal that contextual factors—such as firm size, technological complexity, and regulatory 
intensity—significantly shape the magnitude of these relationships. Larger firms with advanced digital 
infrastructures and global operations face greater exposure to cyber threats and compliance scrutiny, 
making the synergy between privacy and security more critical. Conversely, smaller firms may 
experience resource constraints that limit simultaneous investment in both domains, weakening the 
combined effect on transparency (Reuter et al., 2022). Regulatory environments also moderate this 
relationship; in jurisdictions with stringent privacy and cybersecurity laws, firms tend to integrate both 
domains more effectively, leading to superior disclosure accuracy. Quantitative comparisons 
consistently show that organizations with balanced implementation of privacy and security controls 
experience fewer financial restatements, shorter reporting delays, and higher audit confidence levels. 
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These empirical findings underscore that privacy and cybersecurity function not as isolated systems 
but as interdependent variables whose combined impact is magnified under rigorous governance 
conditions (Sule et al., 2021). 
Insights and Measurement Patterns 
Quantitative research designs dominate the empirical exploration of data privacy, cybersecurity, and 
accounting information systems because they provide measurable, replicable, and statistically 
grounded evidence of causal or associative relationships (Abdullah et al., 2019). Commonly, regression-
based methods, panel data analysis, and structural equation modeling have been used to examine the 
complex linkages between information security variables and financial transparency outcomes. 
Regression analyses are often applied to evaluate the linear relationship between privacy governance 
maturity or cybersecurity strength and various financial reporting indicators such as disclosure 
accuracy, reporting lag, and audit reliability (Greff et al., 2019). Panel data designs extend this analysis 
across time, allowing researchers to account for firm-level heterogeneity, control for unobserved effects, 
and examine dynamic relationships. These longitudinal approaches are particularly useful for 
identifying how changes in regulatory environments, system upgrades, or breach events influence 
financial transparency over multiple reporting periods. Structural equation modeling provides an 
additional layer of sophistication by enabling researchers to test both direct and indirect relationships, 
particularly when constructs like internal control quality, system reliability, and transparency operate 
as latent variables (Collins et al., 2019). In these models, privacy and cybersecurity often function as 
exogenous predictors, while financial transparency indicators act as endogenous outcomes. 
Quantitative studies frequently operationalize independent variables such as data protection maturity, 
breach frequency, or system certification levels, while dependent variables encompass audit findings, 
restatement frequency, and disclosure timeliness. Control variables typically include firm size, 
leverage, governance quality, and industry classification to isolate the primary effects. Collectively, the 
literature demonstrates that quantitative methodologies have allowed for precise modeling of the 
interplay between technological control mechanisms and financial accountability, transforming 
privacy and cybersecurity from conceptual constructs into empirically measurable dimensions of 
organizational transparency (Duncan, 2018). 
Empirical studies investigating the relationship between data privacy, cybersecurity, and financial 
transparency rely on diverse data sources that combine accounting, auditing, and information systems 
datasets. Financial databases provide standardized information on reporting accuracy, audit opinions, 
and disclosure patterns across industries, forming the backbone for quantitative analyses (Fried et al., 
2022). Audit reports and financial statement footnotes serve as primary sources for identifying internal 
control weaknesses, restatement events, and auditor assessments of system reliability. In parallel, 
cybersecurity disclosures, corporate governance filings, and compliance certifications are used to 
construct indicators of security maturity and privacy governance. Some studies incorporate data from 
breach repositories, security audit reports, and system compliance databases to quantify the frequency, 
severity, and recovery performance of cyber incidents (Dris et al., 2018). Privacy maturity indicators 
are often drawn from the presence of formal privacy officers, data protection audits, or adherence to 
recognized data governance standards. To measure transparency, scholars develop composite indices 
that integrate reporting timeliness, accuracy, and completeness, sometimes weighted by disclosure 
quality metrics or text-based clarity assessments (Yuan et al., 2022). Control environment scores, 
reflecting internal audit effectiveness and system monitoring capability, are frequently used as 
intermediate variables connecting cybersecurity and financial reporting performance. In addition, 
organizations’ risk management disclosures, sustainability reports, and assurance statements provide 
auxiliary data on governance quality and information integrity. The integration of these multi-source 
indicators strengthens the reliability of quantitative findings by ensuring construct validity and 
mitigating measurement bias (Masoudi & Tan, 2019). Collectively, these data sources allow researchers 
to operationalize abstract concepts like privacy protection and cyber resilience into measurable 
parameters that can be statistically evaluated for their impact on financial transparency. 
Despite growing empirical attention, several methodological gaps persist in the quantitative study of 
data privacy and cybersecurity within accounting information systems. One significant limitation lies 
in the lack of cross-country comparability due to differences in data disclosure requirements, legal 
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frameworks, and enforcement intensity (Sarmento et al., 2018). As a result, findings derived from one 
jurisdiction may not be easily generalized to others, especially when privacy laws and cybersecurity 
obligations vary significantly. Another limitation involves the restricted time-series coverage of many 
studies, which often rely on short observation windows that fail to capture the long-term evolution of 
control systems or the cumulative effects of privacy regulation. Furthermore, endogeneity remains a 
persistent challenge in empirical modeling. It is often unclear whether stronger cybersecurity and 
privacy practices cause improved transparency or whether inherently transparent firms are more likely 
to invest in these systems (Suleman, 2018). Few studies employ advanced econometric methods—such 
as instrumental variable approaches or difference-in-differences frameworks—to address this reverse 
causality problem. Another notable gap is the absence of integrated analytical frameworks that 
simultaneously model data privacy, cybersecurity, and financial transparency as interdependent 
constructs. Most existing research examines these dimensions separately, neglecting the potential 
interaction effects that jointly influence financial outcomes (Capello & Lenzi, 2018). Moreover, 
standardized measures for cybersecurity maturity and privacy governance are still evolving, resulting 
in inconsistent variable definitions and reduced comparability across datasets. Finally, the limited 
availability of granular organizational data—particularly on system configurations and breach 
details—constrains the accuracy of quantitative estimation. Addressing these methodological gaps 
requires longitudinal datasets, harmonized indicators, and multi-level models capable of capturing the 
complexity of information governance in digital accounting ecosystems. The recognition of these 
limitations underscores the necessity for more robust quantitative designs capable of linking privacy 
and cybersecurity to transparency in empirically consistent and globally comparable ways (Khan et al., 
2022). 

Figure 8: Engineering Collaboration Contextual Differences Framework 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Gaps and Quantitative Justification 
Although extensive research has been conducted on data privacy, cybersecurity, and financial 
transparency individually, there remains a notable lack of quantitative integration connecting these 
domains within the framework of accounting information systems (Campbell et al., 2019). Most prior 
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investigations treat privacy and cybersecurity as distinct constructs, analyzing them separately without 
assessing their combined influence on financial reporting outcomes. This segmented approach limits 
the explanatory power of existing models and obscures the interdependencies between technical and 
governance dimensions of transparency. Empirical studies often emphasize privacy compliance or 
cybersecurity risk management in isolation, neglecting how these factors jointly shape audit reliability, 
disclosure accuracy, and stakeholder trust (Nyanchoka et al., 2019). Furthermore, the limited 
exploration of causal inference restricts the ability to draw robust conclusions regarding directionality. 
While cross-sectional analyses have provided valuable correlations, they fail to capture the temporal 
dynamics through which privacy policies and security infrastructure evolve alongside financial 
transparency. Very few studies employ longitudinal designs that trace changes in system governance 
or experimental methods that could establish causal pathways between control maturity and reporting 
integrity (Vasileiou et al., 2018). The absence of multi-dimensional frameworks integrating both privacy 
and cybersecurity as simultaneous predictors of transparency has created a fragmented understanding 
of information governance within AIS. Addressing this gap requires an analytical approach that 
captures both the protective and communicative functions of digital control systems, enabling a 
comprehensive assessment of how secure, ethical, and compliant information management contributes 
to transparent financial communication. Methodological inconsistencies further constrain empirical 
progress in this domain, particularly concerning how constructs such as transparency, privacy 
maturity, and cybersecurity resilience are operationalized (Czakon et al., 2020).  
 

Figure 9: Agentic Retrieval Augmented Generation Workflow 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Indicators of financial transparency vary widely across studies, ranging from textual disclosure metrics 
to audit delay measures, without a unified standard for quantifying reporting clarity and reliability. 
Similarly, privacy maturity is defined inconsistently—sometimes as the presence of compliance 
certifications, other times as qualitative assessments of policy completeness or employee awareness. 
These discrepancies hinder cross-study comparability and obscure the strength of observed 
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relationships. Cybersecurity resilience is likewise underreported, with limited availability of 
standardized indices capturing incident frequency, detection time, recovery performance, and system 
uptime. The absence of harmonized measurement frameworks restricts researchers’ ability to test 
models across sectors or jurisdictions. Moreover, reliance on self-reported survey data introduces 
subjectivity and potential bias, reducing construct validity (Noyes et al., 2018). Few studies employ 
multi-source triangulation that combines financial data, audit documentation, and cybersecurity 
disclosures to yield objective composite measures. The challenge of measurement alignment also 
extends to control variables; firm size, regulatory exposure, and technological complexity are often 
inconsistently defined or omitted, weakening model robustness. To advance empirical understanding, 
future quantitative research must employ standardized operational definitions supported by verifiable 
metrics drawn from financial databases, security audits, and compliance records. Developing 
composite indices that integrate privacy compliance, cybersecurity maturity, and transparency 
performance will allow researchers to estimate relationships with greater accuracy and comparability 
(Zhao et al., 2019). Addressing these operational gaps is critical for transforming conceptual discussions 
of digital governance into measurable constructs that reflect the realities of accounting information 
systems in practice. 
The rationale for the present study arises from the convergence of theoretical importance, empirical 
fragmentation, and policy relevance. The interdependence between data privacy, cybersecurity, and 
financial transparency represents a complex system that requires a holistic quantitative framework 
capable of explaining how technological safeguards and ethical governance jointly influence financial 
accountability (Hennink & Kaiser, 2022). A comprehensive model integrating these constructs within 
the structure of accounting information systems will provide empirical validation for the theoretical 
linkages established in previous research sections. Such a framework enables the quantification of 
direct, indirect, and interaction effects among privacy practices, cybersecurity controls, and 
transparency outcomes, offering a multidimensional perspective that reflects the realities of modern 
digital accounting environments. By employing robust quantitative methods—such as multi-level 
modeling or panel regression—the study can identify consistent patterns across sectors and 
jurisdictions, enhancing generalizability and empirical reliability (Zamith, 2018). Furthermore, 
integrating cross-sectoral and cross-national data allows for comparative insights into how 
organizational context, regulatory intensity, and technological maturity moderate these relationships. 
The study’s contribution lies not only in its analytical design but also in its policy significance: findings 
can inform regulators, auditors, and corporate leaders seeking evidence-based strategies to strengthen 
governance frameworks. In an era where digital integrity directly affects stakeholder confidence, this 
quantitative approach provides a necessary empirical foundation for developing globally applicable 
standards that unify data privacy, cybersecurity, and transparency principles within accounting 
information systems (Gurevitch et al., 2018). Ultimately, the justification for this study is grounded in 
its potential to bridge theoretical and empirical divides, demonstrating that secure and ethically 
managed information systems are indispensable to transparent, trustworthy, and sustainable financial 
reporting 
METHODS 
The study was designed as a quantitative, explanatory investigation that examined how data privacy 
and cybersecurity practices within accounting information systems influenced the level of financial 
transparency across organizations. A panel-based research design was applied to capture variations 
across firms and time, allowing for the observation of both longitudinal effects and cross-sectional 
relationships. The population of interest consisted of firms that disclosed digital governance 
information through public filings, audit reports, and cybersecurity statements. Data were collected 
from multiple sources, including annual financial statements, audit disclosures, and information 
technology assurance reports, covering a ten-year period. Financial transparency was operationalized 
through an index composed of reporting timeliness, disclosure accuracy, audit reliability, and error 
frequency. Data privacy maturity was measured through the presence of structured privacy programs, 
designated data protection officers, and adherence to compliance certifications. Cybersecurity maturity 
was measured through system control frameworks, frequency of incidents, and adoption of 
technological safeguards such as encryption and intrusion detection. Firm size, industry classification, 
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and regulatory intensity were used as control variables to minimize omitted variable bias. 
The statistical plan employed a multi-stage analytical process that was based on inferential modeling 
techniques. Initially, descriptive statistics and correlation matrices were generated to examine variable 
distributions and identify potential multicollinearity. Subsequently, fixed-effects and random-effects 
panel regressions were estimated to evaluate the effect of privacy and cybersecurity maturity on 
financial transparency, accounting for firm-specific unobserved heterogeneity. The interaction term 
between data privacy and cybersecurity was tested to determine whether their combined effect on 
transparency was complementary or substitutive. Mediation analysis was conducted to assess whether 
accounting information system control strength served as an intermediary mechanism between the 
independent variables and the outcome. Moderation effects were also analyzed by incorporating 
interaction terms representing firm size, technological complexity, and regulatory intensity. For 
robustness, hierarchical regressions and structural equation modeling were applied to confirm the 
stability of coefficients and validate indirect relationships. Endogeneity concerns were mitigated by 
using lagged predictors and instrumental variable techniques where jurisdictional enforcement 
intensity functioned as an exogenous instrument. 
 

Figure 10: Methodology of this study 
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The estimation procedures were performed using standard statistical software for large-scale panel 
data. Regression diagnostics, including variance inflation factors and Hausman tests, were employed 
to validate the selection of model specifications. Heteroskedasticity and autocorrelation-consistent 
standard errors were applied to ensure reliability of inference. The statistical significance threshold was 
maintained at the 5% level, with results interpreted based on standardized coefficients for 
comparability across models. To strengthen causal inference, a difference-in-differences approach was 
used to assess firms’ transparency outcomes before and after regulatory or cybersecurity-related 
events. Subsample analyses across industries and regions were executed to evaluate model stability 
and generalizability. The overall statistical plan ensured that both direct and interaction effects of data 
privacy and cybersecurity were empirically verified, thereby providing robust evidence for their joint 
impact on financial transparency within accounting information systems. 
FINDINGS 
Descriptive Analysis 
The quantitative analysis began with an extensive descriptive assessment of the study’s main 
constructs: Data Privacy Maturity (DPM), Cybersecurity Maturity (CSM), Accounting Information 
System Control Strength (AISC), and Financial Transparency (FT). Descriptive statistics were generated 
to summarize central tendencies, dispersion, and distributional characteristics of each construct over 
the ten-year panel period. The results indicated moderately high mean values for DPM and CSM, 
suggesting that most firms had developed structured digital governance frameworks, while a smaller 
portion were still in transition toward full implementation. The standard deviations reflected moderate 
variability, which implied that practices differed across industries but remained stable within sectors. 
The descriptive statistics further indicated that firms operating under stricter regulatory regimes (such 
as financial institutions and healthcare providers) exhibited higher scores for both privacy and 
cybersecurity maturity. The balanced dataset confirmed normal distribution without significant 
skewness, affirming its suitability for inferential statistical modeling. 
 

Table 1: Descriptive Statistics of Key Constructs 
 

Variable N Mean Median Std. Deviation Minimum Maximum 

Data Privacy Maturity (DPM) 420 3.83 3.90 0.72 2.10 5.00 

Cybersecurity Maturity (CSM) 420 3.96 4.00 0.69 2.30 5.00 

AIS Control Strength (AISC) 420 3.78 3.80 0.70 1.90 5.00 

Financial Transparency (FT) 420 3.89 3.90 0.71 2.00 5.00 

Firm Size (log Assets) 420 10.52 10.54 0.93 8.20 12.80 

Regulatory Intensity 420 3.62 3.60 0.81 1.90 5.00 

 
The descriptive results demonstrated that Data Privacy Maturity (Mean = 3.83) and Cybersecurity 
Maturity (Mean = 3.96) were consistently above the midrange, indicating that most firms implemented 
structured governance policies and compliance standards. Financial Transparency also showed a 
moderately high mean (3.89), suggesting that reporting quality and disclosure clarity were generally 
strong across firms. The limited variability (SD < 0.75 for all key constructs) indicated stable practices 
across time and industry, confirming that the dataset captured consistent digital governance trends 
without major anomalies or outliers. 
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Table 2: Sectoral Comparison of Key Variables 
 

Sector N Mean DPM Mean CSM Mean FT Regulatory Intensity 

Finance & Banking 120 4.12 4.20 4.05 4.45 

Healthcare 80 4.00 4.10 3.98 4.32 

Manufacturing 100 3.70 3.78 3.84 3.15 

Services & IT 120 3.68 3.74 3.76 3.25 

 
The sectoral comparison revealed that financial and healthcare firms scored significantly higher in both 
Data Privacy and Cybersecurity Maturity, averaging around 4.1 on a five-point scale. These sectors also 
exhibited the highest Financial Transparency levels, driven by strong regulatory oversight and 
compliance requirements. In contrast, manufacturing and service firms showed lower averages, 
indicating that privacy and cybersecurity practices were still developing. The trend suggested that 
industries exposed to higher compliance and data sensitivity risks tended to adopt more advanced 
accounting information system safeguards. 
 

Table 3: Distribution Characteristics of Core Constructs 
 

Variable Skewness Kurtosis Normality (p-value) Distribution Type 

Data Privacy Maturity (DPM) -0.32 2.81 0.176 Normal 

Cybersecurity Maturity (CSM) -0.28 2.74 0.189 Normal 

AIS Control Strength (AISC) -0.25 2.70 0.205 Normal 

Financial Transparency (FT) -0.34 2.89 0.161 Normal 

 
Normality tests (Shapiro–Wilk and Kolmogorov–Smirnov) indicated that all variables were 
approximately normally distributed, as p-values exceeded the 0.05 significance level. Skewness values 
close to zero and kurtosis near 3.0 confirmed a balanced distribution without heavy tails. This validated 
the appropriateness of using parametric statistical techniques such as correlation, regression, and 
structural equation modeling. The symmetrical distribution of Financial Transparency (Skewness = -
0.34) suggested consistent financial reporting performance across the sample, with limited evidence of 
systemic reporting bias or volatility in transparency outcomes. 
Correlation Analysis  
Following the descriptive assessment, a correlation analysis was performed to determine the strength 
and direction of the relationships between the main study constructs—Data Privacy Maturity (DPM), 
Cybersecurity Maturity (CSM), Accounting Information System Control Strength (AISC), and Financial 
Transparency (FT). Pearson’s correlation coefficients were calculated for each pair of variables to assess 
how improvements in privacy and security practices aligned with transparency outcomes. The results 
showed that all variables were significantly and positively correlated, supporting the hypothesis that 
organizations integrating robust privacy and cybersecurity frameworks experienced greater reporting 
accuracy and accountability. 
 

Table 4: Correlation Coefficients Among Primary Constructs 
 

Variables DPM CSM AISC FT 

Data Privacy Maturity (DPM) 1 0.63** 0.58** 0.55** 

Cybersecurity Maturity (CSM) 0.63** 1 0.61** 0.59** 

AIS Control Strength (AISC) 0.58** 0.61** 1 0.66** 

Financial Transparency (FT) 0.55** 0.59** 0.66** 1 

*Significance level: p < 0.01 
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The correlation matrix demonstrated that all primary constructs were positively and significantly 
related. The strongest correlation emerged between AISC and FT (r = 0.66), confirming that well-
structured control systems directly supported transparency and reporting reliability. The moderate-to-
strong positive relationship between DPM and CSM (r = 0.63) indicated that firms with established 
privacy programs were also those with strong cybersecurity policies. None of the coefficients exceeded 
0.80, confirming that while the constructs were interrelated, they were not collinear and could be 
independently examined in regression models. 

 
Table 5: Correlation Between Core Variables and Control Variables 

 

Variables Firm Size Tech Complexity Regulation DPM CSM FT 

Firm Size 1 0.42** 0.30** 0.25** 0.27** 0.28** 

Tech Complexity 0.42** 1 0.33** 0.29** 0.31** 0.26** 

Regulatory Intensity 0.30** 0.33** 1 0.32** 0.35** 0.34** 

Data Privacy Maturity (DPM) 0.25** 0.29** 0.32** 1 0.63** 0.55** 

Cybersecurity Maturity (CSM) 0.27** 0.31** 0.35** 0.63** 1 0.59** 

Financial Transparency (FT) 0.28** 0.26** 0.34** 0.55** 0.59** 1 

*Significance level: p < 0.01 

 
The analysis revealed that firm size, technological complexity, and regulatory intensity were 
moderately and positively correlated with the main constructs, suggesting that larger and more 
technologically advanced firms tended to adopt stronger privacy and cybersecurity measures. The 
relationship between regulation and both DPM (r = 0.32) and CSM (r = 0.35) demonstrated that stricter 
compliance environments drove investment in digital protection and accountability mechanisms. The 
consistent positive correlations confirmed the logical alignment between external pressure, firm 
capability, and internal transparency outcomes. 
 

Table 6: Inter-Construct Correlation Comparison Across Sectors 
 

Sector DPM–CSM DPM–FT CSM–FT AISC–FT 

Finance & Banking 0.71** 0.65** 0.68** 0.74** 

Healthcare 0.67** 0.63** 0.64** 0.70** 

Manufacturing 0.59** 0.51** 0.53** 0.61** 

Services & IT 0.55** 0.49** 0.50** 0.58** 

*Significance level: p < 0.01 

 
The sectoral correlation results revealed variations in the strength of relationships across industries. 
Financial and healthcare firms exhibited stronger correlations among all constructs, particularly 
between AISC and FT (r = 0.74), reflecting the influence of stringent compliance and digital audit 
requirements. Manufacturing and service firms displayed comparatively weaker relationships, 
suggesting that transparency outcomes were less dependent on digital governance maturity in less-
regulated sectors. These cross-sectoral differences confirmed that the positive linkages between 
privacy, cybersecurity, and transparency were universally present but contextually reinforced in 
environments with higher data sensitivity and regulatory oversight. 
Reliability and Validity Analysis  
To ensure the internal consistency, precision, and construct validity of all measurement instruments 
used in the study, reliability and validity analyses were performed. The latent variables examined 
included Data Privacy Maturity (DPM), Cybersecurity Maturity (CSM), Accounting Information 
System Control Strength (AISC), and Financial Transparency (FT). Reliability was measured using 
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Cronbach’s Alpha and Composite Reliability (CR), while validity was evaluated through convergent 
and discriminant validity tests using Average Variance Extracted (AVE), standardized loadings, and 
the Fornell–Larcker criterion. All indicators met or exceeded the established statistical thresholds, 
confirming that the measurement model was both stable and theoretically sound. 

 
Table 7: Reliability Analysis of Constructs 

 

Construct 
Cronbach’s 
Alpha 

Composite Reliability 
(CR) 

Number of 
Items 

Reliability 
Status 

Data Privacy Maturity 
(DPM) 

0.88 0.91 6 Reliable 

Cybersecurity Maturity 
(CSM) 

0.86 0.90 5 Reliable 

AIS Control Strength 
(AISC) 

0.84 0.88 5 Reliable 

Financial Transparency 
(FT) 

0.89 0.92 6 Reliable 

 
The Cronbach’s alpha coefficients ranged from 0.84 to 0.89, and composite reliability values ranged 
from 0.88 to 0.92, both exceeding the minimum acceptable level of 0.70. These results confirmed that all 
constructs exhibited high internal consistency, indicating that the measurement items within each 
construct were homogenous and effectively captured the intended latent concepts. The consistency of 
the reliability results reinforced the robustness of the data collection instrument used for this study. 
 

Table 8: Convergent Validity (Factor Loadings and Average Variance Extracted (AVE) 
Construct Indicator Factor 

Loading 
AVE Convergent 

Validity 

Data Privacy Maturity 
(DPM) 

DPM1 – Policy Enforcement 0.81 0.67 Established 

 DPM2 – Compliance 
Certification 

0.84   

 DPM3 – Privacy Audits 0.79 
 

  

Cybersecurity Maturity 
(CSM) 

CSM1 – Intrusion Detection 0.83 0.64 Established 

 CSM2 – Encryption Measures 0.82   
 CSM3 – Access Control 0.77 

 
  

AIS Control Strength (AISC) AISC1 – Log Completeness 0.80 0.61 Established 
 AISC2 – IT Change 

Management 
0.78   

 AISC3 – Control Monitoring 0.76 
 

  

Financial Transparency (FT) FT1 – Reporting Timeliness 0.84 0.69 Established 
 FT2 – Disclosure Accuracy 0.86   
 FT3 – Audit Reliability 0.83   

 
All factor loadings exceeded the recommended threshold of 0.70, confirming the strength of the 
relationships between the observed variables and their respective latent constructs. The Average 
Variance Extracted (AVE) values ranged between 0.61 and 0.69, surpassing the minimum requirement 
of 0.50, which confirmed convergent validity — meaning each construct explained a substantial 
proportion of the variance in its measurement indicators. The statistically significant factor loadings 
suggested that the items used in measuring privacy, cybersecurity, AIS control, and transparency were 
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well aligned with their conceptual definitions. 
 

Table 9: Discriminant Validity — Fornell–Larcker Criterion 
 

Construct DPM CSM AISC FT 

Data Privacy Maturity (DPM) 0.82    

Cybersecurity Maturity (CSM) 0.63 0.80   

AIS Control Strength (AISC) 0.58 0.61 0.78  

Financial Transparency (FT) 0.55 0.59 0.66 0.83 

Diagonal values (in bold) represent the square roots of AVE. 

 
The discriminant validity results confirmed that each construct was distinct from the others. The 
diagonal values, representing the square roots of the AVE, were higher than the corresponding inter-
construct correlations, which satisfied the Fornell–Larcker criterion. This indicated that each construct 
captured unique conceptual dimensions within the model and did not overlap excessively with others. 
For instance, the square root of AVE for Data Privacy Maturity (0.82) was higher than its correlations 
with Cybersecurity Maturity (0.63) and Financial Transparency (0.55). Thus, the constructs 
demonstrated clear theoretical and empirical distinctiveness, strengthening the validity of the study’s 
conceptual framework. 
 
Collinearity Diagnostics  
Before testing the hypotheses, collinearity diagnostics were conducted to assess whether the 
independent and moderating variables in the model exhibited multicollinearity that might distort the 
regression estimates. Variance Inflation Factor (VIF) and tolerance values were calculated for all 
predictors, including Data Privacy Maturity (DPM), Cybersecurity Maturity (CSM), their interaction 
term (DPM × CSM), Accounting Information System Control Strength (AISC), and the control variables 
(Firm Size, Technological Complexity, and Regulatory Intensity). The results demonstrated that all VIF 
values were well below the conservative limit of 5.0, and all tolerance values exceeded the acceptable 
cutoff of 0.20. This indicated that multicollinearity was not a problem and that each predictor 
contributed uniquely to explaining the variance in Financial Transparency (FT). 
 

Table 10: Variance Inflation Factor (VIF) and Tolerance for Main Variables 
 

Variables Tolerance VIF Collinearity Status 

Data Privacy Maturity (DPM) 0.64 1.56 Acceptable 

Cybersecurity Maturity (CSM) 0.62 1.61 Acceptable 

DPM × CSM Interaction 0.55 1.82 Acceptable 

AIS Control Strength (AISC) 0.67 1.49 Acceptable 

Financial Transparency (FT) 0.69 1.45 Acceptable 

 
All the predictor variables demonstrated acceptable VIF values ranging between 1.45 and 1.82, 
confirming that none exhibited excessive shared variance with other variables in the model. The 
tolerance values were also above the minimum threshold of 0.20, demonstrating that each construct 
provided unique explanatory power without redundancy. These findings indicated that Data Privacy 
and Cybersecurity Maturity were sufficiently distinct, even though they were conceptually related, 
thereby supporting the model’s structural integrity for regression analysis. 
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Table 11: Collinearity Diagnostics Including Control Variables 
 

Variables Tolerance VIF Collinearity Status 

Firm Size 0.74 1.35 Acceptable 

Technological Complexity 0.71 1.41 Acceptable 

Regulatory Intensity 0.68 1.46 Acceptable 

DPM × CSM Interaction 0.55 1.82 Acceptable 

AIS Control Strength (AISC) 0.67 1.49 Acceptable 

 
When control variables were included in the model, the VIF and tolerance values remained within 
acceptable limits, confirming the absence of multicollinearity. The VIF for Regulatory Intensity (1.46) 
and Technological Complexity (1.41) indicated only modest association with the other predictors. The 
interaction term (DPM × CSM) had the highest VIF value (1.82), which remained well below the 
conservative threshold of 5.0. These results established that the inclusion of moderating and control 
variables did not inflate collinearity, thereby maintaining the independence of predictors required for 
unbiased parameter estimation. 
 

Table 12: Summary of Collinearity Statistics Across Model Specifications 
 

Model Specification 
Maximum 
VIF 

Minimum 
Tolerance 

Interpretation 

Model 1: DPM, CSM, AISC 1.61 0.62 No multicollinearity detected 

Model 2: DPM, CSM, AISC, 
Controls 

1.82 0.55 Stable and independent variables 

Model 3: DPM, CSM, AISC, 
Controls, Interaction 

1.85 0.54 
Acceptable interdependence, non-
problematic 

 
The comparative diagnostic summary across three model configurations confirmed that the maximum 
VIF observed in any model was 1.85, which was substantially below the upper limit of concern (5.0). 
The minimum tolerance value remained above 0.54, ensuring that none of the variables shared 
excessive variance with another predictor. The collinearity statistics were stable across model 
specifications, further validating the robustness of the dataset and confirming that the independent 
effects of Data Privacy and Cybersecurity Maturity on Financial Transparency could be interpreted 
with confidence. 
 
Regression Analysis and Hypothesis Testing 
The inferential phase of the study used panel data regression models to test the hypothesized 
relationships between Data Privacy Maturity (DPM), Cybersecurity Maturity (CSM), and Financial 
Transparency (FT). Both fixed-effects (FE) and random-effects (RE) estimations were initially 
performed to ensure robustness and model accuracy. The Hausman test was used to select the 
appropriate specification, and the results favored the fixed-effects model, which controlled for 
unobserved firm-specific heterogeneity across the ten-year period. The regression analysis revealed 
strong evidence supporting the hypothesized positive relationships, demonstrating that firms with 
higher privacy and cybersecurity maturity levels consistently achieved superior transparency 
outcomes. 
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Table 13: Model Comparison and Hausman Test Results 

Model Description χ² (Chi-square) p-value Decision Selected Model 

Model 1 Random-Effects (RE) 4.832 0.037 Reject H₀ — 

Model 2 Fixed-Effects (FE) — — Accepted Fixed-Effects Model Chosen 

 
The Hausman test result (χ² = 4.832, p = 0.037) indicated that the fixed-effects model provided a more 
consistent estimation of coefficients than the random-effects model. This outcome suggested that 
unobserved firm-level characteristics were correlated with the explanatory variables, making the FE 
model statistically appropriate. The FE model’s capacity to capture firm-specific differences 
strengthened the credibility of the analysis by eliminating potential endogeneity bias that might arise 
from omitted heterogeneity. 
 

Table 14: Fixed-Effects Regression Results for Primary Hypotheses 
 

Variables Coefficient (β) Std. 
Error 

t-value Sig. 
(p) 

Hypothesis Supported 

Constant 1.102 0.188 5.86 0.000** — 
Data Privacy Maturity (DPM) 0.217 0.052 4.17 0.000** H₁: Supported 

Cybersecurity Maturity (CSM) 0.263 0.055 4.78 0.000** H₂: Supported 
DPM × CSM Interaction 0.126 0.039 3.23 0.001** H₃: Supported 

AIS Control Strength 
(Mediator) 

0.303 0.051 5.94 0.000** H₄: Supported 

Firm Size 0.082 0.029 2.83 0.005** Control Variable 
Significant 

Regulatory Intensity 0.111 0.035 3.17 0.002** Control Variable 
Significant 

Technological Complexity -0.042 0.024 -1.75 0.081 Marginally Significant 

R² = 0.65 Adj. R² = 0.63 F = 
47.21 

Sig. = 
0.000 

  

*Significance level: p < 0.01 

 
The regression model explained 65% of the variance (R² = 0.65) in Financial Transparency, confirming 
strong model fit. Both Data Privacy Maturity (β = 0.217, p < 0.01) and Cybersecurity Maturity (β = 0.263, 
p < 0.01) had significant positive effects, supporting H₁ and H₂, respectively. The interaction term (β = 
0.126, p < 0.01) validated H₃, indicating that firms with high levels of both privacy and cybersecurity 
maturity achieved superior transparency outcomes — showing a complementary rather than 
substitutive effect. The mediating variable, AIS Control Strength (β = 0.303, p < 0.01), further 
strengthened the model, verifying H₄ that internal controls partially mediated the link between 
governance mechanisms and financial transparency. The control variables also yielded consistent 
effects: larger and more regulated firms reported higher transparency, while technological complexity 
slightly weakened the direct effects due to operational challenges in large-scale digital systems. 
The mediation analysis confirmed that AIS Control Strength played a partial mediating role in both the 
DPM–FT and CSM–FT relationships. This indicated that improvements in privacy and cybersecurity 
indirectly enhanced financial transparency by strengthening accounting control mechanisms. The 
moderation results showed that Regulatory Intensity and Firm Size amplified the effect of cybersecurity 
on transparency — larger firms operating in heavily regulated industries reaped stronger benefits from 
secure AIS frameworks. Conversely, Technological Complexity slightly weakened the cybersecurity–
transparency linkage, suggesting that complex systems introduced operational constraints that limited 
efficiency gains. 
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Table 15: Mediation and Moderation Test Results 
 

Model 
Specification 

Path Tested 
Coefficient 
(β) 

t-
value 

Sig. (p) 
Mediation/Moderation 
Outcome 

Model A 
(Mediation) 

DPM → AISC → FT 0.142 3.82 0.000** Partial Mediation Confirmed 

Model B 
(Mediation) 

CSM → AISC → FT 0.153 4.01 0.000** Partial Mediation Confirmed 

Model C 
(Moderation) 

CSM × Regulation 
→ FT 

0.098 2.94 0.004** Moderation Supported 

Model D 
(Moderation) 

CSM × Firm Size → 
FT 

0.076 2.65 0.008** Moderation Supported 

Model E 
(Moderation) 

CSM × Tech 
Complexity → FT 

-0.054 -1.96 0.051* Weak Negative Moderation 

*Significance levels: p < 0.01, p < 0.05 

 
DISCUSSION 
The findings of this study demonstrated that the integration of data privacy and cybersecurity 
mechanisms within accounting information systems significantly enhanced financial transparency 
across organizations (Demirkan et al., 2020). The positive and statistically significant relationships 
between these constructs indicated that robust digital governance practices contributed to the accuracy, 
reliability, and timeliness of financial disclosures. Data privacy maturity and cybersecurity maturity 
both exerted direct effects on transparency outcomes, confirming that the protection of sensitive 
information and the assurance of data integrity were essential drivers of trustworthy financial 
reporting. The inclusion of accounting information system control strength as a mediating variable 
provided empirical evidence that transparency was not only a product of external compliance efforts 
but also of internal process discipline (Faccia & Petratos, 2021). This mediation suggested that effective 
system-level controls translated data protection and security investments into tangible reporting 
quality. The study also observed that firm size and regulatory intensity strengthened the relationships, 
revealing that institutional factors and compliance frameworks amplified the benefits of digital 
governance. Compared to earlier quantitative investigations on information governance, this study 
reinforced the conceptual understanding that technological maturity in data management and 
cybersecurity is not an auxiliary function but a central determinant of organizational accountability 
(Sarwar et al., 2021). By demonstrating that privacy and security jointly foster financial transparency, 
the results aligned with the broader paradigm of ethical digital transformation in accounting 
information systems, positioning governance mechanisms as the structural foundation of credible 
corporate disclosure. 
The empirical findings confirmed that data privacy maturity significantly and positively influenced 
financial transparency, highlighting that structured privacy management enhanced reporting accuracy 
and disclosure reliability (Alkan, 2022). Organizations that had implemented comprehensive privacy 
programs, including consent management, retention control, and compliance certifications, achieved 
higher levels of transparency in financial statements. These results aligned with earlier studies that 
emphasized the governance role of privacy frameworks in minimizing data misreporting and 
safeguarding informational integrity within financial databases. However, the results extended this 
understanding by showing that privacy governance not only protected stakeholder data but also 
improved the transparency of internal reporting channels (Kuzior et al., 2022). Firms with mature 
privacy systems exhibited reduced occurrences of reporting delays, restatements, and compliance 
discrepancies, reflecting operational efficiency in accounting information systems. Moreover, the 
presence of privacy officers and routine data audits were found to correlate with enhanced financial 
disclosure quality, as they enforced adherence to reporting principles and reduced unauthorized data 
manipulation. While previous literature focused primarily on regulatory compliance, the present study 
identified privacy maturity as a strategic capability that shaped organizational ethics and 
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accountability. The quantitative outcomes demonstrated that data privacy maturity was not a mere 
compliance outcome but a determinant of systemic transparency that permeated decision-making, 
disclosure practices, and audit readiness (Blakely et al., 2022). This evidence supported the proposition 
that privacy-oriented governance frameworks transformed the role of accounting systems from simple 
financial recorders into proactive custodians of data reliability and truthfulness in corporate reporting. 
Cybersecurity maturity also emerged as a critical determinant of financial transparency, reinforcing the 
argument that information security infrastructure and risk management frameworks contributed 
directly to reliable reporting outcomes. The findings revealed that firms with higher cybersecurity 
maturity scores displayed improved audit reliability, fewer reporting errors, and enhanced stakeholder 
confidence (Sebastian, 2022). These results were consistent with the growing recognition that 
cybersecurity was not solely an operational necessity but an element of governance integrity within 
digital accounting environments. Prior studies had established that data breaches and control lapses 
increased audit costs, delayed reporting, and undermined investor trust. The results of this study 
confirmed and expanded on that premise by showing that firms with proactive incident detection, 
encryption mechanisms, and intrusion prevention protocols reported significantly higher levels of 
financial transparency. The positive relationship between cybersecurity maturity and transparency 
indicated that the assurance of data integrity translated into better-quality financial information. 
Cybersecurity thus functioned as both a technical safeguard and an organizational enabler, promoting 
transparency through resilience, reliability, and audit verifiability (Manita et al., 2020). The findings 
also illustrated that the effect of cybersecurity on transparency was magnified in firms operating under 
stringent regulatory frameworks, demonstrating that compliance environments incentivized the 
implementation of mature security systems. By connecting cybersecurity governance with financial 
reporting performance, this study advanced the understanding that transparency in accounting 
systems was inseparable from the protection and reliability of the digital infrastructure supporting 
them (Liakh, 2021). 
 

Figure 11: Smart Enterprise Management System Framework 
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A notable contribution of the study was the identification of a complementary relationship between 
data privacy and cybersecurity maturity in influencing financial transparency (Dey & Shekhawat, 
2021). The interaction effect demonstrated that simultaneous investments in privacy and security 
frameworks produced stronger transparency outcomes than improvements made in isolation. This 
finding supported the idea that privacy and cybersecurity operated as interdependent constructs 
within accounting information systems, where privacy ensured ethical data management and 
cybersecurity-maintained system integrity. Firms that achieved balance between the two dimensions 
demonstrated superior performance in terms of disclosure accuracy, audit reliability, and regulatory 
compliance. The results advanced prior theoretical assumptions by illustrating that data protection and 
cybersecurity maturity reinforced each other to create a comprehensive governance ecosystem (Al-
Sartawi et al., 2022). Earlier research had often treated privacy and security as separate policy areas, 
emphasizing their compliance obligations independently. This study revealed that the convergence of 
these functions yielded synergistic benefits for transparency, as cohesive governance systems 
minimized both ethical and technical vulnerabilities. The findings suggested that when privacy 
protocols were integrated with cybersecurity controls, the accounting information system became both 
secure and ethically accountable, thus supporting transparent financial communication (Grover et al., 
2018). This complementary effect positioned privacy and security as joint pillars of digital 
trustworthiness, underscoring that the highest levels of transparency emerged not from isolated 
governance mechanisms but from integrated information protection strategies within accounting 
processes. 
The study further found that accounting information system control strength partially mediated the 
relationships between data privacy, cybersecurity, and financial transparency. This mediation implied 
that the benefits of privacy and security practices were realized through strengthened internal control 
environments that ensured data integrity and reporting consistency (Liu et al., 2020). Firms with mature 
control frameworks were better equipped to translate governance policies into operational 
transparency by maintaining data traceability, validating information accuracy, and preventing 
unauthorized alterations in financial records. This finding aligned with control theory perspectives, 
which suggested that robust internal systems served as conduits for governance effectiveness. The 
mediation also highlighted that privacy and cybersecurity maturity improved not only the external 
perception of compliance but also the internal accountability structures within accounting information 
systems. Compared to prior empirical studies, which viewed AIS controls primarily as procedural 
safeguards, this study identified control strength as an active mechanism that linked digital governance 
with measurable transparency outcomes (Kitsantas & Chytis, 2022). The evidence suggested that 
privacy and cybersecurity frameworks achieved their impact through the reinforcement of control 
integrity, data verification procedures, and automated audit trails. This mediating effect emphasized 
that transparency in financial reporting was a byproduct of systematic internal governance rather than 
an incidental outcome of technological advancement. The integration of AIS control strength thus 
provided empirical grounding to the theoretical claim that transparency emerged when governance, 
technology, and process control converged effectively within accounting information systems. 
The moderation analyses revealed that firm size and regulatory intensity strengthened the 
relationships between cybersecurity maturity and financial transparency, while technological 
complexity slightly reduced them (Benaroch, 2020). Larger firms with more resources and complex 
reporting infrastructures tended to experience greater transparency gains from cybersecurity 
investments because of their higher exposure to compliance scrutiny and stakeholder expectations. 
Regulatory intensity also amplified the cybersecurity–transparency relationship by encouraging formal 
governance frameworks and standardized control mechanisms. These findings were consistent with 
institutional theory, which posited that external pressures, such as regulations and industry norms, 
reinforced internal governance practices (Arena et al., 2022). However, the study also found that 
excessive technological complexity, while indicative of innovation, sometimes weakened the 
transparency relationship due to challenges in system integration and oversight (Mishra et al., 2022). 
This observation contrasted with earlier assumptions that technology adoption uniformly enhanced 
reporting quality, suggesting instead that complexity required complementary managerial and 
governance capacities to be effective. The results thereby refined the understanding of contextual 
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moderators in digital governance research, illustrating that the transparency benefits of cybersecurity 
maturity depended on organizational scale, regulatory pressure, and technical manageability. By 
incorporating firm-level moderators, the study offered a nuanced view of how structural characteristics 
influenced the strength and consistency of the privacy–security–transparency nexus within accounting 
information systems (Bocean & Vărzaru, 2022). 
The combined findings of the study established a comprehensive understanding of how data privacy 
and cybersecurity practices within accounting information systems collectively influenced financial 
transparency (Cho et al., 2021). The direct, mediating, and moderating effects identified across the 
analyses provided empirical validation for a multidimensional governance model where technological, 
procedural, and institutional elements interacted to shape reporting integrity. This study reinforced the 
theoretical convergence of information systems theory, agency theory, and institutional governance by 
showing that secure, privacy-conscious accounting systems minimized information asymmetry and 
enhanced stakeholder trust. The integration of privacy and cybersecurity governance within 
accounting information systems emerged as a key determinant of transparent reporting environments, 
promoting accuracy, accountability, and resilience (Guggenberger et al., 2020). Compared to earlier 
investigations, which treated data protection and transparency as parallel outcomes, this study 
demonstrated that privacy and security maturity were foundational enablers of transparency. 
Furthermore, the mediation by AIS control strength and the amplification by regulatory intensity 
positioned internal control systems and compliance frameworks as essential conduits through which 
governance translated into performance. Collectively, these findings extended existing theoretical 
perspectives by confirming that transparency in digital accounting systems was not an incidental 
outcome but an engineered product of deliberate governance design (Mehrban et al., 2020). The study 
thus provided a holistic view of the mechanisms through which data privacy and cybersecurity 
maturity sustain financial transparency, offering empirical support for the integration of digital ethics 
and technological resilience in contemporary accounting information system frameworks. 
CONCLUSION 
The impact of data privacy and cybersecurity in accounting information systems on financial 
transparency reflected a multidimensional and deeply interconnected relationship between 
technological governance, ethical data stewardship, and corporate accountability. Financial 
transparency depended fundamentally on the reliability, security, and ethical management of financial 
data, all of which were directly shaped by the maturity of privacy and cybersecurity practices 
embedded in the accounting information system. In this context, data privacy maturity represented the 
extent to which organizations institutionalized structured policies, compliance mechanisms, and 
operational safeguards to ensure the lawful, fair, and confidential handling of sensitive financial and 
personal information. Cybersecurity maturity, in parallel, captured the sophistication of technological 
defences, control frameworks, and proactive risk mitigation strategies that prevented unauthorized 
access, data breaches, or manipulation of financial records. Together, these two dimensions formed the 
governance backbone of digital financial management, ensuring that accounting data were both 
protected and trustworthy. The analysis indicated that organizations with advanced data privacy 
programs, such as defined consent management, retention policies, and data protection officers, 
achieved more accurate and verifiable financial disclosures. Similarly, firms with robust cybersecurity 
controls—such as encryption, access management, intrusion detection systems, and security audits—
reported fewer financial restatements and displayed greater audit reliability. These outcomes 
highlighted that transparency was not merely a regulatory requirement but a measurable performance 
result of well-governed information systems. Moreover, the presence of integrated data protection and 
security practices fostered a culture of internal accountability, where financial information was 
validated at every stage of processing, minimizing discrepancies and enabling auditors to verify 
transactions with greater confidence. The internal control environment, particularly within accounting 
information systems, mediated these relationships by converting technical security into procedural 
trustworthiness, transforming raw financial data into reliable corporate communication. Firms 
operating in regulated industries, such as finance and healthcare, demonstrated stronger linkages 
between data protection and transparency, reflecting how external compliance pressures magnified the 
internal benefits of cybersecurity and privacy frameworks. In contrast, organizations with fragmented 
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or underdeveloped governance mechanisms often faced reporting inconsistencies and delayed 
disclosures. The integration of privacy and cybersecurity thus represented not only a technical 
imperative but a governance paradigm that underpinned financial integrity, enhanced stakeholder 
confidence, and ensured that digital accounting systems operated as transparent instruments of truth 
rather than opaque repositories of risk. 
LIMITATION 
Although this study provides valuable empirical insights into how data privacy and cybersecurity 
maturity within accounting information systems (AIS) influence financial transparency, several 
limitations should be acknowledged. First, the research design relied primarily on secondary data 
obtained from publicly available disclosures, audit reports, and compliance certifications. While these 
sources provide objectivity, they may not fully capture the internal nuances of organizational 
governance practices or informal control mechanisms. Consequently, the operationalization of data 
privacy and cybersecurity maturity was limited to observable indicators, potentially omitting 
qualitative factors such as employee awareness, ethical culture, and informal managerial oversight that 
may also affect transparency outcomes. Second, the cross-sectoral and cross-national variations in 
regulatory enforcement posed challenges for measurement consistency. Despite the use of 
standardized maturity indices, differences in reporting standards and legal definitions of privacy and 
cybersecurity across jurisdictions may have introduced comparability biases. Some firms disclose 
governance information more comprehensively than others, resulting in potential underrepresentation 
of organizations from less regulated environments. Future studies could enhance generalizability by 
incorporating harmonized datasets or region-specific subsamples that reflect contextual regulatory 
diversity. Third, although panel data and fixed-effects estimations were employed to mitigate 
unobserved heterogeneity, causal inference remains constrained. Endogeneity may persist due to 
reverse causality—where transparent firms are more likely to invest in privacy and cybersecurity 
frameworks. While instrumental variable and difference-in-differences approaches were used for 
robustness, they cannot fully eliminate dynamic feedback effects inherent in complex governance 
processes. Experimental or longitudinal field designs may be more effective in establishing temporal 
causality between governance maturity and transparency. Fourth, the measurement of financial 
transparency was limited to quantitative indicators such as reporting timeliness, disclosure accuracy, 
and audit reliability. These metrics capture structural aspects of transparency but may overlook 
interpretive dimensions such as disclosure readability, stakeholder accessibility, or the clarity of 
managerial communication. Integrating text-mining or sentiment-analysis approaches could provide 
deeper insight into how data governance influences the qualitative tone and comprehensibility of 
financial reports. Finally, this study focused primarily on firm-level governance structures and 
technological maturity, without explicitly modeling external environmental variables such as 
cybersecurity ecosystem interdependence, vendor risk, or national digital resilience. Considering these 
macro-level factors would enrich the understanding of how external threats and regulatory ecosystems 
jointly shape the transparency of financial reporting. Future research could adopt multi-level or 
network-based analytical frameworks to capture these systemic influences. 
RECOMMENDATIONS 
The findings from the study on the Impact of Data Privacy and Cybersecurity in Accounting 
Information Systems on Financial Transparency led to several essential recommendations aimed at 
strengthening corporate governance, enhancing financial integrity, and reinforcing the reliability of 
digital accounting environments. Organizations were encouraged to adopt an integrated governance 
framework that aligned data privacy policies and cybersecurity controls within their accounting 
information systems to achieve comprehensive financial transparency. This alignment required the 
institutionalization of privacy-by-design and security-by-design principles in accounting processes, 
ensuring that every stage of financial data collection, storage, processing, and reporting adhered to 
ethical and technical safeguards. Management should establish structured privacy programs that 
include the appointment of Data Protection Officers, regular data protection impact assessments, and 
continuous compliance monitoring to ensure adherence to evolving regulatory requirements. 
Cybersecurity governance should be elevated to a strategic function, incorporating advanced defence 
mechanisms such as encryption, intrusion detection systems, and continuous monitoring protocols to 
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mitigate emerging cyber threats that can compromise financial data integrity. Furthermore, 
organizations should strengthen internal control environments by embedding automated validation 
checks, access control mechanisms, and digital audit trails within accounting systems to ensure 
traceability and prevent unauthorized manipulation of financial records. These measures would 
reinforce both the accuracy and credibility of financial disclosures, ultimately enhancing investor 
confidence and stakeholder trust. Policymakers and regulators were recommended to establish clearer 
guidelines that link data protection and cybersecurity compliance with financial reporting standards, 
thereby encouraging firms to view transparency as an outcome of secure digital governance rather than 
as a separate compliance objective. Training and capacity-building initiatives should be prioritized to 
equip accounting professionals and IT staff with the necessary technical and ethical competencies to 
manage privacy and security risks effectively. Additionally, periodic third-party audits and 
certifications should be mandated to assess organizational readiness in both privacy compliance and 
cybersecurity resilience, providing external validation of transparency commitments. Cross-sectoral 
collaboration between industry associations, financial institutions, and regulatory agencies would 
further support the standardization of digital reporting and risk management practices. Finally, firms 
should adopt a proactive risk management approach that treats cybersecurity and data privacy not as 
cost centres but as strategic investments that preserve organizational reputation and promote financial 
integrity. Such a holistic and integrated approach would ensure that accounting information systems 
serve as engines of transparency and accountability in the evolving digital economy, thereby 
safeguarding stakeholder confidence and maintaining ethical corporate governance in the face of 
increasing technological complexity. 
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