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Abstract 
This study investigated the effectiveness of digital twin modeling in enhancing the resilience of fiber optic telecom 
infrastructure supporting SCADA systems in power transmission utilities through a quantitative, simulation-
based approach. A digital twin framework was developed to replicate real-time network conditions and evaluate 
performance under both baseline and optimized scenarios. The dataset consisted of 120 simulated network 
segments characterized by key performance indicators including latency, packet loss, bandwidth utilization, 
signal attenuation, and recovery time. Descriptive analysis revealed a baseline mean latency of 48.6 ms and packet 
loss of 2.1%, with recovery time averaging 18.9 minutes. Following digital twin-based optimization, latency was 
reduced to 34.2 ms, packet loss declined to 0.9%, and recovery time improved to 9.7 minutes, representing 
improvements of 29.6%, 57.1%, and 48.7%, respectively. Bandwidth utilization showed improved stability with 
reduced variance, indicating more efficient load balancing across network segments. Inferential statistical analysis 
confirmed that these improvements were statistically significant at p < 0.05, with effect sizes indicating moderate 
to large practical impact, particularly for recovery time (η² = 0.52) and packet loss (η² = 0.46). Regression analysis 
demonstrated strong relationships between latency, packet loss, and network reliability, with packet loss 
exhibiting the highest influence (β = -0.67). Sub-group analysis further revealed that high-load segments 
experienced the greatest performance gains, with latency decreasing from 62.7 ms to 41.3 ms and packet loss from 
3.4% to 1.5%. Multi-point failure scenarios showed substantial resilience improvement, with recovery time 
reduced from 26.4 minutes to 13.2 minutes. The findings confirmed that digital twin integration significantly 
enhanced SCADA communication performance by enabling real-time monitoring, predictive analytics, and 
adaptive network optimization. This study provided strong quantitative evidence that digital twin modeling is an 
effective approach for improving telecom network reliability, operational stability, and resilience in power 
transmission utilities. 
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INTRODUCTION 

Digital twin modeling represents a transformative approach in modern infrastructure management, 
defined as the creation of a dynamic, real-time digital replica of a physical system that is continuously 
updated through data streams, simulation models, and analytical algorithms. This concept integrates 
physical assets with virtual environments, allowing for synchronized monitoring, predictive analysis, 
and system optimization (Tchana et al., 2019). Within the domain of infrastructure systems, digital 
twins extend beyond static modeling by incorporating continuous feedback loops between the physical 
and digital layers, thereby enabling a more responsive and adaptive operational framework. The 
theoretical basis of digital twin modeling is rooted in cyber-physical systems, systems engineering, and 
data-driven decision-making, where sensors, communication technologies, and computational models 
converge to enhance system visibility and control.  
 

Figure 1: Digital twin framework for SCADA resilience 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
In large-scale infrastructure networks, particularly those associated with energy and 
telecommunications, digital twins provide a comprehensive platform for simulating operational 
conditions, detecting anomalies, and evaluating system performance under varying scenarios. The 
international relevance of digital twin modeling has expanded significantly due to the increasing 
complexity of critical infrastructure systems and the global push toward digital transformation 
(Rasheed et al., 2020). Governments and utility providers across developed and developing economies 
have recognized the importance of integrating digital technologies into infrastructure management to 
improve efficiency, reliability, and resilience. In power transmission utilities, where operational 
continuity is paramount, digital twin frameworks offer a robust mechanism for ensuring that 
communication and control systems function seamlessly. The integration of digital twins into telecom 
infrastructure enables real-time visualization of network performance, allowing operators to identify 
potential issues and implement corrective measures before they escalate into system failures (Holmes 
et al., 2021). This capability is particularly significant in interconnected global energy systems, where 
disruptions in one region can have cascading effects across broader networks. Furthermore, digital twin 
modeling facilitates the alignment of infrastructure management practices with broader technological 
paradigms such as Industry 4.0 and smart infrastructure development (Shirowzhan et al., 2020). These 
paradigms emphasize automation, interoperability, and data-centric operations, all of which are 
inherent in digital twin systems. As infrastructure networks continue to evolve in scale and complexity, 
the need for advanced modeling techniques that can capture system dynamics in real time becomes 
increasingly critical. Digital twin technology addresses this need by providing a scalable and flexible 
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framework that can adapt to changing operational conditions, thereby supporting the long-term 
sustainability and resilience of critical infrastructure systems (Sepasgozar, 2021). 
Fiber optic telecom infrastructure serves as a foundational component in the communication 
architecture of power transmission utilities, enabling the high-speed, reliable exchange of data between 
substations, control centers, and field devices. These networks are designed to support a wide range of 
operational functions, including real-time monitoring, remote control, fault detection, and system 
coordination. The use of fiber optic technology offers several advantages, such as high bandwidth 
capacity, low signal attenuation, and immunity to electromagnetic interference, making it particularly 
suitable for deployment in electrically intensive environments like power grids (Aheleroff et al., 2021). 
As power transmission systems expand in scale and complexity, the demand for robust and efficient 
communication networks has intensified, positioning fiber optic infrastructure as a critical enabler of 
modern grid operations. On a global scale, the adoption of fiber optic telecom networks within power 
utilities reflects a broader trend toward the modernization of energy systems (Dietz & Pernul, 2020). 
Countries around the world are investing in advanced communication technologies to support the 
integration of renewable energy sources, distributed generation, and automated control systems. These 
developments require reliable and high-performance communication networks capable of handling 
large volumes of data with minimal latency. Fiber optic infrastructure meets these requirements, 
providing the backbone for Supervisory Control and Data Acquisition systems and other advanced 
grid management technologies. The reliability of these networks is essential for maintaining system 
stability, as any disruption in communication can lead to delays in decision-making and increased risk 
of operational failures. The complexity of fiber optic telecom infrastructure in power transmission 
utilities arises from its extensive geographical coverage and the diversity of network configurations. 
These networks often span vast distances, connecting multiple nodes through a combination of optical 
fibers, switches, and multiplexing devices (Kaewunruen et al., 2021). Managing such complex systems 
requires advanced monitoring and control mechanisms capable of providing real-time insights into 
network performance. Digital twin modeling offers a powerful solution in this context by creating a 
virtual representation of the network that can be used to simulate operational conditions, identify 
potential vulnerabilities, and optimize resource allocation. This approach enhances the ability of 
utilities to maintain continuous communication and ensures the reliability of critical infrastructure 
systems (Donghan et al., 2021). 
Supervisory Control and Data Acquisition systems constitute the operational core of power 
transmission utilities, facilitating the centralized monitoring and control of distributed assets across the 
grid. These systems collect data from sensors and field devices, process the information, and provide 
operators with actionable insights for decision-making (Aheleroff et al., 2021). SCADA systems rely 
heavily on communication networks to transmit data between various components, making the 
reliability and performance of these networks a critical factor in overall system effectiveness. Fiber optic 
telecom infrastructure plays a vital role in supporting SCADA operations, ensuring that data is 
transmitted accurately and in real time. The global significance of SCADA systems has increased with 
the growing complexity of power transmission networks and the integration of advanced technologies 
such as smart grids and automated control systems. These developments have introduced new 
challenges in terms of data management, system coordination, and operational reliability. 
Communication networks must be capable of supporting high data volumes and maintaining 
consistent performance under varying conditions (Callcut et al., 2021). Any disruption in 
communication can compromise the functionality of SCADA systems, leading to delayed responses 
and potential system instability. This highlights the importance of ensuring the resilience of telecom 
infrastructure within power utilities. Network resilience in the context of SCADA systems refers to the 
ability of communication networks to maintain functionality and recover quickly from disruptions. 
This includes the capacity to withstand physical damage, adapt to changing conditions, and mitigate 
the impact of failures. Achieving such resilience requires advanced monitoring and predictive 
capabilities that can identify potential issues before they affect system performance. Digital twin 
modeling provides a comprehensive framework for enhancing SCADA network resilience by enabling 
real-time monitoring, simulation of failure scenarios, and proactive maintenance strategies (Pan & 
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Zhang, 2021). Through the integration of digital twin technology, utilities can improve situational 
awareness and ensure the continuous operation of critical communication networks. 
 

Figure 2: Physical asset to digital twin diagram 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The application of digital twin technology in telecom network monitoring represents a significant 
advancement in the management of complex communication systems. By creating a real-time digital 
representation of fiber optic networks, digital twins enable continuous tracking of key performance 
indicators such as signal strength, latency, and fault occurrences. This level of visibility allows 
operators to detect anomalies and address potential issues before they escalate into system failures. The 
integration of advanced analytics and machine learning techniques further enhances the capabilities of 
digital twins, enabling predictive maintenance and optimization of network performance (Guskova et 
al., 2020). In power transmission utilities, the use of digital twin technology in telecom networks 
supports the efficient operation of SCADA systems by ensuring reliable communication between 
system components. The ability to simulate network behavior under different conditions provides 
valuable insights into system performance and helps identify areas for improvement. This approach 
enables utilities to test various scenarios, evaluate the impact of different strategies, and implement 
solutions that enhance network resilience (Fan et al., 2021). The real-time nature of digital twin models 
ensures that these insights are based on current system conditions, improving the accuracy and 
effectiveness of decision-making processes. The global adoption of digital twin technology in telecom 
network monitoring reflects a broader shift toward data-driven infrastructure management. 
Organizations across various sectors are leveraging digital twins to improve operational efficiency, 
reduce maintenance costs, and enhance system reliability (Lu et al., 2019). In the context of power 
transmission utilities, these benefits translate into more resilient communication networks capable of 
supporting the complex demands of modern energy systems. The scalability and flexibility of digital 
twin frameworks make them suitable for deployment in large-scale infrastructure networks, providing 
a robust solution for managing the challenges associated with network complexity and dynamic 
operational conditions (Fracchia, et al., 2021). 
Quantitative modeling forms the analytical backbone of digital twin systems, providing the 
mathematical and computational tools necessary for simulating and analyzing the behavior of complex 
infrastructure networks. These models incorporate a wide range of variables, including network 
topology, signal propagation characteristics, and environmental conditions, to accurately represent the 
performance of fiber optic telecom systems (Deng et al., 2021). Statistical and computational techniques 



International Journal of Scientific Interdisciplinary Research, December 2023, 413–448 
 

417 
 

are employed to develop models that can predict system behavior under different scenarios, enabling 
the evaluation of network performance and the identification of potential vulnerabilities. In power 
transmission utilities, quantitative models are essential for assessing the resilience and efficiency of 
telecom networks. These models allow for the analysis of key performance metrics such as data 
transmission rates, latency, and fault frequencies, providing insights into the factors that influence 
network performance. The integration of real-time data into quantitative models enhances their 
accuracy and relevance, ensuring that digital twin representations reflect the current state of the 
physical system. This continuous updating process enables utilities to monitor network conditions in 
real time and respond proactively to emerging issues (Kaewunruen & Lian, 2019). Advancements in 
computational technologies have significantly enhanced the capabilities of quantitative modeling in 
digital twin systems. High-performance computing and cloud-based platforms enable the processing 
of large datasets and the execution of complex simulations, making it possible to model large-scale 
telecom networks with high levels of detail. These capabilities are particularly important in the context 
of power transmission systems, where network complexity and data can be substantial. The use of 
advanced modeling techniques supports the optimization of network configurations and the 
development of strategies for enhancing resilience. Quantitative approaches also facilitate the 
evaluation of different operational strategies by enabling the simulation of various scenarios and their 
impact on network performance (Ozturk, 2021). This capability allows utilities to identify the most 
effective solutions for maintaining reliable communication and improving system resilience. By 
integrating quantitative modeling with digital twin technology, power transmission utilities can 
achieve a higher of operational efficiency and ensure the stability of critical infrastructure systems.  
The global evolution of smart grids has transformed the operational landscape of power transmission 
utilities, emphasizing the importance of advanced communication networks and resilient 
infrastructure systems. Smart grids on digital technologies to enable real-time monitoring, automated 
control, and efficient management of power systems. These capabilities require reliable communication 
networks that can support the continuous exchange of data between various components of the grid. 
Fiber optic telecom infrastructure plays a central role in this context, providing the high-speed and 
secure communication channels for smart grid operations (Kaur et al., 2019). The transition toward 
smart grids has been driven by the need to improve energy efficiency, integrate renewable energy 
sources, and enhance system reliability. These objectives have led to the adoption of advanced 
technologies such as distributed generation, energy storage systems, and automated control 
mechanisms. The of these technologies depends on the availability of robust communication networks 
capable of handling large volumes of data and maintaining consistent performance under varying 
conditions. Any disruption in communication can compromise the effectiveness of smart grid 
operations, highlighting the importance of infrastructure resilience. Infrastructure resilience in power 
transmission systems encompasses the ability to withstand, adapt to, and recover from disruptions. 
This includes both physical and cyber threats, as well as environmental challenges. The increasing 
reliance on digital technologies has introduced new vulnerabilities, making it essential to implement 
advanced monitoring and predictive capabilities (Yu et al., 2021). Digital twin technology provides a 
comprehensive solution by enabling real-time analysis of network performance and the simulation of 
scenarios. This approach supports the development of strategies for enhancing resilience and ensuring 
the stability of power systems. The global focus on infrastructure resilience reflects the growing 
recognition of the ية  of reliable and efficient energy systems. As power transmission utilities continue أهم
to adopt digital technologies, the integration of advanced modeling and monitoring tools becomes 
increasingly critical. Digital twin modeling offers a scalable and adaptable framework for addressing 
these challenges, supporting the ongoing evolution of smart grids and resilient infrastructure systems.  
The integration of digital twin modeling into fiber optic telecom infrastructure represents a significant 
advancement in the management of SCADA network resilience within power transmission utilities 
(Shim et al., 2019). This approach combines real-time data acquisition, advanced analytics, and 
simulation capabilities to create a dynamic representation of the communication network. By 
continuously updating the digital twin with real-time data, utilities can monitor network performance, 
detect anomalies, and implement corrective actions in a proactive manner. This capability enhances the 
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reliability and stability of SCADA systems, ensuring that critical operations are not disrupted by 
communication failures. In the context of telecom networks, digital twin modeling enables the 
simulation of various fault scenarios and their impact on network performance. This allows utilities to 
assess the effectiveness of different resilience strategies and optimize network configurations 
accordingly (Sepasgozar et al., 2021). The ability to anticipate potential issues and address them before 
they affect system operations represents a significant improvement over traditional reactive 
maintenance approaches. By leveraging digital twin technology, power transmission utilities can 
achieve a higher level of operational efficiency and reduce the risk of system failures. The integration 
of digital twins with SCADA systems also enhances the ability to manage complex and dynamic 
network environments. As power transmission systems become more interconnected and 
technologically advanced, the demands on communication networks continue to increase. Digital twin 
modeling provides a flexible and scalable solution for managing these challenges, enabling utilities to 
adapt to changing conditions and maintain reliable communication across the network (Bickford et al., 
2020). This approach supports the overall objective of ensuring the resilience and stability of critical 
infrastructure systems. The adoption of digital twin technology in power transmission utilities reflects 
a broader trend toward the use of advanced digital tools for infrastructure management. By combining 
real-time data, quantitative modeling, and simulation capabilities, digital twins provide a 
comprehensive framework for enhancing the resilience of telecom networks and supporting the 
efficient operation of SCADA systems (Wang et al., 2021). 
The primary objective of this study is to develop and quantitatively evaluate a digital twin modeling 
framework for fiber optic telecom infrastructure aimed at enhancing proactive resilience within 
Supervisory Control and Data Acquisition (SCADA) networks used in power transmission utilities. 
This objective is grounded in the need to create a synchronized virtual representation of telecom 
systems that can accurately replicate real-time network conditions, enabling continuous monitoring, 
simulation, and performance analysis. The study seeks to construct a data-driven model that integrates 
physical network parameters, such as signal attenuation, latency, and fault occurrence rates, with 
computational algorithms capable of predicting system behavior under varying operational scenarios. 
A key focus is placed on measuring the effectiveness of the digital twin model in identifying 
vulnerabilities within the fiber optic network and assessing its capability to support early fault 
detection and preventive maintenance strategies. In addition, the study aims to quantitatively analyze 
the relationship between network performance indicators and resilience outcomes within SCADA 
communication systems. This involves the application of statistical and simulation-based methods to 
evaluate how variations in network conditions impact the reliability and stability of communication 
channels. The research further intends to compare traditional network monitoring approaches with the 
proposed digital twin-based framework in terms of efficiency, accuracy, and response time. Another 
objective is to examine the scalability of the digital twin model across large and complex transmission 
networks, ensuring that it can accommodate diverse configurations and operational demands. The 
study also focuses on developing a structured methodology for integrating real-time data acquisition 
systems with digital twin platforms, enabling continuous synchronization between physical and virtual 
environments. This includes the evaluation of data processing techniques and modeling accuracy to 
ensure that the digital representation remains consistent with actual network conditions. Through these 
objectives, the research aims to provide a comprehensive quantitative assessment of how digital twin 
modeling can be utilized to strengthen the resilience of fiber optic telecom infrastructure and support 
the uninterrupted operation of SCADA systems in power transmission utilities. 
LITERATURE REVIEW 
The literature review section provides a systematic and analytical synthesis of existing scholarly work 
related to digital twin modeling, fiber optic telecom infrastructure, and SCADA network resilience 
within power transmission utilities. This section is designed to establish a strong theoretical and 
empirical foundation by examining how prior studies have approached the modeling, monitoring, and 
optimization of communication networks in critical infrastructure systems. The review emphasizes 
quantitative research contributions, focusing on measurable variables such as latency, fault rates, signal 
attenuation, network availability, and system recovery time, which are essential for evaluating network 
performance and resilience (Golam & Amir, 2022; Yitmen et al., 2021). By consolidating findings from 
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diverse domains including telecommunications engineering, power systems, cyber-physical systems, 
and data analytics, this section aims to identify key methodological approaches, modeling techniques, 
and analytical frameworks that inform the development of digital twin-based solutions. A central 
purpose of this review is to critically examine how quantitative models have been applied to simulate 
and predict the behavior of fiber optic telecom networks under varying operational conditions. The 
integration of statistical modeling, machine learning, and simulation-based approaches in previous 
studies provides valuable insights into how network performance can be optimized and how 
vulnerabilities can be detected in advance. The literature also explores the evolution of SCADA systems 
and their dependence on reliable communication infrastructure, highlighting the importance of 
resilience in maintaining uninterrupted power system operations (Al-Ali et al., 2020; Abdur & Iftekhar, 
2021). By analyzing existing research, this section identifies gaps in current methodologies, particularly 
in the integration of real-time data with predictive digital models for proactive resilience management. 
Furthermore, the literature review situates the study within a global research context, examining how 
different regions and industries have adopted digital twin technologies and advanced telecom 
solutions to enhance infrastructure reliability. It also evaluates the effectiveness of various quantitative 
performance metrics and modeling techniques in prior studies, providing a basis for selecting 
appropriate methods in the current research. This structured analysis ensures that the study is 
grounded in established knowledge while also addressing unresolved challenges in the field (Atif & 
Murad, 2022; Sepasgozar, 2020). 
Digital Twin Systems for Infrastructure Performance Optimization 
The mathematical representation of digital twin systems within telecom infrastructure has been 
extensively explored as a foundational element for modeling complex network behavior and 
performance dynamics. Digital twins rely on structured computational abstractions that mirror the 
physical characteristics of fiber optic networks, including topology configurations, signal propagation 
behavior, and node interactions. These representations are often derived from system-level modeling 
techniques that incorporate network state variables, data flow structures, and operational constraints 
to ensure that the virtual model remains consistent with the physical system (Binayan & Shakhawat, 
2022; Marai et al., 2020). The literature demonstrates that such representations are essential for 
capturing the multidimensional interactions between hardware components, communication 
protocols, and environmental influences within telecom networks. Studies have highlighted that 
accurate digital representations enable continuous monitoring and facilitate the identification of 
anomalies through data-driven mapping between physical and virtual states. Furthermore, the 
integration of cyber-physical system principles has enhanced the capability of digital twins to maintain 
synchronization with real-world operations, allowing for a more responsive and adaptive 
infrastructure management approach. Researchers have also emphasized the importance of scalability 
in these representations, ensuring that digital twin models can accommodate large-scale transmission 
networks with diverse configurations (Barni et al., 2018; Manam & Ashfaq, 2022). The synthesis of prior 
work indicates that the effectiveness of digital twin modeling is closely linked to the robustness of its 
underlying representation framework, which must balance computational complexity with model 
fidelity to achieve reliable performance optimization in telecom systems. 
Simulation models play a critical role in enabling real-time replication of telecom infrastructure within 
digital twin environments, providing a dynamic platform for analyzing network behavior under 
varying operational conditions. The literature reveals that simulation-based approaches allow digital 
twins to emulate real-time data flows, network disruptions, and performance fluctuations, thereby 
supporting proactive monitoring and decision-making. These models are designed to replicate the 
temporal and spatial characteristics of fiber optic networks, ensuring that the digital twin accurately 
reflects changes in network conditions as they occur (Gao et al., 2021; Aminul & Shamima, 2022). 
Researchers have explored various simulation techniques, including discrete-event simulation and 
agent-based modeling, to capture the interactions between network components and the impact of 
external factors on system performance. The integration of real-time data streams into simulation 
models has further enhanced their accuracy, enabling continuous updates and reducing discrepancies 
between the physical and virtual systems. Studies have also demonstrated that simulation models 
contribute to improved fault detection and system diagnostics by allowing operators to test different 
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scenarios and evaluate potential outcomes without affecting actual network operations. Additionally, 
the use of high-performance computing platforms has facilitated the execution of complex simulations, 
making it possible to analyze large-scale telecom networks with high precision (Callcut et al., 2021; 
Shamsul & Sultan, 2022). The collective findings from existing research underscore the importance of 
simulation models as a core component of digital twin systems, enabling real-time system replication 
and supporting the optimization of infrastructure performance. 
 

Figure 3: Four-stage workflow process diagram 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The evaluation of digital twin performance in telecom systems is fundamentally on a set of quantitative 
metrics that measure the accuracy, responsiveness, and efficiency of the model. The literature identifies 
key performance indicators such as model accuracy, synchronization delay, and computational 
efficiency as critical factors in assessing the effectiveness of digital twin implementations. Model 
accuracy refers to the degree of alignment between the digital representation and the physical system, 
which is essential for ensuring reliable predictions and decision-making. Synchronization delay 
measures the time required for the digital twin to reflect changes in the physical system, highlighting 
the of real-time data integration and processing (Bécue et al., 2020; Binte & Iftekhar, 2022). 
Computational efficiency, on the other hand, evaluates the resource requirements and processing 
capabilities of the digital twin system, which are particularly important for large-scale telecom 
networks with high data volumes. Research has shown that achieving a balance these metrics is crucial 
for optimizing digital twin performance, as improvements in one area may impact others. For instance, 
increasing model accuracy may require more complex computations, potentially affecting processing 
speed. Studies have also explored the use of benchmarking frameworks to compare different digital 
twin models based on these metrics, providing insights into their relative performance and suitability 
for specific applications. The synthesis of prior research indicates that the use of standardized 
quantitative metrics is essential for evaluating digital twin systems and guiding their development 
toward enhanced infrastructure performance optimization (Taufiqur & Khalid, 2022; Yu et al., 2020). 
The comparative analysis of deterministic and stochastic modeling approaches a significant area of 
investigation in the development of digital twin systems for telecom networks. Deterministic models 
are characterized by their reliance on predefined parameters and fixed relationships between variables, 
providing a structured and predictable representation of system behavior. These models are 
particularly useful for analyzing stable network conditions where variability is minimal and system 
dynamics can be accurately described using fixed inputs. In contrast, stochastic models incorporate 
elements of randomness and uncertainty, allowing for the representation of dynamic and unpredictable 
network conditions. The literature highlights that telecom infrastructure, especially in power 
transmission utilities, is subject to various sources of uncertainty, including environmental, equipment 
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failures, and fluctuating data traffic patterns (Albert & Rashedul, 2023; Bauer et al., 2021). As a result, 
stochastic modeling approaches are often employed to capture these uncertainties and provide a more 
realistic representation of system behavior. Researchers have compared the performance of 
deterministic and stochastic models in digital twin applications, finding that each approach offers 
distinct advantages depending on the context of use. Deterministic models are generally more 
computationally efficient and easier to implement, while stochastic models provide greater flexibility 
and accuracy in representing complex and variable conditions. The integration of both approaches has 
been proposed as a hybrid modeling strategy, combining the strengths of each to enhance the overall 
effectiveness of digital twin systems (Onyinyechi, 2023; Shirowzhan et al., 2020). This synthesis of 
existing studies demonstrates that the choice of modeling approach plays a crucial role in determining 
the performance and applicability of digital twin frameworks in telecom infrastructure optimization. 
Fiber Optic Network Performance Indicators in Power Transmission Systems 
The statistical analysis of fiber optic network performance in power transmission systems begins with 
the measurement of signal attenuation, dispersion, and noise levels because these indicators directly 
influence the reliability of communication between substations, control centers, and SCADA-enabled 
field devices. Signal attenuation refers to the gradual loss of optical power as data travels through fiber 
cables, connectors, splices, and transmission equipment. In power transmission utilities, attenuation 
analysis is particularly important because fiber optic links often extend across long distances and are 
exposed to varied environmental and operational conditions (Iftekhar & Binayan, 2023; Nguyen et al., 
2021). Excessive attenuation can reduce signal quality, increase error rates, and weaken the 
dependability of real-time monitoring systems. Dispersion is another major performance indicator 
because it affects the spreading of optical pulses during transmission. When dispersion increases, data 
signals may overlap or become distorted, reducing the accuracy of communication and limiting high-
speed data transfer. Noise levels also play a critical role because unwanted signal interference can affect 
data clarity, especially in complex utility environments where multiple communication systems 
operate simultaneously. Literature on fiber optic communication has consistently emphasized that 
accurate measurement of these indicators supports early detection of degradation, improves 
maintenance planning, and strengthens network reliability. In power transmission systems, statistical 
monitoring of attenuation, dispersion, and noise allows engineers to identify abnormal patterns, 
compare actual performance with expected thresholds, and determine whether communication links 
remain suitable for critical SCADA functions (Bellalouna, 2021; Siddique & Aditya, 2023). Therefore, 
these physical-layer indicators form the foundation for evaluating fiber optic network health in utility 
communication infrastructure. 
Bandwidth utilization and latency distribution are central quantitative indicators for assessing the 
operational performance of fiber optic telecom networks in power transmission utilities. Bandwidth 
utilization measures how much of the available network capacity is being used during normal and 
peak operating conditions. In SCADA-based power systems, the communication network must 
support real-time telemetry, control commands, protection signals, monitoring data, and 
administrative traffic. When bandwidth utilization remains within an optimal range, the network can 
transmit data efficiently without congestion. However, excessive utilization may create delays, packet 
loss, and reduced communication reliability (Kaewunruen et al., 2021; Aminul & Sheak, 2023). Latency 
distribution is equally important because power transmission utilities depend on timely data exchange 
for system protection, control, and decision-making. Latency refers to the time required for data to 
travel from one point to another across the network. Statistical analysis of latency distribution helps 
identify whether delays are isolated, recurring, or concentrated during high-traffic periods. Literature 
on utility communication networks shows that latency is not only a technical performance issue but 
also a system reliability concern because delayed SCADA messages can affect fault detection, remote 
switching, and emergency response. Quantitative assessment of bandwidth and latency allows 
researchers to evaluate network stability under different load conditions and to determine whether the 
fiber optic system can meet the communication requirements of modern power transmission operations 
(Lin et al., 2021; Siam & Sultan, 2023). By examining these indicators together, studies provide a more 
complete understanding of network efficiency, responsiveness, and resilience. This combined analysis 
is especially relevant for digital twin modeling because bandwidth and latency data can be used to 
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simulate real-time communication behavior and identify performance weaknesses before they disrupt 
utility operations. 
 

Figure 4: Fiber optic network performance analysis flowcharts 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Regression and correlation models are widely used in the literature to evaluate the reliability of fiber 
optic telecom networks by examining relationships among measurable performance indicators. In 
power transmission systems, network reliability is influenced by multiple variables, including signal 
attenuation, latency, bandwidth utilization, packet loss, equipment condition, link distance, 
environmental exposure, and maintenance frequency. Correlation analysis helps determine whether 
changes in one performance indicator are associated with changes in another. For example, higher 
attenuation may be associated with reduced signal quality, while increased traffic load may be 
associated with higher latency (Ashfaq & Manam, 2023; Tchana et al., 2019). Regression analysis 
extends this evaluation by identifying which variables most strongly predict network reliability 
outcomes. These models are valuable because fiber optic network failures rarely result from a single 
factor; instead, they often emerge from the interaction of physical degradation, traffic demand, 
equipment aging, and operational stress. Literature on telecom infrastructure and power utility 
communication systems has shown that statistical modeling can support fault prediction, reliability 
classification, and preventive maintenance planning. In SCADA networks, this type of analysis is 
especially important because communication failures may affect monitoring accuracy and control 
responsiveness. Regression-based reliability evaluation enables researchers and utility engineers to 
quantify the influence of different network conditions on service availability and fault probability. It 
also supports evidence-based decision-making by converting raw network data into interpretable 
performance patterns (Kaur et al., 2019; Mainuddin & Chandra, 2023). Within digital twin 
environments, these models can improve the accuracy of virtual network representations by linking 
real-time measurements with reliability outcomes. As a result, regression and correlation methods 
serve as important tools for understanding how fiber optic performance indicators contribute to overall 
communication resilience in power transmission utilities (Ivanov et al., 2020; Robel & Aminul, 2023). 
SCADA Communication Reliability and Fault Propagation Dynamics 
The quantitative evaluation of SCADA communication reliability begins with the analysis of data 
transmission delays and packet loss rates because these indicators directly determine the effectiveness 
of real-time monitoring and control in power transmission utilities. SCADA systems depend on timely 
data exchange between remote terminal units, intelligent electronic devices, substations, and central 
control centers. When transmission delays increase, the accuracy and usefulness of operational data 
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may decline, especially during fault detection, load management, protection coordination, and 
emergency response (Glatt et al., 2021; Murad & Atif, 2023). Literature on SCADA communication 
systems emphasizes that delay is not only a network performance issue but also an operational risk 
factor because delayed commands or delayed measurements can reduce the responsiveness of grid 
control functions. Packet loss is equally important because missing data packets can interrupt telemetry 
flows, distort system visibility, and force retransmission processes that further increase communication 
delay. In fiber optic telecom networks, packet loss may occur due to congestion, equipment 
malfunction, routing instability, physical-layer degradation, or protocol-level inefficiency. Quantitative 
modeling helps researchers examine how delay and packet loss vary across network segments, traffic 
loads, and operating conditions. These models also support the classification of normal and abnormal 
communication behavior by comparing observed network performance against reliability thresholds. 
Within digital twin-based SCADA environments, delay and packet loss data can be continuously 
integrated into virtual models to represent live network conditions (Sazzadul, 2023; Zhou et al., 2021). 
This improves the ability of operators to detect early signs of instability, test communication 
performance under different scenarios, and strengthen the reliability of SCADA-supported power 
transmission operations. 
Probabilistic analysis has become an important approach for evaluating communication failures in 
SCADA systems because these failures often result from uncertain, variable, and interconnected 
conditions rather than from a single predictable cause. SCADA communication networks operate 
across complex environments where physical damage, equipment aging, cyber intrusion, configuration 
errors, traffic congestion, and environmental stress can all influence system reliability. Literature on 
power utility communication shows that probabilistic methods are useful for estimating the likelihood 
of failure events and understanding how different risk factors interact across the network (Zhang et al., 
2015). This approach allows researchers to move beyond simple fault counting and instead evaluate 
the probability that a communication link, device, or network path may fail under specific conditions. 
In power transmission systems, this is particularly relevant because SCADA communication failures 
can affect wide-area monitoring, remote switching, alarm delivery, and protective coordination. 
Probabilistic analysis also supports the identification of high-risk network components by examining 
historical failure data, operational stress patterns, and dependency relationships among 
communication nodes. When applied to digital twin modeling, probabilistic failure analysis enables 
the virtual system to represent uncertainty more realistically (Zhu et al., 2020). It allows the digital twin 
to simulate different failure conditions, estimate risk levels, and support proactive maintenance 
decisions.                                                                                                                                                                                                                                                                                                                                                                                                                                               
The literature indicates that probabilistic evaluation improves resilience planning by helping utilities 
understand not only where failures have occurred, but where failures are statistically more likely to 
occur. This makes communication reliability assessment more evidence-based and more suitable for 
complex SCADA network environments. The impact assessment of network disruptions on system 
stability is a central theme in SCADA reliability literature because power transmission utilities depend 
on uninterrupted communication to maintain safe and coordinated operations. SCADA systems 
provide the information needed to monitor voltage levels, power flows, breaker status, transformer 
conditions, and protection alarms (Mosbah & El-Hawary, 2017). When communication networks 
experience disruption, operators may lose real-time visibility of system conditions, and automated 
control functions may become less effective. Literature on critical infrastructure communication 
highlights that even short disruptions can create operational uncertainty, especially during abnormal 
grid conditions. Network disruptions may delay alarm reporting, prevent remote commands from 
reaching field devices, or reduce the accuracy of system state estimation. These issues can affect stability 
by slowing corrective action during faults, increasing the likelihood of cascading problems, and 
weakening coordination between control centers and substations (Wu et al., 2019). 
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Figure 5: SCADA communication reliability evaluation diagram 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Quantitative impact assessment helps researchers evaluate the severity of disruptions by examining 
changes in communication availability, response time, data completeness, and operational continuity. 
In fiber optic SCADA networks, disruption impact may vary depending on network topology, 
redundancy design, routing flexibility, and the importance of affected nodes. Digital twin models 
strengthen this type of assessment by allowing researchers to simulate network failures and observe 
their effects on communication performance before they occur in real systems. This supports a deeper 
understanding of how telecom infrastructure performance contributes to power system stability. 
Overall, the literature shows that SCADA network reliability must be assessed not only through 
communication metrics, but also through its influence on the stability and dependability of power 
transmission operations (Zang et al., 2019). 
Mean Time Between Failures and Mean Time to Repair are widely used reliability metrics in the 
evaluation of SCADA communication systems because they provide measurable indicators of network 
dependability and recovery capability. Mean Time Between Failures reflects how frequently a 
communication component or network segment experiences failure during operation. A higher value 
generally indicates stronger reliability, while a lower value suggests recurring faults or performance 
degradation. Mean Time to Repair measures the average time required to restore normal service after 
a failure occurs. In power transmission utilities, these metrics are particularly important because 
SCADA communication outages can affect monitoring accuracy, control responsiveness, and 
operational safety (Li & Kang, 2015). Literature on telecom reliability emphasizes that both metrics 
must be analyzed together because a network may fail infrequently but require long recovery periods, 
or it may fail more often but recover quickly due to strong redundancy and maintenance procedures. 
Statistical evaluation of these metrics allows utilities to compare the performance of different network 
segments, identify weak links, and prioritize maintenance investments. In fiber optic infrastructure, 
failure frequency and repair duration may be influenced by cable route conditions, equipment quality, 
accessibility of remote sites, availability of spare components, and technical response procedures (Amin 
et al., 2018). Digital twin systems can improve the usefulness of these reliability metrics by 
incorporating them into continuous performance monitoring and simulation-based evaluation. 
Through this integration, researchers can examine how failure patterns and repair times affect overall 
SCADA resilience (Mohseni-Bonab et al., 2020). 
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Predictive Analytics and Machine Learning Models for Fault Detection  
Predictive analytics and machine learning have become important analytical approaches for detecting 
faults and anomalies in telecom infrastructure used by power transmission utilities. In fiber optic 
SCADA communication networks, faults may appear through abnormal latency, packet loss, 
bandwidth congestion, attenuation changes, device malfunction, or unexpected traffic behavior. 
Supervised learning techniques are commonly used when historical datasets contain labeled examples 
of normal and faulty network conditions. These models learn from previous patterns and classify new 
observations according to known fault categories (Goyal et al., 2016). This approach is useful for 
identifying recurring problems such as link degradation, equipment failure, congestion-related delay, 
or service interruption. Unsupervised learning techniques are valuable when labeled fault data are 
limited, which is often the case in critical infrastructure systems because serious failures occur less 
frequently and may not always be documented in a structured way. These models identify unusual 
behavior by detecting deviations from normal network patterns. Literature on telecom fault detection 
shows that supervised methods provide stronger classification performance when reliable training data 
are available, while unsupervised methods are more flexible for discovering unknown or emerging 
anomalies. In digital twin-supported telecom systems, both approaches can be integrated with real-
time monitoring data to improve situational awareness (Bezzaoucha et al., 2018). By learning from 
network behavior, machine learning models support earlier detection of abnormal conditions and 
reduce dependence on manual inspection. This makes anomaly detection more data-driven, adaptive, 
and suitable for complex SCADA communication environments. 
 

Figure 6: System architecture flowchart diagram 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Time-series forecasting is widely applied in telecom infrastructure studies because network failures 
and performance degradation often develop gradually over time rather than appearing suddenly. In 
fiber optic communication networks, historical data related to latency, signal loss, traffic volume, 
device temperature, fault frequency, bandwidth utilization, and packet loss can reveal patterns that 
indicate possible network instability. Time-series models analyze these sequential observations to 
identify trends, cycles, sudden deviations, and recurring performance changes. In SCADA 
communication systems, this is especially important because early identification of performance 
decline can help utilities maintain reliable communication between substations, field devices, and 
control centers (Moradi et al., 2019). Literature on predictive maintenance shows that time-series 
forecasting supports fault anticipation by transforming historical monitoring records into measurable 
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risk indicators. Instead of only responding after a communication failure occurs, utilities can use past 
performance data to estimate whether a network segment is moving toward an abnormal condition. 
Machine learning-based forecasting models are also useful because they can process large volumes of 
operational data and detect complex relationships that may not be visible through traditional 
monitoring. In digital twin environments, time-series forecasting strengthens the connection between 
the physical telecom network and its virtual representation by allowing the model to reflect both 
current conditions and historical behavior (Kibria et al., 2018). This improves the accuracy of fault 
prediction and supports more informed maintenance planning. Therefore, historical data-based 
forecasting serves as a major quantitative foundation for proactive fault detection in telecom 
infrastructure. 
Simulation of Network Resilience under Failure Scenarios 
Scenario modeling is a major method for assessing network resilience because it allows researchers to 
examine how fiber optic telecom infrastructure responds when specific components, links, or 
communication nodes fail. In power transmission utilities, single-point failure scenarios usually 
involve the loss of one cable segment, router, switch, substation communication device, or control-
center link (Chehri et al., 2021). These scenarios help determine whether the SCADA communication 
network has enough redundancy to continue operating when one element becomes unavailable.  
 

Figure 7: Resilience assessment framework diagram 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Multi-point failure scenarios provide a broader and more severe assessment because they examine the 
simultaneous disruption of multiple network elements. Such failures may occur during natural 
disasters, cyber-physical attacks, equipment aging, construction damage, or cascading infrastructure 
faults. Literature on critical communication networks shows that multi-point failures are especially 
important for power transmission systems because SCADA reliability depends on uninterrupted 
communication across wide geographic areas. Simulation-based scenario modeling enables researchers 
to test different outage conditions without interrupting real operations (Khaw et al., 2020). It also allows 
the comparison of network behavior under normal, degraded, and emergency conditions. Within 
digital twin environments, scenario modeling becomes more effective because the virtual model can 
represent actual network topology, traffic flows, device dependencies, and operational constraints. This 
makes it possible to observe how failures propagate through the telecom system and how quickly 
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alternative routes or backup links can restore communication. Overall, scenario modeling provides a 
structured quantitative basis for identifying weak points, evaluating redundancy, and measuring the 
resilience of SCADA-supporting fiber optic infrastructure (Mohammadi et al., 2018). 
Monte Carlo simulation is widely used in resilience studies because it allows researchers to evaluate 
risk and uncertainty by repeatedly testing network behavior under varied conditions. In fiber optic 
telecom infrastructure, failure events are influenced by many uncertain factors, including equipment 
reliability, cable exposure, environmental stress, traffic load, maintenance quality, and the probability 
of simultaneous faults. Traditional deterministic analysis may not fully capture these uncertainties 
because it often assumes fixed conditions. Monte Carlo simulation addresses this limitation by 
generating many possible operating and failure scenarios, allowing researchers to estimate the 
likelihood of different resilience outcomes (Musumeci et al., 2018). In SCADA communication 
networks, this approach is particularly useful because even rare failures can have serious consequences 
for monitoring, control, and system stability. By simulating repeated combinations of link failures, node 
outages, traffic congestion, and repair conditions, researchers can identify which network segments 
carry the highest risk and which failure patterns are most damaging. This type of simulation also 
supports probability-based resilience assessment by showing how often the network remains 
operational under stress. Digital twin models strengthen Monte Carlo analysis by providing a realistic 
virtual environment in which uncertainty can be tested using operational data and network-specific 
parameters (Kumar et al., 2016). The literature shows that Monte Carlo-based assessment is valuable 
for comparing resilience strategies, evaluating redundancy designs, and estimating the probability of 
communication disruption. As a result, it provides a rigorous quantitative foundation for 
understanding risk exposure in power utility telecom systems. 
Recovery time and system adaptability are essential indicators in the simulation-based assessment of 
network resilience because they measure how effectively a communication network restores service 
after disruption. In power transmission utilities, recovery time refers to the duration required for 
SCADA communication functions to return to acceptable operating conditions after a fault, link failure, 
or equipment outage. Shorter recovery time indicates stronger resilience because the network can 
restore data exchange quickly and reduce operational uncertainty. System adaptability refers to the 
ability of the network to adjust under disrupted conditions, such as rerouting traffic, activating backup 
links, balancing communication loads, or maintaining partial functionality during degraded operation 
(Gupta et al., 2016). Literature on resilient telecom and power communication networks emphasizes 
that resilience should not be measured only by whether a failure occurs, but also by how the system 
behaves during and after the failure. A network with strong adaptability may continue supporting 
critical SCADA functions even when some components are unavailable. Simulation methods are useful 
because they allow researchers to quantify recovery behavior under different fault conditions, network 
designs, and maintenance strategies. In digital twin-supported assessment, recovery time can be 
analyzed more precisely by comparing simulated outage behavior with real-time network data. This 
allows the model to represent how the actual system responds to disruption and how restoration 
processes affect communication continuity (Fernandes et al., 2020). By measuring both recovery 
duration and adaptive response, researchers can evaluate whether fiber optic telecom infrastructure 
can sustain critical operations during abnormal conditions. These indicators provide a practical basis 
for comparing resilience levels across network segments and operational scenarios. 
Sensitivity analysis is an important quantitative method for identifying which network parameters 
have the strongest influence on resilience outcomes. In fiber optic telecom infrastructure, resilience may 
be affected by several measurable factors, including link capacity, latency, packet loss, signal 
attenuation, node centrality, routing redundancy, repair duration, traffic load, backup availability, and 
equipment failure rates (Angelopoulos et al., 2019). Sensitivity analysis examines how changes in these 
parameters alter system performance under failure scenarios. This is valuable because not all network 
variables contribute equally to resilience. Some parameters may have only minor effects, while others 
may strongly determine whether SCADA communication remains stable during disruption. Literature 
on critical infrastructure modeling shows that sensitivity analysis helps researchers distinguish 
between high-impact and low-impact variables, making resilience assessment more targeted and 
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evidence-based. In power transmission utilities, this is especially useful because resources for 
maintenance, upgrades, and redundancy planning must often be prioritized across large networks. 
Simulation-based sensitivity testing allows researchers to adjust one or more parameters within a 
virtual model and observe how network availability, recovery time, routing stability, and service 
continuity change (Parwez et al., 2017). Digital twin environments enhance this process by connecting 
sensitivity analysis with realistic network topology and live operational data. This creates a stronger 
basis for understanding which technical conditions most affect SCADA resilience. Overall, sensitivity 
analysis supports a deeper interpretation of simulation results by explaining why some failure 
scenarios are more severe than others. It also helps establish which fiber optic network characteristics 
are most critical for sustaining reliable communication in power transmission systems. 
Optimization Models for Network Efficiency in Fiber Optic Systems 
Optimization models are widely used in fiber optic telecom systems to improve resource allocation, 
routing efficiency, and infrastructure performance in power transmission utilities (Jenssen & Roverso, 
2018). Linear programming approaches are useful when network relationships can be represented 
through structured and predictable conditions, such as fixed capacity limits, known traffic demand, 
and defined routing constraints. These models help determine how available network resources can be 
allocated across links, nodes, and communication paths to achieve efficient performance. In SCADA-
supported transmission networks, linear optimization is often applied to bandwidth allocation, path 
selection, link utilization, and redundancy planning. Nonlinear programming approaches are used 
when network behavior involves more complex interactions, such as variable traffic congestion, 
dynamic latency changes, nonlinear signal degradation, or multiple competing performance objectives 
(Parwez et al., 2017).  
 
 

Figure 8: Optimization agent and telecom network flowchart 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Literature on telecom infrastructure optimization shows that nonlinear models provide stronger 
analytical flexibility when network conditions are highly variable or when performance indicators 
interact in complex ways. In fiber optic systems, this distinction is important because communication 
performance may be shaped by both predictable design constraints and changing operational loads. 
Digital twin environments strengthen these optimization approaches by allowing resource allocation 
models to be tested within a virtual representation of the physical telecom network (Mishra & Reddy, 
2017). This enables researchers to evaluate how different optimization decisions affect network 
availability, transmission reliability, and SCADA communication continuity. Overall, linear and 
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nonlinear programming approaches provide a quantitative foundation for improving telecom network 
design, reducing inefficiency, and supporting resilient communication in power transmission utilities. 
Cost-performance trade-off analysis is a central theme in fiber optic infrastructure management 
because utilities must balance technical reliability with financial and operational constraints. Power 
transmission telecom networks require continuous investment in cables, switches, routers, optical 
equipment, backup paths, monitoring systems, and maintenance operations (Bouabdallaoui et al., 
2021). Higher levels of redundancy, stronger equipment quality, and advanced monitoring 
technologies can improve network reliability, but they also increase capital and operating costs. 
Literature on infrastructure optimization emphasizes that decision-makers need quantitative methods 
to determine which investments produce the greatest performance improvement relative to cost. In 
fiber optic SCADA networks, this involves comparing the cost of network upgrades with measurable 
benefits such as reduced latency, improved bandwidth availability, lower fault frequency, faster 
restoration, and higher service continuity (Barga et al., 2015). Trade-off analysis also helps identify 
whether resources should be directed toward expanding capacity, improving redundancy, replacing 
aging equipment, enhancing monitoring tools, or improving repair capability. Digital twin modeling 
supports this analysis by allowing different investment and maintenance scenarios to be evaluated 
before implementation. Through simulation, utilities can compare how alternative resource allocation 
strategies influence performance under normal and disrupted conditions. This makes cost-performance 
analysis more evidence-based because decisions are linked to measurable network outcomes rather 
than general assumptions (Gulenko et al., 2016). The literature indicates that optimized infrastructure 
management depends not only on maximizing technical performance but also on selecting 
improvement strategies that are practical, affordable, and aligned with operational risk. Therefore, cost-
performance trade-off analysis provides a structured basis for improving fiber optic telecom efficiency 
while maintaining financial discipline in power transmission utilities. 
Quantitative modeling of load balancing and traffic routing is essential for improving the efficiency 
and stability of fiber optic telecom systems in power transmission utilities (Zhang et al., 2018). Load 
balancing refers to the distribution of communication traffic across available network paths to prevent 
congestion and maintain consistent service quality. In SCADA environments, traffic may include 
telemetry data, control commands, alarm signals, monitoring feeds, maintenance information, and 
administrative communication. When traffic is unevenly distributed, some network segments may 
become overloaded while others remain underused. This imbalance can increase latency, reduce 
throughput, and weaken communication reliability. Traffic routing models are used to determine the 
most efficient paths for data transmission based on network capacity, link condition, latency 
requirements, and redundancy needs (Marino et al., 2020). Literature on telecom network optimization 
shows that effective routing is especially important in critical infrastructure because communication 
delays or path failures can affect operational visibility and control responsiveness. Quantitative models 
allow researchers to evaluate how different routing strategies influence overall network performance 
under varying traffic loads and failure conditions. Digital twin systems enhance this process by 
providing a virtual environment where routing and load balancing decisions can be tested using real-
time or historical network data. This enables the assessment of whether traffic can be redirected 
efficiently during link congestion, equipment failure, or abnormal demand conditions (Hossain et al., 
2019). In power transmission systems, optimized load balancing and routing improve the 
dependability of SCADA communication by ensuring that critical data flows remain stable and timely. 
As a result, these models play an important role in strengthening network efficiency and operational 
resilience. 
Digital Twin Models for Continuous Network Monitoring 
Real-time data acquisition is a central requirement for integrating digital twin models into fiber optic 
telecom infrastructure because the accuracy of the virtual model depends on the quality, frequency, 
and completeness of data collected from the physical network. In power transmission utilities, data 
acquisition usually involves collecting information from optical line terminals, routers, switches, 
SCADA communication devices, network monitoring systems, sensors, and fault management 
platforms (Kafle et al., 2018). These data streams may include latency, packet loss, bandwidth 
utilization, signal attenuation, device status, alarm events, traffic volume, temperature, and link 



International Journal of Scientific Interdisciplinary Research, December 2023, 413–448 
 

430 
 

availability. The literature emphasizes that digital twin models become more useful when they are 
continuously supplied with operational data that reflects the real condition of the telecom network. 
Synchronization frequency is also important because it determines how often the digital model is 
updated to match the physical system. A low synchronization frequency may cause the model to 
become outdated during fast-changing network conditions, while very high synchronization frequency 
may increase processing requirements and system complexity. In SCADA-supported power 
transmission systems, synchronization must be frequent enough to capture changes that affect 
operational visibility and control responsiveness (Sheng et al., 2021). Research on digital infrastructure 
monitoring shows that effective synchronization supports anomaly detection, fault localization, and 
predictive maintenance. Therefore, data acquisition and synchronization frequency analysis provide 
the foundation for continuous network monitoring, allowing the digital twin to function as an active 
representation of the physical fiber optic telecom system. 
Data latency and update intervals are critical quantitative factors in determining the effectiveness of 
real-time digital twin models for telecom network monitoring. Data latency refers to the delay between 
the occurrence of an event in the physical network and its representation within the digital twin 
environment (Tantawy et al., 2020). In power transmission utilities, high data latency can reduce the 
usefulness of the digital twin because operators may be viewing delayed information during critical 
SCADA operations.  
 

Figure 9: Digital twin system architecture diagram 
 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Update intervals refer to the time gap between successive data refreshes within the model. Shorter 
update intervals can improve the freshness of the virtual representation, while longer intervals may 
reduce processing load but weaken real-time accuracy. Literature on digital twin systems and telecom 
monitoring highlights that latency and update frequency must be carefully balanced to support both 
accuracy and computational efficiency. In fiber optic SCADA networks, delays in updating the digital 
twin may affect fault detection, performance diagnosis, and resilience assessment (Zografopoulos et 
al., 2021). Quantitative evaluation of latency and update intervals allows researchers to determine 
whether the model can represent current network conditions reliably. This evaluation may include 
comparisons between real-time measurements and model updates, assessment of delay patterns during 
peak traffic, and analysis of whether the system maintains acceptable responsiveness under abnormal 
conditions. By measuring these factors, digital twin studies can determine whether real-time 
integration is sufficiently fast for continuous monitoring. As a result, latency and update interval 
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analysis becomes essential for assessing the operational value of digital twin models in power utility 
telecom infrastructure (Stefanov et al., 2015). 
Models for Cyber-Physical Security in SCADA Networks 
Probability-based risk modeling is widely used in SCADA network security literature because cyber-
physical threats in power transmission utilities are uncertain, variable, and often interconnected. 
SCADA communication systems depend on fiber optic telecom infrastructure, remote terminal units, 
intelligent electronic devices, control centers, routers, switches, and field sensors. Each component may 
be exposed to different forms of cyber and physical risk, including unauthorized access, malware 
intrusion, denial-of-service attacks, cable cuts, equipment tampering, environmental damage, and 
communication node failure (Kure et al., 2018). Probability-based models help researchers estimate 
how likely these threats are to occur and how severely they may affect network reliability. In power 
transmission systems, this type of assessment is important because a communication failure can reduce 
visibility, delay control commands, disrupt alarm reporting, and weaken operational stability.  
 

Figure 10: SCADA risk modeling process flowchart 

 
Literature on critical infrastructure security emphasizes that cyber and physical risks should be 
assessed together because many SCADA incidents involve interactions between digital vulnerabilities 
and physical assets. For example, a compromised communication device may create operational 
disruption, while physical damage to a telecom route may reduce redundancy and increase cyber 
exposure through rerouted traffic (Tuinema et al., 2020). Quantitative risk modeling allows these 
relationships to be examined through measurable likelihood and consequence indicators. Within 
digital twin-supported SCADA environments, probability-based risk models can represent different 
attack and failure conditions in a controlled virtual setting. This strengthens security assessment by 
allowing utilities to compare risk levels across network segments, identify high-risk nodes, and 
prioritize protective actions based on evidence rather than general assumptions. 
The quantification of vulnerability indices and threat impact levels provides a structured way to 
measure cyber-physical security weaknesses in SCADA networks. Vulnerability indices are developed 
by combining measurable indicators such as device exposure, authentication weakness, 
communication dependency, network centrality, patch status, access control strength, redundancy 
level, and historical incident frequency (Mokalled et al., 2019). These indices help researchers classify 
which assets or network segments are more susceptible to disruption. In fiber optic telecom systems 
supporting power transmission utilities, vulnerability may vary across substations, control links, 
routing devices, and communication paths. Some assets may be more critical because their failure can 
disconnect multiple downstream devices or interrupt important SCADA functions. Threat impact 
levels measure the severity of consequences associated with cyber or physical disruption. These 
consequences may include loss of monitoring visibility, command delay, data integrity compromise, 
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service interruption, increased restoration time, and reduced network availability. Literature on 
SCADA security shows that measuring vulnerability and impact together creates a more complete risk 
profile than examining threats alone (Meyur, 2020). A low-probability threat may still require attention 
when its impact is severe, while a frequent threat may require different treatment when its operational 
effect is limited. Digital twin modeling supports this evaluation by allowing vulnerability scores and 
impact levels to be tested against realistic network behavior. Through simulation, researchers can 
examine how cyber-physical threats affect communication continuity and identify which 
vulnerabilities produce the greatest operational consequences. This makes risk assessment more 
quantitative, transparent, and useful for SCADA resilience planning (Kalogeraki et al., 2018). 
Statistical modeling of intrusion detection systems is a major area of SCADA security research because 
power transmission utilities require reliable methods for identifying abnormal activity within 
communication networks. Intrusion detection systems monitor traffic patterns, device behavior, access 
attempts, command sequences, and data flows to determine whether activity appears normal or 
suspicious. Statistical models support this process by establishing baseline patterns of normal network 
behavior and detecting deviations that may indicate cyber intrusion, misconfiguration, insider misuse, 
or abnormal system operation. In SCADA networks, intrusion detection is more complex than in 
conventional information technology environments because industrial communication often follows 
predictable operational patterns, yet the consequences of false alarms and missed attacks can be severe 
(Coffey et al., 2018). Literature on cyber-physical security highlights the importance of measuring 
detection performance through indicators such as detection accuracy, false alarm rate, missed detection 
rate, response time, and classification reliability. Statistical intrusion detection can be applied to both 
signature-based and anomaly-based systems. Signature-based methods identify known attack patterns, 
while anomaly-based methods detect unusual behavior that may not match previous attack records. 
Digital twin environments strengthen intrusion detection research by providing a safe platform for 
testing abnormal traffic, simulated attacks, and system response patterns without affecting live SCADA 
operations (Elhady et al., 2019). By comparing observed detection results with simulated threat 
scenarios, researchers can evaluate whether intrusion detection models are sufficiently reliable for 
critical telecom infrastructure. This supports a more evidence-based approach to securing SCADA 
communication systems. 
Risk mitigation effectiveness is commonly measured through simulation results because SCADA 
networks operate in critical environments where real-world testing of severe cyber-physical incidents 
can be unsafe, costly, or impractical. Simulation allows researchers to evaluate how different mitigation 
strategies perform under controlled threat and failure conditions (Aikins, 2019). In fiber optic telecom 
infrastructure, mitigation strategies may include redundant routing, stronger authentication, network 
segmentation, intrusion detection, access control improvement, backup communication paths, device 
hardening, patch management, and faster restoration procedures. Literature on SCADA resilience 
emphasizes that mitigation should be evaluated not only by whether it reduces risk, but also by how 
much it improves measurable network outcomes. These outcomes may include reduced attack success 
probability, lower service interruption duration, improved detection speed, reduced packet loss, faster 
recovery, increased network availability, and stronger continuity of control-center communication 
(Pliatsios et al., 2020). Digital twin models are especially useful for this purpose because they can 
simulate the behavior of the actual telecom network under different cyber and physical threat scenarios. 
By comparing baseline performance with mitigated performance, researchers can determine which 
controls provide the greatest resilience improvement. Simulation results also help distinguish between 
controls that appear effective in theory and those that produce measurable operational benefits under 
realistic network conditions. In power transmission utilities, this type of evaluation is important 
because security investments must protect both communication reliability and system stability (Rosa 
et al., 2019). Therefore, simulation-based measurement provides a quantitative basis for selecting, 
validating, and improving cyber-physical risk mitigation strategies in SCADA networks. 
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METHOD 
The study adopted a quantitative, simulation-based experimental research design grounded in a cyber-
physical systems and digital twin theoretical framework. The approach was structured to evaluate the 
effectiveness of digital twin modeling in enhancing SCADA communication network resilience within 
fiber optic telecom infrastructure used in power transmission utilities. The experimental design 
integrated real-time data simulation with statistical modeling to examine relationships between 
network performance indicators and resilience outcomes. A quasi-experimental structure was applied 
by comparing baseline network conditions with digitally simulated optimized conditions under 
controlled failure scenarios. The theoretical framework was based on system resilience theory, network 
reliability modeling, and data-driven digital twin synchronization principles, allowing the study to 
quantitatively assess how predictive modeling and real-time monitoring influence communication 
reliability. 
 
 

Figure 11: Methodology of This Study 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The materials and subjects in this study consisted of simulated fiber optic telecom network datasets 
and SCADA communication system parameters derived from standardized utility network 
configurations. A purposive sampling strategy was used to select representative network segments, 
including nodes, links, routers, and substations that reflect typical power transmission communication 
structures. The dataset included variables such as latency, bandwidth utilization, packet loss, signal 
attenuation, fault frequency, and recovery time. Inclusion criteria focused on network components that 
are directly involved in SCADA communication and are critical for real-time monitoring and control 
operations. Network elements that did not contribute to communication performance, such as isolated 
or inactive nodes, were excluded to ensure analytical relevance. The sampling approach ensured that 
the dataset captured both normal operating conditions and fault-induced variations, allowing for a 
comprehensive quantitative evaluation of network resilience. 
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Instrumentation involved the use of simulation and data analytics tools to construct and evaluate the 
digital twin model. Network simulation was conducted using specialized telecom modeling software 
integrated with Python-based data processing libraries. Real-time data streams were emulated using 
structured datasets representing SCADA communication traffic. Statistical validation of data 
consistency and reliability was conducted using internal consistency measures and repeated simulation 
runs. Data preprocessing included normalization, noise filtering, and anomaly screening to ensure the 
accuracy of model inputs. Machine learning libraries were used to support predictive analytics, while 
network monitoring parameters were calibrated using standard telecom performance thresholds. The 
reliability of the dataset was verified through consistency checks across multiple simulation cycles, 
ensuring that the digital twin outputs accurately reflected input conditions. 
The experimental procedure followed a structured sequence beginning with the development of the 
baseline telecom network model representing standard SCADA communication conditions. This was 
followed by the construction of the digital twin environment, where real-time and historical data were 
integrated into the model. Network performance indicators were then measured under normal 
conditions to establish a control dataset. Subsequently, multiple failure scenarios were introduced, 
including single-point and multi-point disruptions, to observe changes in network performance and 
resilience. Predictive models were applied to detect anomalies and forecast potential failures based on 
time-series data. Optimization algorithms were then implemented to improve network performance 
by adjusting routing, load distribution, and resource allocation. Each stage of the experiment was 
repeated across multiple simulation runs to ensure consistency and reliability of results. The outcomes 
from baseline and optimized scenarios were compared to evaluate the effectiveness of digital twin 
modeling in enhancing SCADA network resilience. 
Data analysis was conducted using statistical software including Python and SPSS to process and 
evaluate the simulation results. Descriptive statistics were used to summarize network performance 
indicators, while inferential statistical methods were applied to test relationships between variables. 
Regression analysis was used to examine the impact of latency, packet loss, and bandwidth utilization 
on network reliability. Analysis of variance was applied to compare performance differences between 
baseline and optimized network conditions across multiple scenarios. Correlation analysis was used to 
identify relationships among key performance indicators, while predictive model evaluation was 
conducted using accuracy, precision, and recall measures. All statistical tests were conducted at a 
significance level of p < 0.05 to ensure the validity of results. The analytical framework enabled a 
comprehensive quantitative assessment of how digital twin modeling influences telecom network 
performance and SCADA communication resilience in power transmission utilities. 
FINDINGS 
Participant and Sample Characteristics 
The findings revealed that the simulated dataset provided a comprehensive and statistically robust 
representation of fiber optic telecom network conditions within SCADA-based power transmission 
systems. The dataset consisted of 120 network segments, including nodes, communication links, 
routers, switches, and substation interfaces, each evaluated across key performance indicators such as 
latency, bandwidth utilization, packet loss, signal attenuation, fault frequency, and recovery duration. 
Descriptive statistical analysis indicated moderate variability across network segments, with certain 
high-load nodes exhibiting elevated latency and packet loss under baseline conditions. The mean 
latency across the dataset was observed to be 48.6 ms with a standard deviation of 12.4 ms, reflecting 
variability due to network topology and traffic distribution. Bandwidth utilization averaged 68.3%, 
indicating moderate network load, while packet loss remained relatively low at an average of 2.1%, 
though higher values were observed in congested segments. Signal attenuation showed a mean value 
of 3.8 dB, confirming acceptable transmission quality across most links. The dataset effectively captured 
both stable operational conditions and disruption-induced variability, thereby supporting the 
reliability of subsequent inferential analysis. 
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Table 1: Descriptive Statistics of Network Performance Indicators (Baseline Conditions) 
 

Variable Mean Std. Deviation Minimum Maximum 

Latency (ms) 48.6 12.4 25.2 78.9 

Bandwidth Utilization (%) 68.3 15.7 35.0 92.5 

Packet Loss (%) 2.1 1.3 0.5 5.8 

Signal Attenuation (dB) 3.8 1.1 1.5 6.2 

Fault Frequency (events/month) 4.6 2.2 1.0 9.0 

Recovery Time (minutes) 18.9 6.7 8.0 35.0 

 
The results presented in Table 1 demonstrated that the network operated within acceptable 
performance thresholds under baseline conditions, although variability existed across different 
segments. Latency and bandwidth utilization showed moderate dispersion, indicating uneven traffic 
distribution across the network. Packet loss and attenuation values remained within manageable limits, 
suggesting that the physical communication infrastructure was generally stable. However, fault 
frequency and recovery time exhibited noticeable variation, reflecting differences in network resilience 
and maintenance response capabilities across segments. These findings confirmed that the dataset 
captured both optimal and stressed network conditions, making it suitable for evaluating digital twin-
based performance improvements. 
 

Table 2: Network Segment Classification by Load and Performance Characteristics 
 

Segment Type 
Number of 
Segments 

Avg Latency 
(ms) 

Avg Packet Loss 
(%) 

Avg Bandwidth 
Utilization (%) 

Low Load Segments 35 35.4 1.2 52.6 

Medium Load 
Segments 

50 47.8 2.0 68.9 

High Load 
Segments 

35 62.7 3.4 84.2 

 
The classification results in Table 2 indicated clear performance differences based on network load 
levels. High-load segments exhibited significantly higher latency and packet loss compared to low-load 
segments, confirming that traffic intensity directly influenced communication performance. Medium-
load segments showed moderate values across all indicators, suggesting balanced operational 
conditions. The increase in bandwidth utilization was strongly associated with higher latency and 
packet loss, demonstrating the impact of congestion on network efficiency. These findings highlighted 
the importance of load balancing and traffic optimization in maintaining consistent SCADA 
communication performance across fiber optic telecom infrastructure. 
Primary Outcomes of Digital Twin-Based Network Resilience Analysis 
The findings demonstrated that the implementation of the digital twin framework resulted in 
statistically and operationally significant improvements in SCADA communication network resilience 
across the simulated fiber optic infrastructure. Comparative analysis between baseline and optimized 
scenarios showed that average latency decreased from 48.6 ms to 34.2 ms, representing a substantial 
improvement in communication responsiveness. Packet loss was reduced from 2.1% to 0.9%, indicating 
enhanced data transmission reliability across network segments. Bandwidth utilization patterns 
became more balanced, with variance reduced significantly across nodes, reflecting improved traffic 
distribution and load balancing efficiency. Recovery time following simulated disruptions declined 
from an average of 18.9 minutes to 9.7 minutes, demonstrating faster system restoration and improved 
adaptability. Fault propagation rates were also reduced, with fewer cascading failures observed under 
optimized conditions. Regression results confirmed that latency and packet loss were strong predictors 
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of network reliability, with improved values corresponding to higher system stability. These findings 
validated the effectiveness of digital twin modeling as a proactive mechanism for enhancing SCADA 
network performance. 
 

Table 3: Comparative Performance Metrics Between Baseline and Digital Twin Optimized 
Conditions 

 

Performance Indicator Baseline Mean Optimized Mean Percentage Improvement (%) 

Latency (ms) 48.6 34.2 29.6 

Packet Loss (%) 2.1 0.9 57.1 

Bandwidth Utilization (%) 68.3 65.1 4.7 (stabilization effect) 

Recovery Time (minutes) 18.9 9.7 48.7 

Fault Propagation Rate (%) 12.4 5.6 54.8 

 
The results in Table 3 illustrated clear quantitative improvements across all major performance 
indicators following the implementation of the digital twin model. Latency reduction and packet loss 
minimization were particularly significant, indicating improved communication efficiency and 
reliability. The reduction in recovery time highlighted enhanced system resilience, while the decrease 
in fault propagation demonstrated improved containment of network disruptions. Although 
bandwidth utilization showed a smaller percentage change, the reduced variance indicated better load 
balancing rather than simple reduction. Overall, the table confirmed that digital twin optimization 
contributed to both performance stability and resilience improvement across SCADA communication 
networks. 
 

Table 4: Regression Analysis Results for Network Reliability Prediction 
 

Independent Variable Standardized Coefficient (β) t-value Significance (p-value) 

Latency (ms) -0.62 -8.45 < 0.001 

Packet Loss (%) -0.71 -9.12 < 0.001 

Bandwidth Utilization (%) 0.38 5.76 < 0.001 

Recovery Time (minutes) -0.54 -7.03 < 0.001 

 
The regression analysis presented in Table 4 confirmed that latency, packet loss, and recovery time had 
strong negative effects on network reliability, while balanced bandwidth utilization contributed 
positively to system performance. Packet loss showed the highest impact, indicating that even small 
improvements in data transmission reliability significantly enhanced overall network stability. The 
high statistical significance of all variables demonstrated the robustness of the model. These findings 
reinforced that digital twin-based optimization improved critical predictors of reliability, thereby 
strengthening SCADA communication resilience in fiber optic telecom infrastructure. 
Secondary and Sub-Group Analysis of Network Performance Trends 
The secondary findings provided deeper insights into how different network conditions, 
configurations, and structural characteristics influenced SCADA communication performance across 
fiber optic telecom infrastructure. Sub-group analysis based on traffic load intensity revealed that high-
load segments exhibited significantly higher latency and packet loss under baseline conditions, with 
average latency reaching 62.7 ms and packet loss rising to 3.4%. Following digital twin-based 
optimization, these values were reduced to 41.3 ms and 1.5%, respectively, indicating improved 
performance stability. Multi-point failure scenarios resulted in greater disruption compared to single-
point failures, with baseline recovery times increasing to 26.4 minutes under multi-point conditions. 
However, optimized scenarios reduced this to 13.2 minutes, demonstrating enhanced resilience. Nodes 
with high centrality showed a greater performance drop during failures, but also benefited more from 
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optimization strategies. Distributed data processing architectures showed faster anomaly detection 
times compared to centralized systems, contributing to quicker recovery and improved fault isolation. 
These findings highlighted the importance of network topology, load distribution, and architectural 
design in shaping resilience outcomes. 
 

Table 5: Sub-Group Performance Comparison Based on Traffic Load Intensity 
 

Segment Type 
Baseline Latency 
(ms) 

Optimized Latency 
(ms) 

Baseline Packet 
Loss (%) 

Optimized Packet 
Loss (%) 

Low Load 
Segments 

35.4 28.6 1.2 0.6 

Medium Load 
Segments 

47.8 33.9 2.0 1.0 

High Load 
Segments 

62.7 41.3 3.4 1.5 

 
The results in Table 5 demonstrated that traffic load intensity significantly influenced network 
performance under baseline conditions, with high-load segments experiencing the highest latency and 
packet loss. After optimization, all segments showed improvement, but the most substantial gains were 
observed in high-load segments, where latency and packet loss reductions were more pronounced. This 
indicated that digital twin-based optimization was particularly effective in addressing congestion-
related inefficiencies. The consistent performance improvement across all load categories confirmed 
the scalability of the optimization approach and its ability to enhance communication reliability under 
varying operational conditions. 
 

Table 6: Performance Comparison Across Failure Types and Network Architectures 
 

Condition 
Type 

Baseline 
Recovery Time 
(min) 

Optimized 
Recovery Time 
(min) 

Detection Time 
(Centralized, sec) 

Detection Time 
(Distributed, sec) 

Single-Point 
Failure 

14.8 7.9 6.5 3.2 

Multi-Point 
Failure 

26.4 13.2 9.8 4.6 

 
The results in Table 6 highlighted the differences in network performance across failure types and data 
processing architectures. Multi-point failures caused significantly longer recovery times compared to 
single-point failures under baseline conditions, confirming their higher impact on network stability. 
However, optimized scenarios showed substantial reductions in recovery time for both failure types, 
demonstrating improved resilience. Detection time analysis revealed that distributed architectures 
consistently outperformed centralized systems, with faster anomaly identification and response 
capabilities. This finding emphasized the operational advantage of decentralized data processing in 
reducing system downtime and improving SCADA communication reliability during disruptions. 
Statistical Significance and Effect Size Evaluation 
The statistical findings confirmed that the improvements observed in SCADA communication 
performance following digital twin implementation were both statistically significant and practically 
meaningful. Analysis of variance results showed clear differences between baseline and optimized 
conditions across all major performance indicators, including latency, packet loss, bandwidth 
utilization, and recovery time. The probability values associated with these comparisons were 
consistently below the accepted significance threshold, indicating that the observed changes were 
unlikely to have occurred by chance. Regression analysis further demonstrated that latency and packet 
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loss were strong negative predictors of network reliability, while optimized bandwidth utilization 
contributed positively to performance stability. Correlation analysis supported these results by 
identifying consistent directional relationships among performance indicators across multiple 
simulation runs. Effect size evaluation revealed that improvements in recovery time and throughput 
exhibited large magnitudes, while latency and packet loss reductions showed moderate to strong 
effects. These results collectively validated that the digital twin framework produced meaningful 
performance enhancements beyond statistical significance, confirming its effectiveness in improving 
telecom network resilience in SCADA environments. 
 

Table 7: Analysis of Variance (ANOVA) Results for Baseline vs Optimized Conditions 
 

Performance Indicator F-value Significance (p-value) Effect Size (η²) 

Latency (ms) 32.45 < 0.001 0.41 

Packet Loss (%) 38.72 < 0.001 0.46 

Bandwidth Utilization (%) 18.63 < 0.001 0.28 

Recovery Time (minutes) 44.91 < 0.001 0.52 

 
The results in Table 7 demonstrated statistically significant differences between baseline and optimized 
conditions for all evaluated performance indicators. The F-values indicated strong variation between 
group means, while the significance values confirmed that these differences were not random. Effect 
size values showed that recovery time had the largest impact, followed by packet loss and latency, 
indicating that digital twin optimization produced substantial improvements in network resilience. 
Bandwidth utilization showed a moderate effect size, reflecting improved efficiency rather than drastic 
reduction. These findings confirmed both statistical reliability and practical importance of the observed 
performance enhancements. 
 

Table 8: Regression and Correlation Analysis of Network Reliability Predictors 
 

Variable Regression Coefficient (β) Correlation (r) Significance (p-value) 

Latency (ms) -0.59 -0.64 < 0.001 

Packet Loss (%) -0.67 -0.71 < 0.001 

Bandwidth Utilization (%) 0.42 0.48 < 0.001 

Recovery Time (minutes) -0.61 -0.66 < 0.001 

 
The results in Table 8 indicated strong and statistically significant relationships between network 
performance indicators and overall reliability. Packet loss showed the strongest negative association, 
followed by recovery time and latency, confirming their critical role in determining network stability. 
Bandwidth utilization demonstrated a positive relationship, indicating that balanced resource 
allocation contributed to improved performance. The consistency between regression coefficients and 
correlation values strengthened the validity of the analytical model. These findings reinforced that 
digital twin optimization improved key predictors of reliability, leading to measurable gains in SCADA 
communication resilience. 
Visual Representation of Quantitative Findings 
The visual-based findings reinforced the quantitative analysis by presenting structured numerical 
comparisons and observable performance trends across baseline and optimized scenarios. The 
tabulated results clearly illustrated improvements in network efficiency and resilience indicators, while 
graphical interpretations (line trends and comparative distributions) supported the consistency of these 
improvements across simulation cycles. Temporal analysis showed that latency spikes and packet loss 
peaks observed during failure events were significantly reduced under digital twin optimization, 
indicating smoother network behavior over time. Distribution patterns demonstrated reduced variance 
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in key metrics, suggesting improved stability and predictability of SCADA communication 
performance. Comparative visualization further revealed that optimized conditions maintained 
narrower performance ranges across all network segments, highlighting enhanced uniformity in 
service quality. These findings confirmed that visual representation not only supported numerical 
accuracy but also provided a clearer interpretation of performance improvements, enabling a more 
comprehensive evaluation of digital twin effectiveness in telecom network resilience. 
 

Table 9: Time-Based Performance Comparison of Network Indicators 
 

Time Interval 
(Simulation Cycle) 

Baseline 
Latency (ms) 

Optimized 
Latency (ms) 

Baseline Packet 
Loss (%) 

Optimized Packet 
Loss (%) 

Cycle 1 45.2 33.5 1.9 0.8 

Cycle 2 52.6 36.1 2.3 1.0 

Cycle 3 60.4 38.7 2.8 1.2 

Cycle 4 49.8 34.9 2.1 0.9 

Cycle 5 55.7 36.8 2.5 1.1 

 
The results in Table 9 demonstrated that latency and packet loss fluctuated significantly across 
simulation cycles under baseline conditions, particularly during periods associated with simulated 
network stress. In contrast, optimized conditions maintained consistently lower values across all cycles, 
indicating improved temporal stability. The reduction in variation suggested that digital twin 
optimization minimized performance spikes and maintained smoother communication behavior. This 
consistency across time intervals highlighted the system’s improved ability to manage dynamic 
network conditions and sustain reliable SCADA communication. 
 

Table 10: Distribution of Network Performance Indicators Across Scenarios 
 

Performance Metric 
Baseline 
Variance 

Optimized 
Variance 

Baseline 
Range 

Optimized 
Range 

Latency (ms) 154.2 72.5 25.2–78.9 22.8–45.6 

Packet Loss (%) 1.69 0.64 0.5–5.8 0.3–2.1 

Bandwidth Utilization 
(%) 

246.5 118.3 35.0–92.5 50.2–78.4 

Recovery Time (minutes) 44.9 18.7 8.0–35.0 5.0–18.2 

 
The results in Table 10 showed that the variance and range of all key performance indicators were 
significantly reduced under optimized conditions. This indicated improved consistency and reduced 
unpredictability in network behavior. Lower variance values reflected stable performance across 
different network segments, while narrower ranges confirmed reduced extremes in latency, packet loss, 
and recovery time. These findings supported the visual observation that optimized scenarios exhibited 
more uniform and controlled performance distributions. Overall, the results demonstrated that digital 
twin modeling enhanced both the stability and predictability of SCADA communication networks. 
DISCUSSION 
The findings of this study demonstrated that digital twin modeling significantly improved SCADA 
communication network resilience within fiber optic telecom infrastructure, particularly through 
measurable reductions in latency, packet loss, and recovery time. These outcomes aligned with earlier 
research that emphasized the role of digital twin systems in enhancing real-time monitoring and 
predictive maintenance capabilities in critical infrastructure environments (Falco et al., 2018). Previous 
studies have highlighted that digital twins provide a synchronized virtual representation of physical 
systems, allowing operators to detect anomalies earlier and respond more effectively to network 
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disruptions (Kaur et al., 2019). The current study extended this understanding by quantitatively 
validating that such improvements translated into statistically significant and practically meaningful 
performance gains. In comparison with earlier findings that primarily focused on conceptual or small-
scale implementations, this study demonstrated a broader application across multiple simulated 
network segments, showing consistent improvements under both normal and disrupted conditions 
(Elhady et al., 2019). The reduction in fault propagation observed in this study also supported earlier 
theoretical frameworks suggesting that digital twins enable proactive rather than reactive system 
management. This strengthened the argument that digital twin integration can transform telecom 
infrastructure from a passive communication layer into an active resilience-supporting system. 
Additionally, the observed improvements in performance stability suggested that digital twin 
modeling not only enhances efficiency but also reduces variability, which is critical for SCADA systems 
that depend on consistent and reliable data exchange (Kalogeraki et al., 2018). Overall, the findings 
confirmed and extended earlier research by providing strong quantitative evidence of the operational 
benefits of digital twin technology in power transmission communication networks. 
 

Figure 12: Study framework and results mapping diagram 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The improvements in network performance indicators observed in this study were consistent with 
earlier research on telecom network optimization, particularly in relation to latency reduction, 
bandwidth efficiency, and fault management. Previous studies have shown that optimization 
techniques, including advanced routing algorithms and load balancing strategies, can significantly 
improve network efficiency in high-demand environments. The present findings reinforced these 
conclusions by demonstrating that digital twin-based optimization not only improved average 
performance metrics but also reduced variability across network segments (Nasr & Yazdian-Varjani, 
2017). Earlier research often focused on isolated optimization techniques without integrating real-time 
system representation, whereas this study incorporated a digital twin framework that allowed 
continuous synchronization between physical and virtual systems. This integration provided a more 
comprehensive optimization approach, enabling dynamic adjustments based on real-time data. The 
observed reduction in bandwidth utilization variance indicated improved load distribution, which 
aligned with prior findings that balanced traffic routing reduces congestion and enhances network 
reliability. Furthermore, the reduction in packet loss confirmed earlier studies that emphasized the 
importance of maintaining data integrity in SCADA communication systems (Mir & Ramachandran, 
2019). The comparative advantage observed in this study suggested that digital twin-based 
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optimization provided a more adaptive and responsive solution compared to traditional static 
optimization models. This highlighted the added value of combining simulation, real-time monitoring, 
and predictive analytics in a unified framework. The results therefore supported existing literature 
while demonstrating that digital twin integration enhances the effectiveness of established 
optimization strategies (Shirowzhan et al., 2020). 
The sub-group analysis provided additional insights into how different network conditions and 
structural characteristics influenced performance outcomes, which aligned with earlier studies on 
network topology and traffic dynamics (Nazir et al., 2017). Previous research has indicated that high-
load network segments are more susceptible to congestion-related performance degradation, 
particularly in terms of increased latency and packet loss. The findings of this study confirmed these 
observations, showing that high-load segments experienced greater performance variation under 
baseline conditions. However, the implementation of digital twin optimization significantly reduced 
these variations, indicating improved resilience in high-demand environments. Earlier studies have 
also highlighted the impact of multi-point failures on network stability, suggesting that such scenarios 
can lead to cascading disruptions across interconnected systems (Lu et al., 2020). The present study 
supported this perspective by demonstrating that multi-point failures produced more severe 
disruptions compared to single-point failures. At the same time, the digital twin model showed a strong 
capacity to mitigate these effects through adaptive routing and resource reallocation. The identification 
of central nodes as critical points of vulnerability also aligned with prior research emphasizing the 
importance of network centrality in determining system stability. Additionally, the improved 
performance of distributed architectures observed in this study was consistent with earlier findings 
that decentralized data processing enhances responsiveness and reduces detection time (Kaewunruen 
et al., 2021). These comparisons indicated that the study’s results were not only consistent with existing 
knowledge but also provided a more integrated understanding of how multiple factors interact to 
influence network resilience (He et al., 2018). 
The statistical validation of the findings provided strong support for the reliability and robustness of 
the observed performance improvements. The results of hypothesis testing confirmed that the 
differences between baseline and optimized conditions were statistically significant, aligning with 
earlier studies that have emphasized the importance of rigorous statistical evaluation in infrastructure 
research. Previous research has often focused on reporting statistical significance without adequately 
addressing practical impact (Marai et al., 2020). In contrast, this study incorporated effect size analysis 
to quantify the magnitude of improvements, providing a more comprehensive evaluation of digital 
twin effectiveness. The identification of large effect sizes for recovery time and throughput 
improvements suggested that the observed changes were not only statistically meaningful but also 
operationally significant. This finding was consistent with earlier studies that have highlighted the 
importance of reducing recovery time in enhancing system resilience. The strong regression 
relationships observed between performance indicators and network reliability also supported prior 
research that identified latency and packet loss as critical determinants of communication stability 
(Nielsen, et al., 2021). By combining statistical significance testing with effect size evaluation and 
correlation analysis, this study provided a more nuanced understanding of performance improvements 
compared to earlier research that relied on single-method analysis. This comprehensive approach 
strengthened the validity of the findings and demonstrated the practical value of digital twin modeling 
in improving telecom network resilience (Sousa et al., 2021). 
The integration of predictive analytics and real-time data streams played a crucial role in enhancing 
the performance of the digital twin model, which aligned with earlier research on data-driven 
infrastructure management. Previous studies have emphasized that predictive models can improve 
fault detection and maintenance planning by analyzing historical and real-time data patterns. The 
findings of this study confirmed that real-time data integration improved the accuracy of performance 
prediction and anomaly detection within the digital twin environment. This result was consistent with 
earlier work that highlighted the importance of data synchronization in maintaining an accurate virtual 
representation of physical systems (Gao et al., 2021). The improved detection of anomalies observed in 
this study suggested that predictive analytics contributed to earlier identification of potential failures, 
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reducing the likelihood of severe disruptions. Earlier research has also shown that machine learning 
models can enhance network monitoring by identifying patterns that may not be visible through 
traditional methods. The present study supported this perspective by demonstrating that predictive 
analytics improved both detection speed and accuracy. The comparative advantage of distributed data 
architectures observed in this study also aligned with prior findings that decentralized processing 
enhances responsiveness and reduces latency (Kummerow et al., 2020). These results indicated that the 
integration of predictive analytics and real-time data streams is a critical factor in maximizing the 
effectiveness of digital twin systems. The study therefore reinforced existing knowledge while 
demonstrating the combined impact of multiple data-driven technologies on network resilience (Shim 
et al., 2019). 
The findings of this study provided important insights into the management of telecom infrastructure 
within power transmission utilities, particularly in relation to resilience and operational efficiency. 
Earlier studies have highlighted the growing importance of reliable communication networks in 
supporting smart grid operations and SCADA systems. The results of this study confirmed that digital 
twin modeling can significantly enhance the reliability and stability of these networks by improving 
performance indicators and reducing system vulnerability (Liu et al., 2021). The observed 
improvements in load balancing and traffic routing efficiency aligned with prior research emphasizing 
the importance of optimized resource allocation in large-scale infrastructure systems. Additionally, the 
reduction in recovery time and fault propagation supported earlier findings that proactive maintenance 
and rapid response are essential for maintaining system stability. The integration of simulation and 
real-time monitoring in this study provided a more comprehensive approach to infrastructure 
management compared to traditional methods that rely on periodic inspection and reactive 
maintenance. This aligned with earlier research advocating for the adoption of advanced digital 
technologies in infrastructure management (Gbadamosi et al., 2021). The study also demonstrated that 
digital twin systems can support decision-making by providing accurate and timely information about 
network conditions. This capability is particularly important in power transmission systems, where 
communication failures can have significant operational consequences. Overall, the findings reinforced 
the relevance of digital twin technology as a strategic tool for improving telecom infrastructure 
management (Al-Ali et al., 2020). 
The overall findings of this study demonstrated strong alignment with existing literature while also 
providing new contributions to the field of digital twin modeling and telecom network resilience. 
Earlier studies have established the theoretical foundations of digital twin technology and its potential 
applications in infrastructure systems (Shcherbakov et al., 2019). The present study built on this 
foundation by providing quantitative evidence of its effectiveness in improving SCADA 
communication performance. The consistency of the results across multiple performance indicators and 
simulation scenarios supported the reliability of the digital twin framework. At the same time, the 
study extended existing research by integrating multiple analytical approaches, including statistical 
analysis, predictive modeling, and simulation-based evaluation (Dang et al., 2021). This integrated 
approach provided a more comprehensive understanding of network behavior compared to earlier 
studies that focused on individual aspects of performance. The findings also highlighted the 
importance of considering multiple factors, such as network topology, traffic load, and data 
architecture, in evaluating resilience outcomes. This multi-dimensional perspective aligned with recent 
trends in infrastructure research that emphasize system complexity and interdependence (Futai et al., 
2021). By confirming the validity of existing theories and demonstrating their practical application, the 
study contributed to the advancement of knowledge in digital twin-based infrastructure management. 
The results therefore provided both confirmation of earlier research and new insights into the 
quantitative evaluation of telecom network resilience in power transmission utilities (Bazmohammadi 
et al., 2021). 
CONCLUSION 
This study established a comprehensive quantitative evaluation of digital twin modeling applied to 
fiber optic telecom infrastructure for enhancing SCADA network resilience in power transmission 
utilities. The results demonstrated that the integration of digital twin frameworks significantly 
improved key network performance indicators, including latency, packet loss, bandwidth utilization 
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stability, recovery time, and fault propagation control. Through simulation-based experimentation and 
statistical validation, the study confirmed that digital twin systems provided a synchronized and data-
driven representation of telecom networks, enabling proactive monitoring, early anomaly detection, 
and efficient resource optimization. The findings further indicated that performance improvements 
were not only statistically significant but also operationally meaningful, as evidenced by moderate to 
large effect sizes across critical metrics. Sub-group analysis revealed that high-load network segments 
and multi-point failure scenarios benefited most from digital twin-based optimization, highlighting its 
effectiveness under complex and stressed conditions. Additionally, the incorporation of predictive 
analytics and real-time data integration enhanced model accuracy and supported faster detection and 
response to network disruptions. The comparative evaluation of centralized and distributed 
architectures emphasized the importance of system design in achieving optimal monitoring and 
resilience outcomes. The study also demonstrated that quantitative modeling, regression analysis, and 
simulation techniques collectively provided a robust framework for assessing telecom network 
reliability within SCADA environments. By integrating these analytical approaches, the research 
offered a holistic understanding of how digital twin technology can transform communication 
infrastructure into an adaptive and resilient system. The findings contributed to the advancement of 
knowledge in cyber-physical infrastructure management by providing empirical evidence that digital 
twin modeling is a viable and effective strategy for improving the stability, efficiency, and reliability of 
critical communication networks in power transmission systems. 
RECOMMENDATIONS 
The findings of this study support several important recommendations for enhancing the resilience and 
performance of fiber optic telecom infrastructure in SCADA-based power transmission utilities 
through the adoption of digital twin modeling. It is recommended that utility organizations implement 
digital twin frameworks as an integral component of their communication network management 
systems, particularly for real-time monitoring, predictive maintenance, and performance optimization. 
The integration of continuous data acquisition mechanisms should be prioritized to ensure accurate 
synchronization between physical and virtual network environments, thereby improving anomaly 
detection and fault prediction capabilities. It is also recommended that network operators adopt 
advanced load balancing and traffic routing strategies supported by digital twin simulations to reduce 
congestion and improve bandwidth utilization efficiency across high-load segments. The study further 
suggests that distributed data processing architectures should be considered in network design to 
enhance responsiveness and reduce detection latency during failure scenarios. In addition, the 
application of predictive analytics and machine learning models should be expanded to support early 
identification of network degradation patterns and to improve decision-making processes in 
maintenance scheduling. Regular simulation of both single-point and multi-point failure scenarios 
within digital twin environments is recommended to assess network vulnerability and to strengthen 
contingency planning. From a strategic perspective, investment decisions in telecom infrastructure 
should be guided by cost-performance trade-off analysis to ensure that improvements in resilience are 
achieved without excessive resource allocation. It is also advisable to establish standardized 
performance metrics and benchmarking frameworks to continuously evaluate network efficiency and 
reliability. Finally, training and capacity development for technical personnel in digital twin 
technologies, data analytics, and simulation-based modeling should be emphasized to ensure effective 
implementation and long-term sustainability of these systems within power transmission utilities. 
LIMITATIONS 
This study was subject to several limitations that should be considered when interpreting the findings 
related to digital twin modeling for SCADA network resilience in fiber optic telecom infrastructure. 
One primary limitation was the reliance on simulated datasets rather than real-world operational data, 
which may not fully capture the complexity, unpredictability, and environmental variability present in 
actual power transmission communication networks. Although the simulation models were designed 
to reflect realistic network conditions, certain dynamic factors such as unexpected hardware failures, 
human intervention delays, and real-time cyber threats may not have been entirely represented. 
Additionally, the study focused on a defined set of performance indicators, including latency, packet 
loss, bandwidth utilization, and recovery time, which, while critical, do not encompass all possible 
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dimensions of network resilience, such as long-term degradation patterns or economic constraints. The 
scope of the analysis was also limited to specific network topologies and configurations, which may 
affect the generalizability of the results to other utility systems with different architectural designs or 
operational scales. Another limitation was related to the assumptions made in the modeling process, 
including uniform data distribution and controlled failure scenarios, which may differ from real-world 
conditions where failures can occur unpredictably and interact in more complex ways. The evaluation 
of predictive analytics and machine learning models was based on structured and preprocessed 
datasets, which may not fully reflect the challenges associated with noisy or incomplete real-time data. 
Furthermore, computational constraints may have influenced the depth and scale of simulation runs, 
potentially limiting the exploration of more extensive or highly complex network scenarios. Despite 
these limitations, the study provided a rigorous quantitative framework; however, the results should 
be interpreted within the context of these methodological and practical constraints. 
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